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BBepeHue

[aHHbIn OOKYMEHT npegHasHayeH ans naptHepoB AO «Jlabopatopusi Kacnepckoro» (ganee JIK), paboTtarowmx Ha
TeppuTtopun Poccunckon ®egepaunn, ctpaH 3akaBkasbs u Pecnyonukm benapyce.

[loKyMeHT onucbiBaeT CTPYKTYpy Mpaic-nucta, a Takke COOEPXWT OnucaHue NpoayKTOB, PEeLUeHuid U npaBun
NMLEH3MPOBaHUS — BCE TUMbl pacyeToB U LieHoobpa3oBaHus, NpaBuna nepexoda C NpodykTa Ha NpoaykT M 3akasa
NPOAYKTOB MO AeNCTBYIOLMM MapKeTUHIOBLIM MporpamMmmam.

O6pawaem BHMMaHUe, YTO B npauvc-nucte Bce PPL yka3aHbl 6e3 yyeta HOC. O Heo6Xx0aMMOCTN Ha4yUcCreHus
HOC no penctBylowen cTaBke 3akoHogaTtenbcTBa P® B kaxaow Bknagke npamc-nucta yKa3aHO KpacHbIM
WwprcTOM B NpaBOM BepXHeM yriy.

I'Ipm HeO6XO,lJ,VIMOCTVI npegocTtaBlieHnda pacyeTa, BbiXogdwero 3a paMkm CtaHAapTHbIX npaBur, ONMCaHHbIX B JaHHOM
pykoBoAcCTBe, Heobxoanmo obpallatbCs K Kypupytolemy napTHepcKoMy MeHeaxkepy. MonHbIi nepevyeHb npeacTaBneH
Ha lMapTHepckom lMopTane JIK B pasgene KontakTsl (https://partners.kaspersky.com).

I'Iop..qepx(Ka n BXxogswue nMHUn

OnepaumnoHHyo noaaepXKy NapTHePOB ocywecTendAeT [pynna nogaepxkm naptHepos JIK.
O6paLleHune 3a NOAAEPXKKOM NPON3BOAMTCA NO an.noyte partner@kaspersky.com
pynna ocyliecTBnsieT NOAAEPXKKY N0 CreayoLyM Bonpocam:

MomoLb 1 noaTBEPXKAEHNE PacHETOoB MO NULEH3NPOBAHUIO

lMpenocTtaeneHve n NOATBEPKAEHNE HECTAHAAPTHBLIX pacyeToB

Momoue B noabope cneumndurkauum nog TpeboBaHns 3aka3umnka

(*) MomoLb 1 noaTBEpXAEHNe pacyeToB NO BbiPaBHMBAHUIO CPOKA AENCTBUS NIULIEH3NI

KoHcynbTaumm no pasgeneHnio n 06beauHEHWIo KItoYven npy npoaneHnun

MpoBepka 1 noaTBepXAeHWe B CMOPHbIX CryyYasix COOTBETCTBMSA 3aKa3uuka/zaka3a/moKymMeHTOB TpeboBaHMSAM
nporpamm JIK («Hayka», «MegunumnHar, «3alwmTta o6pasoBanmsi», «Murpmpyii»)

YTouHeHve cnyxebHon uHdopmaummn, HeobxoaMmMon AN pasMelleHus NpoaneHus (npegoctasneHve order
number Npu ykasaHMn HaMMEHOBaHWS 10p. N1ua 3aka3yuka n nboro ngeHtTudurkaTopa ero nuueH3nm)

8. [lpepocTtaBneHune rapaHTUNHBLIX, aBTOPU3ALMOHHLIX U NPOYMX odouumarnsHbeix nucem ot JIK

9. TllpepocTaBneHne wabnoHa n od. NMCbMa MO 3anpocamM O COBMECTHOM WUCMOMb30BaHWUM NULEH3UK, nepedaye

ok wNE

~

npas

10. (*) 3anpoc ueH (Ha nosuuuu, OTCYTCTBYHOLUME B Mpanc-nucTe), YTOYHEHWEe CKUOOK, MNpeaocTaBnseMblX
KOHKPETHOMY 3aKa34yuky

11. NoaTtBepxaeHne AuUCTpubyTOpam CKMAKM Ha 3akynky napTHepamu npoayktoB JIK ans cobcTBeHHOro
MCMonb3oBaHus

12. (*) BocctaHoBneHue goctyna k MNapTHepckomy MNopTany
13. (*) NogkntodeHne coTpyaHMKa K cekumm «pnbenTtbl» Ha MNapTHepckom MopTane

Monaepxky CMB 6usHeca n cuctemsl pernctpauuu caenok DealReg ocyuwectensetr SMB komaHaa
O6paLleHune 3a nogaepKkon npomssoauTcs no an.nouyte SMB@kaspersky.com unu DR@kaspersky.com

1. Bce Bonpocsl, cBA3aHHble ¢ DealReg
2. 3anpochkl Ha cornacoBaHue NocTaBok No eguHon SKU

C uenbto yckopeHus BpeMeHn 06paboTkm 3anpoca, HeobX0AMMO Mpu 3anpoce ykasbiBaTh:
1. PIN n HanmeHoBaHve napTHepa
2. NHH » HanmeHoBaHWe 3aka3yuka
3. Cneuundukaums (ecnum ecTtb)
4. CyTb 3anpoca.

HopmaTtuB cpoka oTBeTa OT NIMHUI NOAAEPKKN:
e CraHgapTHble 3anpochkl - OTBET B AeHb 06palleHnst npu obpaweHun go 16-00.
MakcumanbHbI CPOK OTBETA - 2 pabouunx gHA.

e 3anpocbl B pexuMe «TOYKM BXOAa», MOMeYeHHble (*) - B 3aBMCMMOCTU OT CKOPOCTU MOSTyYeHUs OTBETOB OT
COOTBeTCTBYOLWNX NnoapasaenerHni JIK.


mailto:partner@kaspersky.com
mailto:SMB@kaspersky.com
mailto:DR@kaspersky.com

1 TepMUHbI U NTOHATUSA

B nokyMeHTe Ucnonb3yloTcs TEPMUHbI, KOTOPbIE UMEKT CIIeAyHLLe 3HaYeHNs:

MporpammHoe o6ecnevyeHue (unu MNO) — nporpammbl ans 3BM, ykasaHHble B [painc-nucte;
Mpanc-nucT — opuLmanbHbIN OOKYMEHT, AENCTBYIOWNIA Ha Tepputopum Poccuiickon ®egepaunn, ctpaH 3akaBkasbs 1
Pecnybnukun Benapycb wn Bkniovawowmi nepedyeHb AOCTYMNHOro Ans pacnpoctpaHeHus MO, u pekoMeHOOBaHHbIE
po3Hun4Hble LeHbl (PPLL) ans koHe4yHoro nonb3oBaTens Ha Hero;
KoHeuHbIN nonb3oBaTenb — lopugudeckoe nuuo/UM, npasomepHo ncnoneaytoulee MO;
JlnueHsnoHHoe cornaweHune — poroBop Mexay JIK u KoHeyHbIM nonb3oBaTenem, onpeaensownin  ycrnoBus
ncnonb3oBaHus MO KOHeYHbIM NOMb30BaTENEM;
JInLeH3nOoHHBIN cepTUdUKaT — reHepupyembin cuctemon KORM gokymeHT, oTHocsawwmines k MO, npegHa3HaYeHHOMY
AN 3awmMTbl Manoro u cpegHero Ou3Heca, a TakKe KOpNopaTUBHBIX KIIMEHTOB, MNPEACTaBMSIEMbIA KOHEYHOMY
nonb3oBaTento U CoOAepXallMi OCHOBHbIE CBEAEHMS O NULIEH3UW, BKITIOYas AaTy Bblgayn NULEH3UWM U OaTy OKOHYaHMWS
cpoka mcnonb3oBanus M0O;
KnroueBon c¢hann — reHepupyembin JIK yHuKanbHbIN harin popmaTa Xxxxxxxx.key, cogepxawmmn nigopmaumio o MO,
KOHEYHOM MOMb30BaTene WU CyLWEeCTBEHHbIX YCMOBUAX NULEH3MOHHOro cornawleHus (B nporpamMmme y nonb3oBarens
aKTUBMPOBAHHbIN Koy 0ToBpaaeTca B POPMATE XXXX-XXXXXX-XXXXXXXX);
Kopn akTmBaumm — reHeprpyembiin npaBoobnagaTenemM yHUKanbHbINn 6ykBeHHO-LndpoBon Habop 13 20 CMMBONOB (XXXXX-
XXXXX-XXXXX-XXXXX), C MOMOLLbIO KOTOPOro MOXET ObITb BbINONHeHa aktuauus M0O;
®PopMbI NOCTaBKM NpoAyKTa — (hopma, B KOTOPOW NPOAYKT NPefoCTaBnsaeTca KOHEYHOMY Monb3oBaTtento. BapmaHThbi:
e License — ctaHgapTHasi NMLEH3Ms, NepegaBaemasi Ha OCHOBaHUN NLLEH3NOHHOIO cepTudukaTa
e License Pack - nakeT nuueH3nmn
e Certificate — cepTudukaT, NpegoCcTaBNALLNN NPaBO Ha NOSTyYEeHME YCyrn
KoHconupaumsa (MCKniouMTENbHBIE CrlydanM) — TEeXHUYecKui npouecc obbeguHEeHUs [AOMNOMNHUTENbHOro davina
Krnoya/koga akTMBaumm C CyLLECTBYHOLLINM AMsi CO34aHusa e4uMHOro paina knoda/koaa aktMeaumm Ha obLee Konm4ecTso
3awmLLaemMbiX NULEH3MOHHBLIX 06bEKTOB. B npouecce koHconuaaumm MoryT ObiTb O6beAMHEHbI TOMBKO WAEHTUYHbIE
dYHKUNOHANbHbIE BO3MOXHOCTM NPOAYKTOB M TOSLKO T€ NPUNOXKEHUS, KOTOpble TPEDYIOT 3TOro TEXHUYECKM.
Cnuncok npoaykToB, Tpebyowmnx obsasaTenbHOM kKoHconuaaumm cm. n.3.1.

O6paTtuTe BHUMaHue, 4To Bo Beex kBoTax PPL ans koHevHoro nonb3oBaTens ykasbiBaeTcs 6e3 HAC. B cnyyae nosnumi,
KoTopble obnaratTcsa Hanorom, kK JaHHon LeHe Heobxogmmo gobasnate HAC.

Tunbl NMUEH3MNA — NULEH3UM Pa3NMYalTCs Ha TUMbl MO BUAY NOCTaBKM.
BapuaHTb!:
e Base — nepBuyHasg noctaBka (HoBas).
e Cross-grade — nepexog/murpaums ¢ NPOAYyKTOB APYrMX NpoM3BoanTENen.
e Renewal — npogneHue.
e Educational n Educational Renewal — nepB1yHas noctaBska 1 NpoAaneHue no nporpamme «3awmuta
obpasoBaHusi», cpok noctaeku 1 nnm 2 roga.
o Educational Special — nuueH3us no nporpamme «lNepBasi NOMOLLbY.
¢ Base Premium n Renewal Premium — nepBu4yHas noctaeka v NpoAneHne ¢ NoAAepXKKON ypoBHA MSA
Business.
e Base Premium Plus n Renewal Premium Plus — nepBu4Has noctaBka v NpoarnieHne ¢ NoOAAEePKKON ypoBHA MSA
Enterprise.

Grace-nepuopa — 6ecnnarHbli Ans 3akas4dvka JONONMHUTENbHBIN CPOK, 00aBNSEMbI K OCHOBHOMY CPOKY MCMOJIb30BaHUSA

NNLIEH3UUN, KOTOPbIN OTBOAUTCS Ha NOCTaBKY MULIEH3MM 3aKa3unKy U UHCTaNMAUUIo (3anac Ha fIormcTuky):

e [Ins nuueH3un ¢ Tunom Base, Cross-grade, Educational 3anac Ha nornctuky coctaenset 14 gHen. [lonHbIA CPOK
MCMOMNb30BaHMNA HOBOW NULIEH3NK ANUTEenbHOCTbO 1 roa coctaBut 366+14=380 aHen, 2 roga — 731+14=745 gHen.

e [Ina nuuensun ¢ tTunom Renewal, Educational Renewal, BbInMCbIBaeMbIX MNOCE OKOHYaHMS Cpoka OEWCTBUSA, UK
MeHee, YeM 3a 7 OHen A0 OKOHYaHUSA cpoka OeUCTBUS OCHOBHOW NULEH3UK, 3anac Ha JIOrMCTUKY cocTaBndaeT 7 AHEN.
lMonHbIN CPOK 4eUCTBUA NULLEH3UM AnuTenbHOCTbio 1 rog coctasut 366+7=373 gHs, 2 roga — 731+7=738 gHen.

e [Ins nuueHsun Tuna Renewal, Educational Renewal, BbinMCbIBAaEMbIX B T€YEHNE CpOKa OENCTBUSA U HE no3gHee 7
OHen 00 OKOH4YaHUS cpoka AeWCTBUA OCHOBHOW NULLEH3MW, 3anac Ha Nnoructuky coctasBuT O gHen. lNMpu atom, K
OJNIMTENBbHOCTU BbINMUCLIBAEMOW NULIEH3UN [O6ABNSAETCA HEUCNONb30BaHHbIN CPOK AEACTBUS OCHOBHOW JTMLEH3UN.
MMONHBIN CPOK AENCTBMA JIMLEH3UN ANUTENbHOCTbIO 1 rofg COCTaBUT: OCTATOK OT OCHOBHOW NWLEH3nn+366 gHewn,
ONUTENbHOCTLIO 2 rofa — OCTAaTOK OT OCHOBHOM NNUEH3UN+731 oeHb.

lMepvog BO3MOXHOIO MCMONBb30BAHUSA BCEX TUMOB JIMLEH3UN WCUUCIISETCS C MOMEHTa MOATBEpXOEHWs 3akasa Cco
cTopoHbl JIK.



2 OcHOBHbIe pa3genbl Nnpanc-nucTa

2.1 Pa3gpen HOME+SOHO

MpoaykT ansg manoro 6usHeca KL4141 Kaspersky Small Office Security Anst nepcoHanbHbIX KOMObIOTEPOB U MOOUMIBHBLIX
yctponctB (KSOS) — tmn noctaBku License Pack 5SWKS+5MD

[aHHbI NPOAYKT NpegHasHayvyeH ans 3almTbl y3roB ceTu Hebonblumx opraHm3aumii. Cpok AencTBust nuueHsun — 1 rog ¢
MOMEHTa akTuBauumn Ha nepeom ycTporcTee. MNMpogaxn KSOS BknovatoTca B B2B-npogaxu naptHepa JIK.

MpoayKT gaHHOro cermMeHTa He NoaAxoauT Ans 3awmnTbl cepepHbix OC. [Ina aktuBaumm npoaykta TpebyeTca gocTyn K
WUHTEPHETY.

2.2 Paspnen SMB+Enterprise

[aHHbIn pa3gen cogepxuT 6a3oBbIv NPaNCc-NMCT Ha MPOAYKTbI AN 3aLUMTbl Manoro, cpeaHero 6maHeca n KopnopaTUBHBLIX
3aKka34ymkoB. PekoMeHOoBaHHas uUeHa NUUEeH3MM ANS KOHEeYHOro Mnonb3oBaTens B KaXaoM AuanasoHe ykasaHa 3a 1
y3en/nogknoyeHne/NoYTOBbIN ALWUK — B 3aBUCMMOCTM OT NpoAyKTa.

Pasgen BknoyaeT B cebsi cneayrowmne nogpasgensi:

221 KL4542 Kaspersky Small Office Security (KSOS) — peweHue ana obecneyeHus 6esonacHocTn pabounx
CTaHuMi 1 MOBUMNBHBIX YCTPOMCTB, a Takke hannoBblix CEPBEPOB NPEANPUATMSA Manoro busHeca.

B otnuumne ot pewenunn nuHenkn Kaspersky Security ans 6usHeca, Kaspersky Small Office Security He BkntodaeT B cebs
Kaspersky Security Center u He no3BonseT co3gaBaTb MonMTUKM OGesonacHocTn. Windows Server 2003 He

noagepxusaeTrcs. [ina aktneaumm npoaykra Tpe6yeTCFI AOCTyNn K UHTEPHETY.

Cpok gencTBus NUUEH3nn HaunmHaeTCsl C MOMEHTa pa3MeLLeHns 3akasa.

PacuyeTt Heobxoammoro Yncna y3noB Anst AaHHOro NPOAyKTa onpegenseTcsa konuyectTsom 3aiymuiaembix MK,

Mpn HeobxoauMOCTM yBENMMYEHUS 4YMcna 3almliaeMblX Y3roB B nepuog AEWCTBUS NUUEeH3MM Heobxoaumo genatb
[03aKynkKy y3nos (cm. n.3.3).

BAXHO! nocraBka Heckonbkmx komnnektoB KL4542 KSOS ogHomy 3akas34ymKy ¢ cyMmapHbIM konudectsoM MK/mob.
bonee 25 u/vnn dannosbix cepBepoB bonee 3 HegonycTUMaA.

CpasHutenbHoe onncaHmne noctaBok Kaspersky Small Office Security:

Mpoaykr

3awuuaemble
00BbeKTbI

OO0BbeKTbI
nnuUeH3npoBaHus

CTaH,D.apTHaFI cxXxemMa nuueH3npoBaHus

Paboune ctaHumm

License Pack nossonsieT o6ecneunTtb 3awuty 5

KL4141 KSOS for Paboune ctaHumu, 100% 6 5 A5

Personal Computers MOBUIIbHbIE + pa 6°L”"X CTaHL, 5 MEHEKEPOB naponem u

and Mobiles (pasden YCTPOUCTBA, MobGunbHble _|\I/_|o VInBHBIX yc.:TpOMCTB | d

HOME+SOHO) - yCTpOicTBa un nocrasku: Base, Renewal, Cross-grade
100% Cpok: 1 rog

Paboune ctaHumm

Konuuyecteo (N) npnobpeTtaemMbix NULEH3UN
KSOS nos3sonset obecneunTb 3aLUnTy:

100% - N pabouunx ctaHuui
KL4542 KSOS for Paoune cTaHLm + - N MOBUINBHBIX YCTPOWCTB
Personal Computers, MOBVITBHBIE ’ MobunbHble - N mMeHexepoB naponen
Mobiles and File o ycTponcTBa - 10% o1 N ¢pannoBbix cepBepos
Servers (fixed-date) ycrpowcrsa, 100% (1 d.c npu 5-14T1K, 2 cp.c. npu 15-24TK,
(pazden inaHLuetsl, + 3 ¢b.c. npu 25MK)
SMB+Enterprise) (pannoselit cepsep dannosbivi Twn noctasku: Base, Renewal, Cross-grade
cepsep Cpok: 1, 2 roga.
10% dPopwma noctasku: License (o1 5 go 24 IK),

License Pack (25 1K)

BAXHO! lNpu kombrnHpoBaHHbIx 3aka3dax KL4141 n KL4542 cnefyeT yunTbiBaTh PUCK PACXOXAEHUS AaT OKOHYaHUS
Cpoka oenctsus nuueHsmun. B atom cnyyae npoaneHne Heobxoammo npomnsBoauTb B COOTBETCTBUM C Bonee paHHen
naton. Oba npoaykra BkntovatoTcs B B2B-npogaxu naptHepa JK.

Mpumep: Y 3akasunka ectb AencTeyowlas nuueHsuna KL4542 KSOS 10 MNMK+10 mo6.+1 cann.cepeep, Tpebyetcs

3awmTuTh ewe 1 cepsep.



Pacuert: [lo3akynka 5 K (cornacHo n.3.3), npy cymmapHOM KonnyecTtse 3awmiiaemblx MK pasHom 15,
npegocraensaeTcs 3awmTa 2 ¢oannoBbiX CEPBEPOB.

Mpumep: Tpebyetca 3awmtutb 17 MK 1 4 dpannoBbix cepeepa.
PacueT: NMpoaykt KSOS He nogxoauT, T.K. MakcumarnbHOe YMCNO 3allmLlaemMblx cepBepoB 3, criedyeT npeanoxuTb
3aKka34umky npoaykT u3 cermeHta Kaspersky Endpoint Security ans 6usHeca.

2.2.2 Kaspersky Security aons 6usHeca — pelweHus ang obecneyeHns 6e30NacHOCTM KOPNOPaTMBHBIX AaHHbIX Ha
pabounx cTaHumsix, bannoBbIx cepBepax 1 MOBUNbHbLIX YCTPOUCTBaX AN Manoro n cpeaHero busHeca, a Takke
KOpNopaTUBHbIX 3aKa3ynKOB.

[aHHbIN cermMeHT BKMYaeT MNPOAYyKThbl, obecneuvvBawoliMe 3alMTy pasnUyHbIX TUMNOB Y3NnoB IT-UHpacTpyKTyphbl
3aKkasyuka. B 3aBMcMMOCTU OT NOTPeOHOCTEN KMMEeHTa, eMy MOXHO NpPeanoXuTb TOT UM uHoW Habop dyHkumn. C
nepexogom Ha 6ornee BbICOKMI ypOBEHb peLleHmns B paMkax nuHenkn Kaspersky Security ans 6usHeca knveHT nonydvaeT
SonbLwni Habop 3aLLUMTHBIX TEXHOMOMMNA.

BAXHO! Aktusauwms n ucnonssosaHune KES Cloud, KES Cloud Plus n KES Cloud Pro Bo3MOXHbI TOMBKO Ha YCTPOWCTBAX,
UMEILLNX JOCTYN K UHTEPHETY.

e Kaspersky Endpoint Security pns 6usHeca CtaHgapTHbin (KL4863) n PacwumpeHHbin (KL4867) — pelueHns
NMLEH3NPYIOTCA Mo ofLemy yucny 3awumuaemMbix paboumx cTaHuui, annoBbix/TepMUHANbHBIX CEpPBEPOB,
MOBUIBHBIX YCTPONCTB.

e KL4708 Kaspersky EDR gns 6usHeca OnTumanbHbIW NoMoraeT obecneuntb ryouHHY0 3awmnTy pabounx
MecT 6e3 M3NULIHEro pacxofgoBaHus pecypcoB. [MpoayKkT npefocTaBnseT TakMe BO3MOXHOCTM, Kak MpOCTON
aHanm3 NpuYnH U NoTeHUManbHbIX NOCNeaCTBUMIA MHUMOEHTOB, MOUCK MHAOMKATOpoB KomnpomeTtauumn (l1oC) m
aBTOMaTU3MPOBaHHOE pearMpoBaHuWe Ha yrposbl. Bcé BmMecTe 3TO nMomoraeT opraHusauusm opraHusoBaTb
3aLUNTY KOHEYHbIX TOYEK OT CMOXHbIX N KOMMMEKCHbIX Yrpo3 1 OAHOBpeMeHHO onTumusnposaTb VB-pecypcsl.
MpoagykT BxoamnT B nuHenky Kaspersky Security ana 6usHeca un BkntovaeT B cebsa Bce dpyHkumm Kaspersky
Endpoint Security ans 6usHeca PacluvpeHHbIn, B TOM YMCrie BCTPOEHHOE WKdpoBaHMe, naty-MeHeqKMEHT U
WHCTPYMEHTbI CUCTEMHOIO0 aaMUHUCTPUPOBaHUA. PelueHne nuueHsmpyeTcs no obuiemy vmcny 3almaeMbix
pabounx cTaHuun, hannosbIX/TepMUHaNbHbIX CEPBEPOB, MOBUITBHBLIX YCTPOWCTB.

o KL4742 Kaspersky Endpoint Security Cloud — pelweHve nuueH3anpyeTca no nonb3oBartenam (obiiee yncno
3awmaembix paboumx ctaHumm n cepeepoB). Ha 1 nonb3oBatens 6ecnnatHo foGaBnaeTcsa 2 NUUEH3un Ha
MOOUWMbHbIE yCTponcTBa. MMHMManbHOe KONMYECTBO 3aluMLiaeMbiX Monb3oBaTenen — 5 W, makcumanbsHoe —
249 wT. B gaHHOW pefakuumn oTcyTCcTBYHOT Mogynun Beb-KoHTpons n KoHTpons ycTpoiicTs.

e KL4743 Kaspersky Endpoint Security Cloud Plus — pelieHue nuueHaupyeTtcst No nosnb3oBatensm (obuiee
yncno 3awmwaembix paboumx crtaHuunm un cepeepoB). lNMpu npuobpeteHun N nUUeH3Wn, nonb3oBaTeNsaM
OecnnatHo gobGaBnsietca 3awmta 2N MOOUMbHBLIX YCTPOWCTB, a Takke 1,5N nouToBbix fAwmkoB Microsoft
Office 365. MunHUManbHOEe KONMMYECTBO 3alluLlaeMbiX Mofib3oBaTtenien — 5 wWT, makcumanbHoe — 249 .
®PyHKUMOHan BkntoyaeT B cebsa Beb-koHTponb, KOHTpOnb yCTponcTB, YnpasneHne wndpoBaHNEM U YCTaHOBKOMN
ucnpasneHui, a Takke OYHKLMIO aHanu3a nepBonpuyunH.

o KL4746 Kaspersky Endpoint Security Cloud Pro — peweHue nuueH3anpyeTtca no nonb3oBartenam (obiiee
yncno 3awmwaemblx pabounx crtaHuunm u cepsepoB). [Npu npuobpeteHmn N nMUEH3WMIA, MNOMb30BaTENAM
O©ecnnatHo gobaensieTcs 3awmrta 2N MOOUIbHBIX YCTPOWCTB, a Takke 1,5N noutoBbix swmkoB Microsoft Office
365. MnHMManbHOe KOMMYeCTBO 3allMilliaemMbiX nofb3oBaTenen — 5 wT, MakcumanbHoe — 999 wr. MMpoaykT
BkMtoyaeT B cebsa Bce dyHkumm Kaspersky Endpoint Security Cloud Plus, a Takke KoHTponb npunoxeHun,
AdanTuBHbINA KOHTPOsb aHoManuin, EDR n TpeHuHr no knbepbesonacHoctu ans IT-cneunanunctos (CITO).

Mpumep: 3akazunky Tpebyetcs sawmtutb 100 MK, 2 cepepa 1 20 Mo6.yCTPONCTB.
Pacuet: 102 nuueHsnm KES Cloud nnn KES Cloud+ ans 3awmtbl 100 MK + 2 cepBepoB, 204 6ecnnaTtHble NMLEH3UN Ha
MOBUINbHbIE YCTPONCTBA.

Mpumep: 3akazunky Tpebyetcs awmtutb 10 MK 1 50 Mob.ycTporicTs.
Pacuet: 25 nuueHsuin KES Cloud uvnn KES Cloud+: 10 nuueHsuin anga 3awmtbl 10 MK n 6ecnnatHon 3awmtbl 20
MOBUINBHBIX YCTPONCTB (N0 2 ANs KaXX4on nuueHsnmn) +15 nuuensni ang sawmTtel octaBumnxcs 30 MoOBUbHBIX YCTPOWCTB.
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*MonHbI PyHKUMOHAN 3alnTbl U ynpaBneHus MobunbHbIMKU ycTpocTBaMu focTtyneH Tonbko B KL4050 Kaspersky Secure Mobility
Management.

**B 3aBUCMMOCTU OT BblOpaHHOro tuna nuueHsum KL4909 KS Total Plus gns GusHeca BkYaeT pacLUMPEHHYH TEXHWUYECKYHO
noaaepxky yposHsa MSA Business (Base/Renewal Premium) unu MSA Enterprise (Base/Renewal Premium Plus).
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Kaspersky Targeted Security— pelleHus ons 3awmTtbl OTAENbHbIX Y3I10B CETU

PeweHus «Jlabopatopum Kacnepckoro» Ans 3awmTbl OTAENbHbIX Y310B CETU MOTYT BbITb YCTAHOBMEHbI B AOMOMNTHEHUE K
npoaykram nuHenkn Kaspersky Endpoint Security gnst M3Heca unm kak oTaenbHOe peLleHune.

B naHHOe ceMeicTBO BXOAAT crieaytoLne NpoayKThl:

KL4050 Kaspersky Secure Mobility Management npegnaraeT NnpoaBMHYTbIE BO3MOXHOCTM MO YNPaBEHNO —
koHTpornb Android ycTponcTs B pexume Device Owner, Kiosk-mode, cozpgaHne KoHTeHepa Ans KopnopaTueHON
WMHOpPMaLLIMM 1 KOHTPOMb €r0 XXU3HEHHOr O LuKna, ynpasneHue ceptudukatamm ang kopnopatmeHon noytsl, VPN
1 nogkniodeHus Kk kopnopatmusHomy Wi-Fl, a Takke mogynb «KoHTponb cooTBeTcTBUSI» Ansa nnatdopm Android
n iOS. PelwleHne nuueH3npyeTcs No Yncry MobunbHbIX YCTPOWCTB.

BAXHO! ®yHKUMOHANBbHOCTb OAHHOMO peELLeHUst He BKMtoveHa B peweHuss nNuHenkn KES Cloud, KES gns
OusHeca n Symphony Security.

KL9121 Kaspersky Systems Management — pacliMpeHHble cpeacTBa CUCTEMHOIO aaMUHUCTPUPOBAHUS U

NoBbILIEeHUS 3PDEKTUBHOCTU IT-MHDPACTPYKTYPbI, TMLEH3NPYETCSA MO YACIY YNpaBnsieMblX YCTPONCTB.

Kaspersky Security ans BupTyanbHbIX M 06na4yHbIX cpea - 3awmTa rmopuaHon o6raqyHon MHPacTpyKTyphl,
B TOM 4yucne nybnuyHbix obnakos (Microsoft Azure 1 Amazon Web services). B coctaBe pelueHns JOCTYMNHbI
npunoxeHns Kaspersky Security ans suptyanbHbix cpen (Jlerkui areHT, 6esareHTckoe peweHue), Kaspersky
Security ans Windows Servers, Kaspersky Endpoint Security ana Windows, Kaspersky Security gns Linux.
[ocTynHbl ABa YPOBHSA 3aLUThI:

- CtaHpapTHbii KL4155, KL4255, KL4555 — nuueH3ns no Yicny BUpTyanbHbIX paboyvmx CTaHuuin, no vucny
cepBepoB (BMpTyanbHble, U3MYECKUE), YMCy Saep pr3nyecknx npoLeccopos.

- Enterprise KL4253, KL4553, KL4153 — nuueHauMpoBaHMe no 4ucny cepsepos, uvncny CPU, no unicny
BMpPTyanbHbIX pabounx CTaHLUMIA, JONOMHUTENbHBINA (OYHKLMOHAM: MOHUTOPUWHI LLENOCTHOCTU (halinoBs, NpoBepka
XypHanos, ceTeBble cuctembl IDS/IPS (Tonbko B KSV 6e3 areHTa), KOHTponb nporpamm (3anpeT no yMonyaHuio)
Ansi cepBepoB M pabounx CTaHUMIN, NOAAEPXKKA CMOXHbBIX pacnpeaeneHHbix cpes.

BAXHO: HeBO3MOXHa NocTaBka OAHOMY 3aka3uuMky KomOuHauunm nuueHsun KL4155 Desktop n KL4153
Enterprise Desktop, KL4255 Server n KL4253 Enterprise Server, KL4555 Core n KL4553 Enterprise CPU.
KL4313 Kaspersky Security Ans no4ytoBbiX CepBepoOB - 3aliuTa MOYTOBLIX CEPBEPOB Ha nnatdopmax
Exchange, Linux (aHTucnam + NOYTOBbIN aHTUBMPYC), NULEH3NPYETCS MO YMCAY NOYTOBbIX ALWMUKOB HA KOHEYHOM
cepBepe. YacTb BHELLIHEero KOHTypa 3alnThbl CETU.

KL4312 Kaspersky Security for Microsoft Office 365 — obnayHbii NpoOAYKT ANA 3alWWTbl MOYTOBOrO
KomnoHeHTa peleHusa Microsoft Office 365 — Exchange Online, nuueH3npyeTcs No YMcny noYToBbIX SALLUKOB.
KL4413 Kaspersky Security Ansi uHTepHeT-LWNO30B - 6e30NacHbIV AOCTYM B MHTEPHET A1 BCEX COTPYAHMKOB,
NULUEH3NPYeTCa MO YUCNY MOAKMIOYEHUA K W3y (4MCNO  YCTPOWCTB, KOTOPbIE WMEKT BO3MOXHOCTb
NOAKITIOYMTBCS K WNI03Y). YacTb BHELHEro KOHTypa 3aluTbl CeTH.

Kaspersky Security ana cuctem xpaHeHus AaHHbIX — 3awmta xpaHunuw, EMC CELERRA/ VNX/ ISILON,
NETAPP, HITACHI, ORACLE u IBM, nuueH3uMpyeTcs NO 4uCny nonb3oBaTenen, MMewLmMx [OoCTyn K
3awmaembiM xpaHunuwam (KL4221) nnn no umcny cepBepos 3amTbl (KL4222)

KL4891 Kaspersky Security ansa 6aHkomaToB ¥ TO4eK MTHOBEHHOM onnarbl — pPeLleHNe NULLEH3NPYETCs No
KONMM4YeCTBY 3aliuLLaeMbIX YCTPOUCTB (GaHKOMaTOB/TOYEK ONNaTthl).

KL4892 Kaspersky Security ans 6aHkomaTtoB M TO4eK MrHoBeHHow onnartbl Compliance Edition-
pacLUMpPEHHbI OYHKUMOHaN, BKMoYarowmin B cebsa Bce dyHkumm KL4891, a Takke MOHUTOPUHI LLENOCTHOCTU
hannoB 1 aHanu3 3anncemn xxypHana.

Mpoayktr KL4860 Kaspersky Endpoint Security ans 6usHeca YHuBepcanbHbii ¢ 26.04.2022 6Gonee He
nocrasnsieTcA. BapnaHTbl nepexoaoB 1 npoaneHnin cM B pasgene 4, a Takke B npunoxexHuu MNpunoxeHun 8 (n.14.5).
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KL4869 Kaspersky Total Security ansa 6usHeca — KOHTPOMb M 3awmTta Bcex y3noB |IT-vHdpacTpyKTyphl
opraHusaumm - pabounx CTaHUUN, CepBEPOB, MOOUIBHBIX YCTPOWUCTB, MOYTOBBIX CEPBEPOB U MHTEPHET-LUHO30B.
B pelweHve He BKMYeHa 3awimMta Ang BUPTyanbHbIX Cped, CUCTEM XpaHeHusa AaHHbIX. JlnueHaupyeTtca no
obwemy uucny paboumx cTaHuun, annoBbIX/TEPMUHANBHBIX CEpBEpPOB, MOOWMbHbBIX YyCTponcTs. [lpu
npuobpeteHun N nuueHsun, 3awmwaetca oo 1,5N noutosbix AWMKOB, 1,1N NOAKITOYEHNI K UHTEPHET-LLITHO3aM.

KL4909 Kaspersky Total Security Plus ansa 6usHeca nomoraeT obecneuntb rmybuHHyt0 3awuty paboumx
CTaHUWIA, cepBepoB, MOOWMbHLIX YCTPOWCTB, MOYTOBLIX CEPBEPOB W WHTEPHET-LUNIO30B 6€3 U3NULIHEro
pacxodoBaHus pecypcoB. [MpooyKT NpeaocTaBnsieT TakMe BO3MOXHOCTW, Kak MPOCTOM aHanm3 MNpuYuH K
noTeHUmarnbHbIX NOCNEACTBUIA UHLMAEHTOB, MOMCK MHAMKATOPOB kKomnpomeTaumm (IoC) n aBTomaTnsmpoBaHHoe
pearmpoBaHue Ha yrpo3bl. Bc&€ BMecTe 3T0 NomMoraeT opraHu3aumsiM opraHn3oBaTh 3aLUMTY KOHEYHBLIX TOYEK OT
CNOXHbIX M KOMMJIEKCHbIX Yrpo3 M OOHOBPEMEHHO onTuMmanpoBaTb WbB-pecypcbl, B TOM 4ucrne 3a cueT
BO3MOXHOCTM aBTOMAaTU3MPOBAHHOIO aHanu3a Mofo3puUTENbHbIX OOBLEKTOB B necoyHuue. MpoaykT BXOAuT B
nuHenky Kaspersky Security ana 6usHeca n BkntodaeT B cebs Bce dyHkumm Kaspersky Total Security ans
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OM3Heca B TOM 4uUCre BCTPOEHHOE-LUMpPOBaHUE, NaT4Y-MEHEMKMEHT W  UHCTPYMEHTbl CUCTEMHOrO
agMVHUCTPUPOBaHUs, a Takke Bo3amoxHocTu Kaspersky EDR gnsa 6msHeca — OntumanbHbin n Kaspersky
Sandbox, Node. MNpu npnobpeteHun N nuueHsni, 3awmwiaetcs o 1,5N noutoBbix Awmkos, 1,1N nogkrtoyYeHnin
K MHTEPHET-LUN03aMm.

Lns pacdema cmoumocmu KL4909 Kaspersky Total Security Plus 0nsi 6usHeca, Heobxodumo obpawambcs K
epynine noddep>xKku napmHepos (partner@kaspersky.com) unu sawemy Kypupyrowemy meHeodxepy.

225 Kaspersky Symphony
JInueHsmpoBaHue 1 ycnoBusi NOCTaBkM pelleHni nuHenkn Kaspersky Symphony onuvcanbl B [Npunoxenun 8 (n.14).

2.2.6  Security Awareness

Kaspersky Automated Security Awareness Platform (ASAP) - aBTomatusMpoBaHHasa nnatdopma ans
NOBbIWEHUA OCBEAOMIIEHHOCTN O KM6ep6e30nacHOCTU - OHMANH-UHCTPYMEHT, (hOPMUPYIOLLMIA 1 3aKPENNSAIOLWNA Y
COTPYOHWKOB KOMMNaHWI-KIMEHTOB HaBblkn Ge3onacHoi paboTbl B LMdpOBLIX YCTponcTBax. bnarogapst aBTomatusaumm
ynpaBneHus nnatgopmMon nNpoaykT nogxoauT, kak VSB/SMB 3akasunkam, Tak U 6onee KpynHbIM KOMMaHWSM 3a CHET
Hanuumst Taknx pyHKUMIA, Kak nHTerpaums ¢ AD, SSO, kacTommusaumst 0by4eHus.

3aka3s Npou3BoaMTCS COrNacHoO cTaHaapTHol npoueaype Nabopatopumn Kacnepckoro?.

Ons akTvBaumy nMuUeH3nM HeobxoaMMO 3aperncTpupoBaTbCs B TpUarnbHOM pexuMe no agpecy www.k-asap.com/ru
(pexomeHgyeTcss  BbIOMpaTb POCCUMCKMA CepBep XpaHeHMs [daHHbIX), a 3aTeM BOCMONb30BaTbCs  KHOMKOM
«AKTUBMpPOBaTb» B BEPXHEN YacTn aAMUHUCTPATUBHOIO nHTepdenca n Beectn 20-3Ha4vHbIv KO4 akTuBauum.

MpoaneHve nuueHsun (Renewal) NPUMEHUMO B Criyyasix, €Crv nocre UCTeYeHns npeaplayLen NMLEH3Nn NpoLUso He
Gonee 1 roga. Bce sarpyxeHHble B CUCTEMY [aHHble, a Takke pe3ynbTaTbl 06yyYeHusl, ByayT COXpaHATLCA B TeYeHne
3Toro BpemeHu. Bce 0GHOBMNEHMSI NOCTaBNAOTCS TEKYLUM KnMeHTam GecnnaTHo.

HasBaHue OnucaHue KommeHTapuu
npoaykrta
Kaspersky Ob6yu4eHue Bkno4aeT B cebs: JlnueHanpyetcs no uucny obyvarowmxcs B
Automated KOMMaHUN COTPYOHUKOB?2.
Security * WHTepakTuBHbIE YpOKu,
BKMoyaowme B ceba  Tawke | MuHMManbHbIN asme 3akynkm - 5
Awareness ” P P y

o6yqalou.|,|/|e TeCThl, nonb3oBaTenemn.
= [lucemac 3akpenneHnem matepumana

(reinforcement emails),

Platform (KL8558)
Cpok: 1, 2 n 3 roga.

= [lpoBepo4Hble TECTHI, Ons MSP-napTHepoB/cepBuc-nNpoBangepoB
*  CumynupoBaHHbIe dVLWMHroBbIE | MpeaycMoTpeHa exemMmecsayHas nognmcka
aTakM W NIHAUHI-CTpaHuubl, Ha | (obpaTutech K Bawwemy MeHexepy

KOTOpble MnepexoanTt HaXXaBLUMN Ha
CCbIJIKY COTPYOAHUK.

«Jlabopatopun Kacnepckoro» pnns nony4eHus
6onee nogpobHon nHopmaumn).

Momumo aToro, nnardopmMa COAEPXUT
cepuio  MHAPOPMALMOHHBIX  e-MENSIoB

Kaspersky Automated Security Awareness
Platform pgoctynHa kak On-Premise pelieHue ¢

On4a onoBelweHna CoTpygHWKOB, nopTarn

YCTaHOBKOW Ha cepBep B WHdpacTpyKType

agMuHucTpaTopa C | 3aka3umka npu MOKynke nuueHsum Ha 250
aAMUHUCTPATUBHBIMA U OTYETHbIMU | Monb3oBaTenen u Bbiwe. [Ond oTrpy3kn NpoaykTa
dyHKUMamMK,  WwabnoHbl nucem He | ans On-Premise He TpebyeTcs AONOMHUTENbHBIX
yCcneBakLWUM/MrHOPpUPYOLLIM SKU B kBoTE, Kpome KL8558.

00yuerve COTPyAHNKaM / VX [ns npoBepkn TexHN4Yeckon coBMectTumocTn On-
pyKOBOAUTENSAM.

Premise peLueHuns c NHPPacTPyKTypon
B3akasuuka, obpaTtutech k OHnarH Cnpaeke.

B cnyyae HeobxoguMMocTM npoBecTU nwmoT
uHTerpaumm On-Premise Bepcuu nnatgopMmbl C
MHpaCcTPyKTypoWn 3aKasuuka, npocbba
obpatutbcs Kk Global Presales Team ans
nony4eHus PoC Guide u gpyrmux pekomeHgaumn.

1 3a uckntoveHrem nosuummn Kaspersky Automated Security Awareness Platform - Lessons Only Edition (SCORM-nocTaeka)
2 [luueHsmnsa B ASAP o3HayaeT “TPeHNpPOBOYHBIN CrOT". Kaxapblii COTPYAHVK B aKTMBHOW hade 0By4eHUs UCMonb3yeT OanH CroT ("IMUeH3mo), noaTomy
B Tex crnyyasix, korga COTPYAHUK 3aKkaH4MBaeT obyyeHve vnu NpuocTaHaBMMBAET ero, NULEH3Ns MoXeT ObiTb 0CBOOOXAeHa U nepefaHa Apyromy

COTPYAHWKY.
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Kaspersky MonHbIn Habop obyvatowmnx mopynewn, | JlMueHampyeTca Mo uucny ofydvarwuxcs B

Automated AoCTynHbIX B ASAP Ha MOMEHT 3akasa, | KOMMaHWW COTPYLOHMKOB M CTPOro Mo KOSNYeCTBY

Security noctaensetca B d¢opmate SCORM | HOOOB B KOMMNaHUW.

Awareness (Sharable Content Object Reference M . _ 250

Platform - Lessons | Model), 41O no3BonsieT 3akas34yuky MHAMAnNBHLIM = pasmMep  3akynkin

Only Edition WHTErpyposatb  3Tu MoAynun g | nofe3osatene.

(KL8490) CYLLIeCTBYIOLLYIO cucTemy ynpasrneHus | OTrpyska oOyvatowmx mogynern B SCORM
obyyeHnem 3akaszuuka (LMS). He | dopmate He BkntoueHa B nokynky Kaspersky
copepkuT  6nokn  aHanutMkm 1 | Automated  Security Awareness  Platform
OTYETHOCTM, nucem Ha 3akpenneHue | (KL8558). Ecnu knueHTy Heobxooumbl oba

(reinforcement emails),
WHCTPYMEHTapUn AN CUMYNMPOBAaHHbIX
doumLmnHr-aTak.

BapuaHTa (obnayHoe pelleHMe WU KOHTEHT B
SCORM d¢opmate), npogykt KL8490 pomkeH
ObITb 4OBaBMEH B KBOTY JOMNOMHUTENBHO.

Kaspersky Express course — 3TO COKpalleHHas Bepcusi y4ebHbix moaynen nnatdopmbl Kaspersky ASAP no
BCEM OCHOBHbIM Temam knbepbe3onacHOCTN B MHTEPaKTMBHOM ayamo-sBuaeo dopmarte: Maponu n yyeTHble 3anuc,
OnekTpoHHas noyta, PaboTta B uHTepHeTe, CoumanbHble CeTU M Meccenaxkepbl, 3awmta komnetotepa, MobunbHble
ycTpovicTBa, 3awmTa KoHuAeHUManbHblX AaHHbIX, [okcuHr, BesonacHocTb kpunTtoBanioT, WHpopmaumnoHHas
©e3onacHocTb Npu yganeHHon pabote, PepepanbHbit 3akoH 152-03 «O nepcoHanbHbIX AaHHBIX». (AKTyanbHbIN CINCOK
TeM JoCTyneH Ha k-asap.com/ru). Becenbil 1 yBnekaTenbHbI CTUNb C MHOXECTBOM MPUMEPOB W YMNPa)KHEHUN U3
peanbHOW XU3HW. DTOT BapuaHT npeanaraeTcs TeM KrueHTam, KOTOpble WULYT Hedoporoe M MpocToe pelueHune Ans
BbICTPOro BbINOMHEHUS HOPMaTUBHbBIX TpeboBaHun. [locTynHo Tonbko B popmaTe goctaskn SCORM ans BcTpavsaHus
B LMS 3akasuuka.

HasBaHue

npoaykrta

OnucaHue

KommeHTapuu

Kaspersky Express
course (KL 7938)

Habop MHTepakTMBHbIX 0By4atoLwmx Mogynen,
nocraensemMbin B popmate SCORM (Sharable

Content Object Reference Model), u4TO
Nno3BonsaeT 3akasyuMKky WHTErpupoBaTb 3TW
mMoaynu B CYLLECTBYIOLLYIO  cUCTeMy

ynpaBneHuss obyveHnem 3akasuumka (LMS).
Ons knueHToB 6e3 nnaTtdopMbl 06y4HeHUs ecTb
BO3MOXHOCTb MOCTaBNATb MOZYnM  4epes
SCORM Cloud (oHnanH-cuctemMy ynpasreHus

ﬂVILI,eH3VIPOBaHVIe npon3BoanTCA No 4ucny
06yqalou.|,mxc;1 B KOMNaHuUn COTPYyOHUKOB U
CTpOro no KoJin4ectsy HoAoOB B KOMMaHUW.

MuH1MmanbeHbIN pa3mep 3akynku — 100
nonb3oBartenemn.

Nnun moxxHO nprobpecTy nakeT NULEH3NI
Ha 50 nonb3oBaTenen (pasgen npamnc-
nucta SMB+Enterprise (pack).

obyyeHuem).

JInueHsmpoBaHne n ycnosus noctaeku Kaspersky Interactive Protection Simulation (KIPS), CyberSafety for IT Online
(CITO), Kaspersky Gamified Assessment tool, Kaspersky Executive Training, Kaspersky OnnaiH TpeHUHr
KnbepbesonacHocTe ansa PykoBoauTenewn, Kaspersky Security Awareness Packages onucaHbl B MNpunoxeHun 7 (n.13).

2.2.7 Threat Intelligence (CepBucbl MHopMUpoBaHus 06 yrposax)
Ha gaHHyto nnuHenky npodyKToB o6s3aTenbHo 3aknoyeHre CornawleHms o HepaarnaweHumn mexagy KOHeYHbIM KIMeHToM
n Bengopowm.
e [oTtokn AaHHbIX 06 yrposax — [OCTyn K WMHOpPMauuoHHOW nnatdopme C MNOCTOSAHHO OOHOBMASEMOWN
uHdopmaunern o6 yrposax. JlMueHsms npuobpeTtaetcs Ha KoHeyHoro nomnb3oBatens (lopuauMyeckoe nuuo)
CpOKOM Ha 1, 2 unn 3 roga.

Ha gaHHbI MOMEHT NpoAyKT MHTErpMpyeTcsa ¢ CUCTEMaMMm:
- SIEM: KUMA, QRadar, Splunk, ArcSight, RSA, LogRhythm, McAfee, AlienVolt USSIM, FortiSIEM, Microsoft

Sentinel, ELK
- Threat Intelligence Platforms: R-Vision, Security Vision, MISP, EclecticlQ, ThreatQ, ThreatConnect, Anomali,
AlienVolt OTX
- IPS: Suricata
- Network Security Controls: McAfee, PaloAlto networks, Cisco
* 0 noggepxKe opyrux CUCTEM YTOUYHANTe MHopmauuro y meHeaxepoB J1K.

IaHHble 06 yrposax, npegocTtaensiemble «Jlabopatopuen Kacnepckoroy:
- pornonHsawT peweHve SIEM gaHHbIMM O BpedOHOCHbIX |P-agpecax, Xxalax BpPeAOHOCHbIX OOBLEKTOB,

BpeaoHOCHbIX 1 dumwunHrobix URL-ccbinkax, a Takke URL-agpecax KOMaHOHbIX cepBepoB GOTHETOB Ans
COMOCTaBMEHUA C AaHHbIMU U3 XypHanoB cobbiTuin 6e3onacHOCTM CpeacTB 3allMTbl CETEBOro NepumeTpa,
cepBepoB 1 pabounx CTaHLUUA B KOPNOPaATUBHOM CETH;
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- NoBbIWaT 3MPEKTUBHOCTb TaKUX PELLEHUN AN1S 3aLNTbl CETU, KaK CeTeBble 3KpaHbl, CUCTEMbI OBHApPY>XEeHUs 1
npeaoTBpalleHnss BTOPXKEHUN, cuctemsl SIEM, TexHonorm npotmBopencTeus APT-yrpo3am, «necoYHULbI»,
UTM yCTpONCTB, C NOMOLLIbIO NOCTOAHHO OBHOBNAEMbIX CBeAeHU 06 yrpo3ax;

- pacLumpsT BO3MOXHOCTW 3KCMEPTHOro aHanusa, npeaoctasnss cnyxbe 6e3onacHOCTU LIEHHY0 MHopMaLmio
00 yrpo3sax 1 BO3MOXXHOCTb PacKpbITb CTPYKTYpPY LieNeBbIX aTak,;

- MOMOralT B uccnegoBartenbckon paboTte — ceeaeHns o BpeaoHocHblx URL-agpecax n MD5-x3wwm BpeaOHOCHbIX
¢annoB BHOCAT BECOMbIN BKNag B NPOEKTbI MO MCCNELOBaHMIO Yrpoa3.

e AHanuTuyeckue oTYeTbl — MCMOMb3YHTCA ANSA MNOBbILEHWUS OCBEAOMMEHHOCTU O MAacCLITabHbIX KaMnaHUAX
knbepwnmoHaxa, a Tawke 00 yrposax, HanpaBneHHbIX MPOTMB KOHKPETHbIX opraHusauun. JluueHaua
npuobpeTtaetcd Ha 1, 2 unu 3 roga.

Bonee nogpobHoe onucaHve U nuUUeH3npoBaHue pellenun n cepucoB Kaspersky Threat Intelligence onucaHbl B
MpunoxeHun 9 (n.15).

2.3 Pasgen SMB+Enterprise (Pack)

Kaspersky Threat Lookup — eamHas nnatdopma ¢ BO3MOXHOCTbLIO MOUCKA B PEXUME peanbHOro BpEMEHU OTKpbiBaeT
poctyn k netabavitam gaHHbIx 06 yrposax. lNMnatcopma cobupaeTt nogpobHble akTyanbHble cBeaeHns o6 yrposax: URL-
agpeca, gomeHsbl, IP-agpeca, KOHTPONbHbIE CyMMbl (DannoB, Ha3BaHUS yrpo3, CTAaTUCTUKY M NOBEAEHYECKUEe OaHHbIE,
AaHHble WHOIS/DNS v gpyrne gaHHble. 910 obecneumBaeT rnobanbHylo BUAMMOCTb HOBbIX M BO3HMKAKOLWMX Yrpos,
nomoraeT yCKOpUTb pearmposBaHne 1 NoBbICUTbL €ro 3PPEeKTUBHOCTb.

2.4 Pasgen Services

[aHHbI pazgen cogepXut 6a3oBbIV NPaNC-NMCT Ha PacLUMPEHHYI0 TEXHUYECKYIO MOAAEPXKKY C yKasaHWeM CTOMMOCTU
AN KOHEYHOro nonb3oBaTens, npu ycrnosun obcnyxueanna go 500 3awuwiaemblx y3noB U He Gonee ogHoro oduca
obcnyxuBaHust, Ha cepBucbl Kaspersky Managed Detection and Response Expert Add-on un Kaspersky Ask the Analyst.

JInueHsumposaHme u ycnosus noctaeBkn Kaspersky Managed Detection and Response onucaHbl B [NpunoxeHun 4

(n.10).
JInueHsmpoBaHue 1 ycnosusi okasaHus cepsuca Kaspersky Ask the Analyst onucanbl B MNpunoxexun 9 (n.15.5).

3akasbl Ha pacCWMPEHHY TEXHUYECKYD MNOOAEPXKKY MOryT pasMellatbCs TONbKO MOCNe npenBapuTenibHoro
cornacoBaHus ¢ Kypupytowmm meHegxepoM JIK. C coctaBoM NpoayKTOB M3 OAHHOMO pasferna MOXHO 03HaKOMUTLCS B
MpunoxeHuun 1 (n.7).

[nsa pacdema cmoumocmu pacwiupeHHolU mexHudeckol noddepxku 6onee 500 3awjuwaemsix y3rn1o8 U bornee 00HO20
ogpuca obcnyxueaHus, Heobxodumo obpawiambcs K - Kypupyrowemy meHedxepy (pasdenn  KoHmakmbl
https://partners.kaspersky.com/s/contacts)

2.5 Paspgen Traffic

[aHHbIn pasgen coaepXXuT npanc-nuct Ha npoaykThl JIK Ang sawwmTel NOYTOBLIX CUCTEM C NULIEH3UPOBaHMEM MO TpauKy
(cpegHecyTOYHbIV BXOAAWMA Tpadmk):

e KL5111 Kaspersky Anti-Virus for xSP — aHTMBMpYyCHas 3awuTa.
e KL5811 Kaspersky Security for XSP — aHTuBupycHas 3awimTa 1 3awmra oT cnama

PekomeHOoBaHHas LeHa 3a NMUEH3I0 A4S KOHEYHOro Nonb3oBaTerns B KaXaoM AuanasoHe ykasaHa 3a 1 M6/cyTku.
[ns pacyeTa KOHEYHOW CTOMMOCTM HEOBXOAMMO YMHOXATb LIeHY, YKasaHHYH B COOTBETCTBYHOLLEN KONOHKE Mpainc-nucTa,
Ha konuyectBo M6/cyTKu.

2.6 Pasgen Media (monbko dns Poccuu)
[aHHbin pasgen copgepxuT 6a30BbIv Npanc-nucT Ha Mepgua-naku (cepTudpmumpoBaHHble PCTIK, PCE) ¢ ykasaHuem
CTOMMOCTM AN KOHEYHOrO NoNb3oBaTens.

2.7 Paspen Up-sell and Trade-in

Pasgen cogepXuT KanbKynsaTop Ans pacyeta CTOMMOCTM [03aKyMNoK 1 NepexonoB Ha NpodyKT 6onbLluero gyHKUuoHana
B TeYEHUe CpoKa AeVCTBUS NMULIEH3NUN.

2.8 Pasgen Comment
[aHHbIN pa3gen coaepXuT onucaHme OCHOBHbLIX MOHATUN TeKyLero nparnc-nucra.
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3 [MpaBuna noctaBKu

3.1 O6wwue npaBuna

3awmTta ana manoro 6usHeca, pasgensl HOME+SOHO u SMB+Enterprise (Pack):
MNaket nuueHswuii (License Pack): dumkcrpoBaHHOe KONMYECTBO NULEH3UA AN 3aLMTbl ONpeaeneHHoro Tuna ysnos ceTu
opraHu3saumu. LleHa Ha NpogyKT yKa3biBaeTCs AN KOHEYHOro Nofib3oBaTtens 3a BeCb NakeT MULEH3NN.

3awmTta ans manoro, cpegHero 6usHeca U KOprnopaTUMBHBLIX 3aka3uukoB, B T.4. KSOS, pazaen SMB+Enterprise
(License):

License: BblbpaHHOE B npegenax BO3MOXHOrO Afs OAHHOrO MNPOAyKTa KONMWYECTBEHHOrO AManasoHa KonuyecTBo
NUUEH3UIA ANst 3alMTbl pasnu4yHbIX Y3MOB CETWU MoA yrnpaBfieHWeM pasfnuyHbIX OnepaLMOHHbIX CUCTEM, a Takke Ans
pas3nuuHbIX MOYTOBbLIX NPUIoOXeHWh. LleHa Ha npoaykT ykasbiBaeTcs 3a oAWH y3en (4MCNOo 3aliyiiaeMblX YCTPOWCTB
yKka3aHHOro Tvna) B yka3aHHOM guanasoHe (6e3 yueta ctoumoct Meana-naka). PacyeT cToumMocTu ocyLLecTBNseTCs Mno
konudectsy MK ansa KSOS, yanos — ana KES ans 6usHeca n Total Security ans 6usHeca.

BAXHO! lNocTtaBka ogHOMY 3aka3unKy Heckomnbkunx nuueHann KL4742 KES Cloud unu KL4743 KES Cloud Plus, obuiee
KONMMYeCTBO KOTOpbIX npeBbiwaeT 249 yanoe, a Takke KL4746 KES Cloud Pro 6onee 999 ys3noB HegomycTuma.
AHanornyHo, HegonNycTMMa nocTaBka Heckornbkux naketoB KL4542 KSOS, ¢ o6wum konmyecteom K/Mo6. 6onee 25,
annoBbix cepBepoB bonee 3.

BAXHO! OgHoBpemeHHast noctaBka KombuHaumi npogyktoB KL4542 KSOS+nwbon KES, KL4542 KSOS+Total ans
busHeca, KES+Total gns 6usHeca, KES+KES (pasHoro dyHKLMOHana) ogHOMy 3aka3dvky HegonycTuma.

BAXHO! KnuneHtam, ucnonesytowmm KL4869 Kaspersky Total Security ans 6usHeca wnm KL4909 Kaspersky Total
Security Plus ans 6usHeca, HegonycTrMma nocraBka OTAENbHbIX NueH3nn Ha KL4313 Kaspersky Security Ans nouToBbIxX
cepepoB u KL4413 Kaspersky Security Ans MHTepHeT-LM030B.

BAXHO! KnueHTtam, wucnonb3yowmm KL4860 Kaspersky Endpoint Security gns OGu3Heca YHMBepcarbHbIN,
HegonycTMMa nocraBka oTaenbHbIX NnuueH3un Ha KL4155 Kaspersky Security ons BupTyanbHbiX U obnadHbIX cpef,
Desktop nnun KL4153 KS ans BupTyanbHbIX 1 obnavHbix cpea, Enterprise Edition Desktop.

BAXHO! B cnyyae HeoGxognmocTu oopMneHnst 0O3aKyrnkM K MMEKLWENCa NULEH3UN Ha peLUeHus AN 3aluThbl
MOYTOBbLIX CUCTEM U MHTEPHET-LUMIO30B, BUPTYarnbHbIX 1 0bnayHbix cpeq, pewenuns nuHenkn KES Cloud, Total u Total
Plus ons 6usHeca, KEDR OntumanbHbeii, KEDR Expert, KUMA, Smart, KICS for Nodes, Container Security, KATA EDR,
MDR, Symphony EDR, Symphony MDR, Symphony XDR Core, Symphony XDR, Sandbox, ons nocneaytwoLiero
ncrnonb3oBaHVsa B OAHOM nogpasfaeneHun, Tpebyetcsa obasatenbHas koHconuaaums knoden (cm. n.1).

BAXHO! [Mpu noctaBke opHOMy KnueHTy peweHun KES pna ©usHeca (KL4863 CrtaHgaptHbi, unu KL4867
PacwupeHHbin, nnu KL4869 Total) u KL4712 KEDR Expert unun KL4704 KATA EDR Agent pekomeHAyeTcs
CVMHXPOHM3NPOBaTh YPOBEHb MPEMMUANIbHON TEXHUYECKON Noaaepkkn mexay npogykramu KES anst 6usHeca n KEDR (npu
HOBbIX NpoAaxax ¥ npoanexHusax): npu noctaske KEDR Expert/ KATA EDR Agent ¢ TUNom nuueH3un Premium, KnNneHTy
pekomeHayeTcs npegnarate MSA Business nnn KES ans 6usHeca ¢ tunom nuueHann Premium, npu noctaBke KEDR
Expert/ KATA EDR Agent ¢ Tunom nuueH3un Premium Plus, KNnueHTy pekomenayetcs npegnarate MSA Enterprise unu
KES ansa 6usHeca ¢ Tunom nuueH3mm Premium Plus.

MNMocTaBka MeAua-NnakoB COBMECTHO C MPOAYKTaMu Ans 3aluTbl CpedHero GusHeca M KOPMOPaTUBHBLIX 3aKa34MKOB
NPON3BOANTCSH MO XEeNaHMIo KOHEeYHOro nonb3osaTtens (n.5).

dopMuMpoBaHue LeHbl Ha NpoayKTbl MO AEWCTBYHOLUMM MAapKETMHIOBLIM MporpamMmMamM OfnMcaHo B MN.8 HacTosiLero
[OKyMeHTa.

MNoa6op npoaykToB

Mpy hopMUPOBaHNM KOMMEPYECKOTO NPEANoXeHUss HeobxoanMo obecneynBaTb NOSIHOE COOTBETCTBME (DYHKLMOHANa
npeanaraemblx MNpPoayKTOB MOCNedHEMY NpedoCTaBrieHHOMY (B Crlydae rOCyAapCTBEHHbIX OpraHusauumi —
ony6nMKoBaHHOMY B KOHKYPCHOW AOKYMEHTaLUM) TEXHUYECKOMY 3aJaHuNIo 3aKasyuka.

B pasmelliaemMoM 3akase Ha NMUEH3UI0 NPOAYKT U KONMYECTBO AOMKHbI TOYHO COOTBETCTBOBATbL NPOAYKTY U KONUYECTBY
B 3aKITFOYEHHOM C 3aKa34YMKOM KOHTpaKTe.

MeToauka nponssefeHUs pacuyeToB

1. Bce pacueTbl, BKo4Yas NPOMEXYTOUYHbIE, OCYLLECTBNAOTCA HA OCHOBaHMM LieHbl 3a 1 y3en (LeHa npanc-nucta,
PPL onsa koHeuHoro nonb3oBaTens, PPL, u3 BblgaHHOM KBOThI).

2. Ha kaxgon npomexyTo4HOM CTagum pacyeTa LeHbl NpUMeHsaeTca apudmMeTu4eckoe okpyrneHmne Ao AByX 3HaKoB
nocrne 3ansaTton, Hanpumep:
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956,566 = 956,57
123,495 = 123,50
1024,4847 = 1024,48
3. 3akynouHas ueHa AnA napTHepa ¢opMupyeTca AUCTPUOLIOTOPOM Ha OCHOBaHUKM npawnc-nucta PPL, nnn
npefocTaBneHHoOn nog AaHHyto cneundukaumio PPLL n3 kBOTblI.
4. 3aKyno4Hyl CTOMMOCTb Ha no3uumm, obnaraemele HOC, Takke HEOBXOAUMO YTOUHATL ¥ AMCTPMObIOTOPA.

3.2 [lepBuYHasa nokynka

MoHATME NMepBUYHON NOKYMKW NPMMEHWMO MPWU MOCTaBKe KOHEYHOMY Mmonb3oBaTtento npoayktoB JIK, oTAMYHbIX OT Tex,
KOTOPbIMM OH nonb3yeTcs (Monb3oBancs paHee), NMMbo Mo MUCTEYEHUO BO3MOXHOIMO nepuvoga npoaneHvs, nubo He
ucnonb3oBasLleMy npoayktbl JIK Bosce.

B cnyyae, ecnu y 3aka3yuka ecTb gencTByowasn/ve nuueHans/um Ha npoayktel JIK anga sawutsl pabouunx mect (KSOS,
KES, KTSB), atomy 3akasuuky 3anpeljeHa npofaxa HOBbIX NULEH3UN Ha gpyrve npoaykTel M3 3TOr0 ChnvcKa.
WcknioveHne — crnyyam NonHOro nepexona 3akasynka Ha Mcnonb3oBaHue npodykra Apyroro doyHkumMoHana (n. 4.2)

Mpn nepBMYHOM MOKYMKe NPOAYKTOB ANs 3awuTbl Manoro/cpegHero 6uM3Heca M KOpPMNOpaTMBHbIX 3aKa3uuKoB
KOHeYHbIV Nonb3oBaTenb MO CBOEMY YCMOTPEHUIO BblibrpaeT nocTasky ¢ unu 6e3 megmna-naka.

Tun NULEH3NIA, KOTOPbIV HEO6XO0AMMO BbIOMPAaTL NPY COCTaBIEHMN KOMMEPYECKOTO NPEANOXEHNS MO NEPBUYHOM MOKYMKE
— Base (nnv Educational npu noctaBke no nporpamme «3alyuta odpa3oBaHus» NP HANMYMM Takowm NO3MLUKN Ha NPOLYKT)

3.3 [losakynka

OnpepgeneHue
[osakynkoi aBnsieTcs NpuobpeTeHne JONOMHUTENBHOMO KONMYECTBA Y3IOB K MMEIOLLLENCS NULEH3UN NPU YCIOBUU:

e [lpuobpeTaeTcs NpoAyKT ANS 3alWmTbl Manoro/cpegHero 6u3Heca u KOpnopaTuBHbIX 3aKa34UKOB

e [osakynka odopmnsaeTca He nosgHee 30 OHEM OO0 OKOHYaHMSA CpoKa AENCTBMS WMMEIOLLErocsl NUMUEH3MOHHOIO
cepTudukara.

e [losakynka BO3MOXHa TOMNbKO Ha TOT e NPOAYKT, KOTOPbIA NCMONb3YET 3aKasyuK.

OrpaHu4yeHus

e [losakynka k genctsytowien nuueHsum KL4141 KSOS for Personal Computers and Mobiles HeBO3MoOXHa.

e [pu posakynke k npoaykty KL4542 KSOS for Desktop, Mobiles and File Servers, obliee 4icno nvueHsni nocne
003aKyrnkn He ormkHO npesbiwaTh 25 K. NMocTaBka HECKONbKMX NMLEH3UI Takoro Tuna ¢ o6LuM KONM4YecTBOM
MK/mo6. 6onee 25 n/nnn ¢ainosbix cepepoB 6onee 3 04HOMY 3aKka34vvKy HegonycTuma.

e K nuueH3un KL4860 KES YHuBepcanbHbINn, npuobpeTeHHbIM A0 26.04.2022, nosakynku He aenatotcs. [pu
HeOOXOAMMOCTU YBENUYEHUsI Yucrna NUUEH3WA crefyeT npeanarath 3akasduky nepexof Ha NpoayKTbl ApYroro
(PyHKLMOHaNa C 3a4eTOM CTOMMOCTU Heucnonb3oBaHHoro nepvopa KL4860 KES YHuBepcanbHbin (n.4.2). 3a
pacyeToMm Heobxoaumo obpallatbes k 'pynne nogaepkku napTHepoB partner@kaspersky.com.

AnutenbHOCTb

MprobpeTeHne [OOMOMHUTENBHOIO KONMMYECTBa NMUEH3MIM OQOPMIISETCA Ha KONMYECTBO AHEW, OCTaBLUMXCHA A0
OKOHYaHUSA CpoKa AEeNCTBUSA OCHOBHOM NMULIEH3UK, K KOTOPOW AenaeTca Ao3akyrnka.
OdbopmneHre Jo3aKymnku CO CPOKOM AencTeus MmeHee 30 AHen HeJoNyCTUMO.

Pacuyet PPL| no3akynku kaxxaomn 4ONONHUTENBHOW NULIEH3MU NPON3BOAMTCS MO criefyowmm hopmMynam:

Y Y
D1 = —— * X1—npwv Jo3aKymnke K rogu4Hon nuueHsmmn, D2 = ———* X2 — npu Jo3akynke K ABYXrO4UYHON SIULIEH3NN,
366 731
roe:

e Diwn D2- PPL, Ha go3akynky Kaxxgown JONOSHUTENbHON 1 nnun 2-roguyHon nnueHsuu;

e Y - KONMMYECTBO AHEW, HA KOTOPOE OCYyLIeCTBNAeTCHa Ao3akynka (0T gaTbl pacuyeTa/pasMelleHuns 3akasa O faTbl
OKOHYaHUS, MPONUCaHHOM B OnaHke NMLEH3NOHHOro cepTudmkaTta — He meHee 30 gHen);

e Xi1wn Xo—Tekywaa PPL 3a 1 y3en nuueHsn Ha MMEKLWMICS Yy 3akasdmka NpoayKT CPoKoM Ha 1 wvnu 2 roga
COOTBETCTBEHHO. [1Ns1 pacyeTa 6epeTcs nuueH3usa Base (Educational npu noctaBke no «3alwmte o6pa3oBaHus») U3
AnanasoHa, COOTBETCTBYHOLLEro KONMMYECTBY NMUEH3MI, UMEKLWUXCSA Y 3aKka3dvka. B crnyyae, ecnn gosakynaemoe
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konun4yectBo Gonblie mmetowerocs, PPLL 3a 1 y3en OepeTcsi n3 gnana3oHa, COOTBETCTBYIOLLErO [03aKynaemMomy
KOnM4ecTBy.

! ApM(*)MeTW—IeCKOG OKpyrneHue o AByX 3HaKOB nocne 3anaTon NPUMEHAETCA TOJIbKO MO OKOHYaHUKM pacyeTa O03aKynKu.

Mpumep:

Y 3akasuuka ectb 50 nuueHsun KES pgna 6usHeca CtaHgapTHbin Base 1 Year. 3akasumk xoyeT JOMOMHUTENbHO
npuobpectn 7 nuueH3ni. [1o KoHUa cpoka AeNCTBMSA NULEH3NN OCTanocb 78 AHEN.

Pacuer:

KES CraHgapTHbin Base 1 Year (50-99) * 78 aHeli / 366 gHen = 1 729,00 * 78 / 366 gHen = 368,48 p 3a 1 en.

Ecnn Ha MOMeEHT I'IepBVI'«-IHOIZ NOKYNKM Ha CTOMMOCTb MNpoAdyKTa BINANMIM BpPEMEHHbIE MAapKETUHIOBblE€ aKLUuun n/mnu
cneumnanbHbl€ CKMOKN, a Npu pacy4eTe CTOMMOCTU O03aKynaeMbIX NNUEH3NN CpPOK nencTems BbllL€YyKa3aHHbIX akuun n/vnm
CKMAOOK nogoLlest K KoHUY, TO JIbroTHbl€ YCNOBUA Ha 003aKYynKy NNUEH3UI He D,eVICTByFOT.

Mpwn gosakynke 3akasynky NPeaoCTaBnsaOTCA HOBbIN (AONONHUTENbHbLIN) KMoYeBOn hann 1 NULEH3NOHHBIN cepTudukaTt
Ha Jo3aKynaeMoe KONM4eCcTBO NULLEH3UN.

Mpumep:

Y 3akasuuka ectb 40 nuueH3un KES ans 6usHeca CtaHgapTHbivi Base 1 Year.

3akasuuk xo4eT AONOMNHUTENBHO Npuobpecty 5 nuueHaun. [Jo KoHua cpoka gencTBusa nuueHsmm octanocek 100 gHen.
Pacuyer:

5* KES CtangapTHbili Base 1 Year (25-49) * 100 gHewn / 366 gHen

Mpumep:

Y 3akasuuka ectb 25 nuueHsnn KES gna 6usHeca CtaHgapTHbii Base 1 Year.

3akasuuk xo4eT gononHutensHo npuobpectn 30 nuueH3unn. [1o koHua cpoka aenctanst nuueH3umn octanock 100 gHen.
Pacuyer:

30 * KES CtaHgapTtHbein Base 1 Year (25-49) * 100 gHewn / 366 gHen

Mpumep:

Y knueHTa 45 nuueHsun KES anga 6usHeca PaclumpeHHbii 1 Year, 4ONONHUTENBHO XOTAT npruobpectu 50 nuueHsunin. [o
OKOHYaHUA cpoka AencTBna nuueHsmm octanocb 100 gHen

Pacuer:

50 * KES PacwupeHHbii Base 1 Year (50-99) * 100 gHewn / 366 aHen

Mpumep:

Y 3akasuuka 75 nuueHsun KES ans 6usHeca PaclumpeHHbii 2 Year, AoNOSHUTENbHO XOTAT NpuobpecTtun 45 nuueH3ni.
[lo okOHYaHuWs cpoka gencTeust NuueH3um octanock 420 gHewn

Pacuer:

45 * KES PacwupeHHbii Base 2 Year (50-99) * 420 gHewn / 731 gHen

Mpumep:

Y knueHTa 55 nuueHsun KES ansa 6usHeca PaclumpeHHbiii 1 Year, 4ONOSHUTENbHO XOTAT NpuobpecTtun 5 nuueHsnii. o
OKOHYaHWUSA Cpoka AeUCTBUA NULEH3MK ocTanock 20 aHen

PacuerT:

OdopmneHmne 4o3akynku co CPokom aencTeusa meHee 30 fHen HeBO3MOXeH. Heobxoanmo ohopMnsaTb NpoaneHme.

Mpn nocnepoBaTenbHbIX [O3aKyrnkax B TeYeHWe Ccpoka [AEeWCTBUS OCHOBHOW NUUEH3UW LeHOBOW [AuanasoH B
BbllLeyKa3aHHbIX bopmynax onpegensieTca BCceMu MpefocTaBreHHbIMU MpU pasMeLLeHUn 3akasa JMUEH3NSMU
(OCHOBHOM M caenaHHOW K Hel go3akynkamu). [pu 3TOM B KavyecTBe CBSAI3aHHOIO 3aka3a HeoOXOAMMO YyKasbiBaTb
OCHOBHYIO NULIEH3MIO, @ B KOMMEHTapUAX NPOMNUCbIBaTb HOMEPa 3aKa3oB Ha UMEIOLLIMECS 403aKymnKu.

Mpumep: Y 3akasunka ectb ocHoBHas nuueHsnsa KES ans 6usHeca CtaHgapTtHeii 1 Year Ha 20 y3noB, 1 Jo3akyrnka K
Hen Ha 15 y3noB. Cenyac TpebyeTcs npuobpecTu nuueHsnto ewle Ha 10 y3noB. [1o okOHYaHWsI cpoka OencTBUs
nuueH3um octanock 95 gHen.

Pacuert: 10 * KES CtaHgapTHbI Base 1 Year (25-49) * 95 aHeir/366 oHen

3.4 TlpoaneHue

Mo oKOHYaHWWM cpoka [EeNCTBUSA NULLEH3UOHHOrO cepTuduKaTta KOHEeYHbI nonb3oBaTeNb MMeeT BO3MOXHOCTb
BO30OHOBUTL NULIEH3UOHHOE Ucnonb3oBaHue npoayktos JIK nytem npuobpeTeHnsa npoaneHus fuueH3nn Ha NbroTHbIX
yCroBusix, 3adMKCUMpOBaHHbIX B npaunc-nucte. MNpoaneHne odopmnseTca nuueHsnen ¢ Tunom Renewal (Educational
Renewal ans noctaBok no nporpamme «3awmTta obpasoBaHusi»). lpu npoaneHnn Moryt ObiTb YYTEHbl BCe
HenpoaneHHble b2b-nuueH3nn 3akasdnka, nonagatoLlme B nepuon npoaneHns (CM.Hmxe).
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BAXXHO! MpoaneHve npaea ncnonb3oBaHus MO (OeNCTBYHOLLEN NTULIEH3MM) MOXET ObITb OCYLLECTBIIEHO TONBKO eANHOXAbI
(ogwvH pa3) 1 Tonbko Ha 1 (0AWH) NPOrpaMMHbIA NPOAYKT.

B cnyyae HapyLUEHVS BbILLEN3NOXEHHOO YCoBYs MapTHepOM Npu pasMeLLeHnn 3aKasa, OTBETCTBEHHOCTb 3a HEKOPPEKTHoe
pasmeLLeHue 3akasa HeceT MapTHep.

Cpok npoaneHus

B pamkax cTtaHOoapTHbIX NpaBun NpoAareHue OCYLLECTBNAETCS B TeyeHue 1 roga nocrne UCTeYeHWs Cpoka AencTBust
NNLLEH3NOHHOTO cepTuUdmkaTa.

MpoaneHue no ncteveHnn 1 roga ¢ MOMEHTa OKOHYaHUSA AENCTBUSA NULEH3UN HE NpeaycMOoTpeHo. B aTom cnyvae Heobxoammo
npegnaraTe 3akasymKy nuueHsuo Tuna Base (Educational ana «3awwmtsl 0bpa3oBaHus»).

BAXHO! ans pewenun KL4742 KES Cloud, KL4743 KES Cloud Plus n KL4746 KES Cloud Pro ckugka no npoaneHuto
OencreyeT B TedeHue 1 roga, kak 1 Ans npoaykTos nuHenkn KES ans 6uaHeca, ogHako B criyyae, ecnm 3akasquk He nprobpen
W He aKTMBMpOBan MPOASieHVWe B TeyeHue 6 MecsaueB C AaTbl OKOHYaHWA nuueH3unn, pabodas obnactb OyaeTt yaaneHa
aBTOMaTU4eCKn, Ans BO30OHOBNEHUst paboTbl NOTpebyeTca Co3aaTth ee 3aHOBO.

PaHHee npoaneHuve

Mpn HeobxoaMMOCTM MpoAneHuss nuueHaun B nepuog Ao 180 OHel [0 OKOH4YaHMS Ccpoka AEeNCTBUSI NMLEH3UW,
pononHuTensHoe cornacoBaHue ¢ JIK He TpebyeTcs.

B cnyyae, ecnu npoaneHne TpebyeTcsa Npon3BecTy B Gonee paHHWE CPOKU, HEOBXOAUMO COrfacoBaHNe paHHero NpoaneHus
cJIK.

PaHHee npoaneHune noareepXXgaeTcda TONMbKO B CrieAyrLwWnx crny4vaax:

e OcobeHHOCTM BlogKeTUPOBaHUS 3aKas4dumka (Hanpumep, roc. yupexaeHune, 61omKeT A0CTyMNEeH TOMbKO Cenyvac)
e  OcCOBGEHHOCTM NUUEH3UPOBaAHUST 3aKkasduyuka (Hanpumep, HECKONbKO JNLIEH3WI, KOTOpble MPUBOASATCA K €AVMHOM
FIMLEH3MN UM CPOKY OKOHYaHWS).

Cpok oercTBUA HOBOW NULIEH3UN

Mpn nNpoaneHnn nMUUEH3NM OO €€ OKOHYaHWUSl HEMCMNOSb30BaHHBIN Mepuon TEKyLLUen nMUeH3un npubaBnseTcs K CPOKy
[EeNCTBUS HOBOW BbINMUCLIBAEMOW JTULIEH3UN.

IMpv NpoaneHnM NULLEH3UM MOCTE e€ OKOHYaHWUsI 1 3a 7 OHEN 00 OKOHYaHWs!, K CPOKY AEACTBUSI HOBOW NULIEH3UM NpubaBnsieTcs
3anac Ha NormcTuKy B pasmepe 7 OHeMN.

HoBasi nuueH3ns Ha4nMHaeT AeNCcTBOBaTb B MOMEHT BbINMCKW. [locTaBka NpoasieHWM NMLEH3UU C OTIIOXEHHBbIM CPOKOM
aKTMBaLMM HEBO3MOXHa.

MpoaykT

I'Ipo,u,neHme NMLUEH3NN OCYLLLeCTBIAETCA Ha TOT XXe NPOAYKT U TO XXe KONMN4eCcTBO NMLEH3UN, KOTOpbI€ YKa3aHbl B NepBNYHOM
JTMUEeH3OHHOM CepTI/ICpI/IKaTe KOHEYHOro nosnb3oBaTend.

Mpy Heo6x0AUMOCTY BO3MOXKHO NMPOANEHUE C pacluMpeHMeM KonuyecTsa nuueH3un (n.3.5) 1 npoaneHune ¢ nepexonom
Ha apyron npoaykT (n. 4.2).

MpogneHve nuUeH3MM Ha npoayKTbl ANA cpegHero Ou3Heca W KOPNoOpaTMBHBLIX 3aKa3YMKOB BO3MOXHO Kak C
npuobpeTeHnemM cepTUPULNPOBAHHOrO Meaua-naka, tTak n 6e3 Hero. B oboux cnyvasx KOHEYHOMY MOSfb30BaTEMN
npenoCcTaBNATCS HOBbLIN KIHOYEBOW haits, Kog akTMBaLMM U NULEH3NOHHLIN cepTudumkar.

Mpumepsil:

JInueHans 3akaHumBaeTcs 01.06.2022. ductpubbioTop pasmMeluaeT 10.05.2022 3aka3 Ha npoasieHre nMueH3um cpokom 1 ro.
BoinucbiBaeTcsa nuueHauns cpokom genctena ¢ 10.05.2022 no 01.06.2022+366 aHen.

JinueHans 3akaHumBaetcs 01.06.2022. OucTpubbioTop cOrnacoBbiBaeT paHHee npoasieHve M pasmelwiaet 10.02.2022
npoaneHne nuueH3un cpokom 1 rog. BeinuceiBaeTcsa nuueHaunsa cpokom aencteua ¢ 10.02.2022 no 01.06.2022+366 gHen.

JinueHsus 3akanumBaetca 01.06.2022. Ouctpubbtotop pasmelwsaet 10.07.2022 npoaneHve nuueHaum cpokom 1 rog.
BbinuckiBaeTca nuueHans cpokom aenctens ¢ 10.07.2022 +366 gHen +7 oHen.

MpoaneHue Ha Apyrylo opraHUsaumio

Ecnn opranmsaums 1, ykasaHHasd B KadecTBe KOHEYHOro MOoNb30BaTens B NULEH3MOHHOM cepTudmkaTe, He cobupaetcd
NpoanaTb MMLEH3MIO N XOYET NepedaTb NPaBo nNpoaneHus (nprobpeTeHns co Cknakor 1 no no3vuum Renewal) opraHusaumm
2, opraHusauum 1 Tpebyetca

e  COCTaBWTb MUCbMO O Nepefaye MNpaB Ha UCMOSb30BaHWE NULIEH3UN Ha DUPMEHHOM GraHKke ¢ AaTon 1 HOMepoM
MCXOASLLEro, nevyaTbio M MOAMUCHI0 pyKoBoAUTENs. B Tene nucbMa ykasbiBaeTCcs HOMEpP NULEH3UKM, KoTopast
nepefaeTcs, a Takke Aata v HOMep [0roBopa (Mnu akTa npuema-nepeaqu), Ha OCHOBaHWKM KOTOPOro MpoMm3oLLsia
nepegada nuUeH3uM mexay opraHusauuamu 1 v 2. Mepedava nNuueH3umM AoMMKHA AAaTUPOBaTbCA B Nepuog
AEWCTBUS NMULIEH3UOHHOIO cepTudmkara.
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e OpraHusaums 2 npu NPoAneHnn NPeaocTaBnsAeT JaHHOEe NMMCLMO M NULIEH3UOHHON cepTMAdMKAT, 1, N0 COrMacoBaHUo
napTHepa v J1K, 3akas Ha npoganieHne pasMeLLaeTcst Ha HOBOMO KOHEYHOTO MOb30BaTerNs.

BAXHO! [JaHHOe ncbMO MCnonb3yeTcs TONBbKO A1 NPeAOCTaBNEHNS CKUAKNU MO NPOANEHNIO OPYrOn OpraHn3aLun.
B nepuog oencTeus NUUEH3UN HUKaKNe U3amMeHeHust B 6riaHK NTIMLEH3MOHHOIO cepTUdunKaTa He BHOCATCS.

Ona nonyyeHns wabnoHa nucbMa O nepefaye NpaB Ha UCMOMb30BaHWE FMULEH3UW, a TakKe COrnacoBaHUsi KOPPEKTHO
3aMoSfIHEHHOrO NMUCbMa U pasMeLLeHNs 3akas3a Ha HOBOrO KOHEYHOro nonb3oBaTtensa Heobxooumo obpaliatbea K [pynne
noaaepXku napTHepoB partner@kaspersky.com

3.5 TlpoaneHue c U3MeHEeHUeM KonMuyecTBa 3almiiaeMbIX y3roB

e [poaneHue c paclMpeHUMeM — 3TO BO3MOXHOCTb OLHOBPEMEHHO C TMPOASIEHVMEM JMLEH3UMU npuobpecTu
[JOMNOMNHMTENbHOE KONMMYECTBO NULEH3NIN HA NPOAYKTLI ANA cpeaHero 6rusHeca U KOpropaTUBHBIX 3aKa34yMKoB.
Mpv NprobpeTeHMn NPOOYKTOB MO AAHHON CXeMe BbIMMCHIBAETCS NULIEH3US Ha obllee KONMMYECTBO 3allMLLaeMblX
y3roB ceTu (c y4eTom pacwmpeHnus). LleHa 3a oavH y3sen GepeTtcs M3 AuanasoHa, COOTBETCTBYIOLLETO KONIMYECTBY
MMEBLUMXCS Y 3aKa3unka b2b-nuueHsnii Ha TOT ke NPoAYKT Ha MOMEHT NPOANEeHUs.

B cnyyae npogykToB Ans manoro 6usHeca, ecnu KONM4YecTBO NIULLEH3UIA NepBUYHON MOKYNKK Gbino meHee 10, npu
pacyeTe CTOMMOCTM MPOAJIEHVSI C pacLUMPEHNEM LieHa 3a OAHY NuueH3nio GepeTcs M3 MUHUMaIIbHO AOCTYMHOro
AnanasoHa.

Mpumep: Y 3akasunka 3akaHumBaeTcs nuueHsns KES PacwmpeHHbin Ha 50 yanoe. TpebyeTcsa npoaneHme Ha 105 y3nos.
PacuyeT: 105 * KES PaclwmpeHHbin Renewal 1 Year (50-99)

Mpumep: Y 3akaszuymka 3akaHuUMBaeTcs nuueH3us Ha KSOS 5IK+5mo6+1dainn.cepeep. TpebyeTtcs npoaneHve Ha 17
y3noB KES ans 6usHeca CtaHgapTHbIN.
PacueTt: 17 * KES CtaHgapTtHbii Renewal 1 Year (10-14)

Mpumep:

Y 3aKkasuuka MMeeTCsl HECKONbKO nuueH3un Ha KES gnst 6usHeca CtaHgapTHbin 1 Year - Ha 70 u 25 y3nos, B cymme 95,
CpOK OEencTBmst KOTOpbIX ucTekaeT. EcTb HeobxooMMoCTb Mpy NPOANEHUU [OMNOMHUTENbHO npuobpectn ewe 50
NMLEH3NIA, T.e. HeobxoaMMo nNpoaneHmne ¢ pacwmnpeHnem oo 145 yanos.

PacuyeT:145 * KES CtaHgapTHbin Renewal 1 Year (50-99)

° I'Ipo.qneHMeM C YMéHblleHueM Konun4dyecTBa - LieHa 3a O4WH Yy3ern 6epeTC$1 M3 HOBOro (MeHbLIJeI'O no Konun4yecTtey
y3J'IOB) ananasoHa, T.e. COOTBETCTBYHLIEro Konm4ectBy np|/|o6peTaeMb|x NNLEH3NI.

Mpumep: Y 3akasunka 3akaH4mBaeTcsa nuueHsnsa Ha KES gna 6usHeca CtaHgapTHein 1 Year Ha 100 ysnos. B cuny
orpaHnyeHHoro Grogxeta Heobxogumo npnobpectn npogneHme Ha 40 y3nos KES gna 6usHeca CtaHgapTHbIN.
PacueT: 40 * KES CtaHgapTHbIi Renewal 1 Year (25-49)

e [puBegeHue NULEH3UA C pa3HbIM CPOKOM OKOHYaHUSI K e4UHOW AaTte U 06 beAMHEeHNe NULEH3UN

Mpu HanMuMmM y 3aka3ymKka HECKOIbKMX AeNCTBYOLMNX NINLLEH3UIA C Pa3HbIM CPOKOM OKOHYaHUsS, 1 HeoOX0AMMO NpUBECTU
UX K OOHOW paTe npoaneHus («BbIPOBHATb CPOK NPOAMEHus»), HeobxoaMmo MO3TanHoe BbIPaBHMBAHWE CPOKOB
OKOHYaHUS, C prHaNbHbBIM NPOANEHNEM MO OOLEeMyY AnanasoHy.

[ns yTOUHEHNs1 BO3MOXHOCTUN 00 beANHEHNSI NMULIEH3MIA, POPMMPOBAHUSA NPOrpaMmbl NPOASIEHUIA U pacyeTa HeobxoaumMo
obpawartbces K pynne nogaepxkm napTHepoB partner@kaspersky.com.

3.6 TlocTaBKMu B rpynnbl KOMMNaHUW

Fpynna KoMnaHMM — HECKOMbKO OpUaNYecknx nuy, adpdunmpoBaHHbIX Mexay cobor UM MMELWMX eOuHbIN LEHTP
NPUHATUSA peLleHnin B oTHOWeHun Boibopa npoaykTos Ub.

EavHaa SKU — nosmumsa npanc-nucta ¢ AvanasoHOM, COOTBETCTBYHOLUMM CYMMapHOMY KONMUYeCTBY eQUHOBPEMEHHO
pasmeLiaemMbix y3nos.*

EavHoBpeMeHHoOe pasMelleHne 3aka3oB (MepBuYHas MOKyrnka, NPOAneHne) Ans rpynnbl KOMAaHWiA Npou3BOAMTCH MO
eavHon SKU no npedsapumernisHoMy coenacosaHuto ¢ JIK.

*[lpu npodneHuu € U3MeHeHUeM Konudecmea 3awjuwjaeMbix y3/108 Heobxodumo obpauwjambcs K nyHkmy 3.5
Hacmosiweao 0oKyMeHma.
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[na cornacoBaHus MocTaBku no eguMHon SKU HeobxoaymMo mpucratb 3anofiHeHHY Tabnuuy C ykasaHuWeM BCex
opraHusaumn, BXOASLMX B LEHTPArIM30BaHHYO 3aKymKy:

HanmeHoBaHue Kon-Bo Kakon Howmep MnaHupyemoe | MnaHnpyembin
acdpchunmnposaHHoro | MHH | gencrBylowmnx npoaykKkTt NNUEeH3un KON-BO npoAaykKT
nuua NUUEeH3un MCNOJb3YIOT K NULUEeH3nNn

TpeboBaHMA K LleHTpPanu3oBaHHbIM NOCTaBKaM B rpynnbl KOMNAHUNA:

1) EpuHOBpeMeHHOe pa3melleHne 3aKasos;

2) B cnyvae, korga eanHoBpeMeHHas NOCTaBka HEBO3MOXHA, HE0H6X0AMMO NpucnaTtb CNMCOK BCEX OpraHusaumm,
BXOOSAWMNX B LIEHTPanM30BaHHYI 3aKyrnKy, C yKa3aHMeM CPOKOB pasMeLlleHMsi 3aKa3oB B TeYeHuu roja.
M3meHeHMe cnucka BO3MOXHO TOMbKO A0 00bABNEHNS KOHKypca;*

3) B TexHunyeckom 3ajaHuM OofmkHa ObiTb ykaszaHa nonHas cneuudukaums (SKU, HanmeHoBaHMe npoaykTa,
KONMMYeCTBO, AnanasoH, CPOK AENCTBUS, TUM NTMLEH3UN).

*TornbKo o npedsapumernibHoMy coenacoeaHuro ¢ JIK.

Mpumep: MNpynna komnaHui, cocTtosilas u3 3 opraHuM3auun, eanHoBpeMeHHO npuobpetaeT 3 nuueHsum KES gns
6usHeca CtangapTtHbeiv 1 Year Ha 20, 100 1 200 y3roB COOTBETCTBEHHO.

Pacuyer:

20 * KES CtaHpgapTHbin Base 1 Year (250-499)

100 * KES CraHgapTHbii Base 1 Year (250-499)

200 * KES CraHpgapTHbii Base 1 Year (250-499)

BaxHo! Npwn pasmelLeHnn 3aka3a Yyepes AMCTpMObIOTOpa HeOBX0ANMMO NPUKNaAbiBaTbh COrNacoBaHHyo Tabnuuy ¢
yKasaHvem BCex opraHusauun, BXogaLWwmx B LLeHTpan1M3oBaHHyo 3akynky (B dopmaTte Excel), a Takke cornacoBaHue
noctasku no eguHon SKU c JTabopatopuen Kacnepckoro.
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4 [MpaBuna nepexoza c NpoAYKTa Ha NPOAYKT B paMKax NpoayKroBoun

NMVUHENKU

4.1 MMepexon € npoayKra Ha ApYyrov nNpoAyKT Npu NpoasieHUM cpoka AeucTBusi

NUUEH3NOHHOro cepTudukaTa

Mpw npoaneHun cpoka AencTBUS NIMLLEH3NOHHOTO cepTudnKkaTa Nonb3oBaTeslb UMEET BO3MOXHOCTb NEPENTM Ha NPoayKT
fonbliero dyHKLMOHaNa, Npy YCrnoBUW, YTO NPUIIOXKEHUs, BXOASLLME B YXXEe MMEHLMIACA NPOAYKT, Takke BXOOAT B
NPOAYKT, HA KOTOPbIV NNaHMpyeTCcs Nepexon. Takke nonb3oBaTesb UMeeT BO3MOXHOCTb NEPENTN Ha NPOAYKT MEHbLUETO

dyHkumnoHana (downgrade) npu Tex xe ycrnousix. Micnonb3oBaTb NMULEH3UIO ONs pa3MeLLeHnsl 3aKasa Ha NpoarieHne
MOXHO Tonbko 1 pas. [Mpu nepexoae BbiNUCLIBAETCH NULIEH3NS Tuna renewal.

CxemMaTuM4HO [OaHHoe npasusio nepexonoB Ha NpoayKThbl oonbLiero prHKLI,VIOHaﬂa MOXeT ObITb npencrtaByieHo

cnenyowmnm o6pasom:

(6e3 cepsepa)

(c cepsepom)

Kaspersky Endpoint Security

Cloud

Kaspersky Endpoint Security

Cloud Plus

Kaspersky Endpoint Security
Cloud Pro

Kaspersky Endpoint Security
Aans 6usHeca CtaHAapPTHbIN

Kaspersky Endpoint Security
Ans 6usHeca PaclumpeHHbii

Kaspersky EDR ans 6usHeca
OnTUManbHbIM

Kaspersky Total Security

ana busHeca

Kaspersky Total Security

Plus ons 6usHeca

Kaspersky Secure Mobility

Management

Kaspersky Security ans

WHTEPHET-LW/IH0308

Kaspersky Security gns

MNOYTOBbLIX CEPBEPOB

Kaspersky Security for
Microsoft Office 365

Kaspersky EDR Expert

Kaspersky EDR Expert Plus

Kaspersky Small Office
Security (6e3 cepsepa)

+ |Kaspersky Small Office Security

+ |Kaspersky Small Office Security

+

+

+

+

+

+

Kaspersky Small Office
Security (c cepsepom)

Kaspersky Endpoint
Security Cloud

Kaspersky Endpoint
Security Cloud Plus

Kaspersky Endpoint
Security Cloud Pro

Kaspersky Endpoint
Security ana 6usHeca
CTaHAapTHbIM

Kaspersky Endpoint
Security ana 6usHeca
PaclumpeHHsbIi

Kaspersky EDR gns
busHeca
OnTMManbHbIN

Kaspersky Total
Security gns 6usHeca

Kaspersky Total
Security Plus gns
6u3Heca

Kaspersky EDR Expert

Kaspersky EDR Expert
Plus

Kaspersky Secure
Mobility Management

Kaspersky Security
ANA UHTEPHET-
LWN0308

Kaspersky Security
AN NOYTOBBIX
cepsepos

Kaspersky Security
ons Microsoft Office
365
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Bo3moXHbI nepexoabl NPU NpoAneHnu:

- ¢ KL4155 KS gns BupTyanbHbIx 1 obnayvHbix cpea, Desktop Ha KL4153 KS anst BupTyanbHbIX 1 06nayHbIX cpeg,
Enterprise Edition Desktop

- ¢ KL4255 KS gns BupTyarnbHbIx 1 obnavHbix cpea, Server Ha KL4253 KS ans BMpTyanbHbIX 1 06navHbIx cpeg,
Enterprise Edition Server

- ¢ KL4555 KS gnsa BupTyanbeHbix u obnayvHbix cpea,Core Ha KL4553 KS ang BupTyanbHbIX 1 0bnayHbIx cpeg,
Enterprise Edition — CPU

- ¢ KL4891 Kaspersky Security ansi 6aHkoMaToB U ToMeK MrHOBeHHOMN onnaTel Ha KL4892 Kaspersky Security ans
B6aHkomaTOB U ToYek MrHoBeHHoM onnaTel Compliance Edition

HeBO3MOXHbLI Nnepexoabl NPy NPOANIEHUM:
- mexay KL4155 KS gns BupTyanbHbIX 1 06nayHbix cpe, Desktop unm KL4153 KS gns BupTyanbHbIX 1 06nayHbIX cpea,

Enterprise Edition Desktop n KL4255 KS ans BupTyanbHbIX 1 obnadHbix cped, Server unu KL4253 KS ans BupTyanbHbIX
n obnayHbix cpea, Enterprise Edition Server.

HeBo3moxeH Downgrade Ha Kaspersky Small Office Security ans cnegytowmx npoaykroB: KES Cloud, KES Cloud
Plus, KES Cloud Pro, KES ans 6usHeca CtaHgapTHbin, PacwmpeHHbin, KEDR gns 6usHeca OntumManbHbin, Kaspersky
Total Security gna ©6usHeca, Kaspersky Total Security Plus ans ©6usHeca. lNMpn HeobxogMMocCTM nepexoga Ha 3Tu
npoaykTbl HeobxoauMO npepnaratb 3akas3yuKy NULEH3UO Tuna Base nocne OKoH4YaHWsi Cpoka AEWCTBUSI OCHOBHOW
NULEH3NN.

B nepvop npoanenuns (180 gHen OO OKOHYaHMA OENCTBMS) U MOCHE OKOHYaHWs mepuoda AencTBus nuueHsui Total
Security ansa 6usHeca n Total Security Plus gna 6usHeca Bo3amoxHo npuobpeteHmne KES Cloud, Cloud Plus unu KES
Cloud Pro no 6azoBon croumocTtu (base), nepexoa no ueHe npoaneHust HEBo3MoXxeH. C 3Toro MomeHTa npoaneHme
nnueHsuni Total Security ans 6usHeca u Total Security Plus ons 6usHeca cTaHET HEBO3MOXHbIM.

PPL, npogykTa, Ha KOTOpbIA ocyllecTBnseTcsa nepexo (NoBbilLeHNE/MOHMXKEHUE (PyHKUMOHAA), paccunTbiBaeTcs no
LeHe NpoAneHus, ykasaHHon B omumnaneHom npanc-nucte (no3vummn Renewal).

Ecnu nepexoa conpoBoxgaeTcs yBenuueHnem obLuero konnyectsa nuueHsun, To PPL, paccunTbiBaeTca cornacHo n.3.5
HaCTOSALLEro AOKYMeEHTa.

Mpumep:

Y knuneHTa nmeetca 97 nuueHsun KES ans 6usneca CtangapTtHeii 1 Year, nnaHupyoT nepernTu Npu NpoaneHnn Ha
KES pnsa 6usHeca PacwunpeHHbin 2 Year B konnyectse 132 nuueH3mu.

Pacuyer:

132 * KES PaclwmpeHHbih Renewal 2 Year (50-99)

Mpumep:

Y knueHTa nmeeTtcs 150 nuueH3un KES gns 6usHeca CtangapTHbeiv 1 Year, NnaHnpyoT NepenTun Npu NpoaieHnn Ha
KES gns 6usHeca PaclumnpeHHbin B konmyecTtse 150 nuueH3auu.

PacueT:

150 * KES PacwmpeHHbin Renewal 1 Year (150-249)

Mpumep:

Y knunenta nmeetca 100 nuueHsun KES ana 6usHeca CtangapTtHeiv 1 Year, nnaHnpyoT nepenTn Npu NpognieHnm Ha
KES ans 6usHeca PaclimnpeHHbin B konmdecTtee 90 nuueH3un.

Pacuyer:

90 * KES PaclumpeHHbii Renewal 1 Year (50-99)

4.2 Tlepexop c npoAayKTa Ha NPOAYKT B nepuoa AeUCTBUSA JINLLEH3UOHHOIO
ceptudumkaTa

B nepuopa genctensi NIMUEH3MOHHOIO cepTudmkaTa Nonb30BaTeNb MMeeT BO3MOXHOCTb MEPENTM Ha NPOAYKT bonbLiero
dyHKUMOHana:

e Bo3MmoxeH nepexoa Ha npoaykT Gonbllero yHkumMoHana anst cermeHTa KES, Kaspersky Total Security gns
OousHeca n Kaspersky Total Security Plus gnst 6usHeca

e Bo3moxeH nepexopg ¢ KL4542 KSOS Ha Base-nosuumm KL4742 KES Cloud, KL4743 KES Cloud Plus, KL4746
KES Cloud Pro, KL4863 KES CtaHgapTtHbii, KL4867 KES PacwupeHHbin, KL4708 KEDR gns 6usHeca
OnTumanbHbIN

e Bo3moxeH nepexon ¢ KL4713 Kaspersky Anti-Spam gns Linux Ha Base-nosuumio KL4313 Kaspersky Security
OS5 NOYTOBLIX CEpBEpPOB
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e Bo3moxeH nepexogq c KL4313 Kaspersky Security Ans noYTOBbIX CepBepoB Ha Base-nosvuumio
KL4312 Kaspersky Security for Microsoft Office 365, unu KL4869 Total gnst 6usHeca, nnm KL4909 Total Plus ans
BusHeca.

e Bo3moxeH nepexon ¢ KL4413 Kaspersky Security ons nHTepHeT-Lwn030B Ha Base-nosuuuio KL4869 Total ans
6usHeca unu KL4909 Total Plus ansa 6usHeca.

o Bo3moxeH nepexon ¢ KL4155 Kaspersky Security ana BupTyanbHbix 1 obnadHbix cpen, Desktop Ha Base-
nosumuuio KL4153 KS ans BupTyanbHblx U obnadHbix cpeq, Enterprise Edition Desktop.

e Bo3moxeH nepexon ¢ KL4255 Kaspersky Security ans BupTyanbHbiXx M obnayHbix cpep, Server Ha Base-
nosuuuio KL4253 Kaspersky Security ans BupTyanbHbIX U obnadHbix cpeq, Enterprise Edition — Server.

e Bo3moxeH nepexop ¢ KL4555 Kaspersky Security ans BuptyansHbix 1 obnayvHbix cpes, Core Ha Base-nosuumio
KL4553 Kaspersky Security ans BupTyanbHbIX 1 obnayHbix cpef, Enterprise Edition — CPU .

e Bo3moxeH nepexog ¢ KL4742 KES Cloud n KL4743 KES Cloud Plus Ha KL4746 KES Cloud Pro, KL4867 KES
PacwwnpeHHbin, KL4708 KEDR ans 6usHeca OnTumanbHbINA.

e Bo3moxeH nepexog ¢ KL4746 KES Cloud Pro, KL4863 KES CrtaHgapTHbin, KL4867 KES PacluMpeHHbIn Ha
KL4708 KEDR ans 6usHeca OntumarnbHbINA.

e Bo3moxeH nepexon ¢ KL4863 KES CraHpapTHbii Ha Base-nosuumio KL4050 Kaspersky Secure Mobility
Management.

e Bo3moxeH nepexog ¢ KL4863 KES CtaHgapTHbin, KL4867 KES PacwumpeHHbin, KL4708 KEDR ans 6usHeca
OnTtumanbHbi, KL4869 Total ans 6usHeca, KL4500 Kaspersky Symphony Security Ha KL4711 KEDR Expert
Plus

e HeBo3MoOXeH nepexoa Ha NPOAYKT MeHbLUEro oyHKLUMOHana B nepuoa AeNCTBUS NIULLEH3UN.

e HeBo3moxeH nepexon mexay KL4141 KSOS n KL4542 KSOS B nepnoa AeNCTBUS NULEH3UN.

e HeBo3moxeH nepexop c KL4863 KES CtaHgapTHbin, KL4867 KES PacwunpenHbin, KL4708 KEDR ans 6usHeca
OntumanbHbin, KL4869 Total ana 6usHeca, KL4909 Total Plus ansa 6usHeca Ha KL4742 KES Cloud, KL4743
KES Cloud Plus n KL4746 KES Cloud Pro B nepuoa AenicTBns NULEH3NU.

e HeBo3moxeH nepexop ¢ KL4742 KES Cloud, KL4743 KES Cloud Plus, KL4746 KES Cloud Pro Ha KL4863 KES
CtaHgapTHbIV B nepuog eNCTBUS NMALIEH3NN.

Mpu pasMelleHnn Takux 3akasoB TpeGyeTca NpeaocTaBnATb ANCTPUGLIOTOPY COrMacoBaHHY0 KBOTY, 0(hOpPMIEHHY0
Fpynnoi noanepXkn NapTHEPOB UMK NAapTHEPCKUM MeHeaXepomM.

Mpu nepexofe Ha NpoayKT Gonbluero gyHKUMOHana NMUEH3NS BbINUCLIBAETCS HA CPOK, aHanorMYHbli Un Gonblunii
M3HayanbHOro cpoka AeWCTBUS TeKyLLEen nuueH3mu. MNpu pacyeTe CTOMMOCTU Nepexoda YYUTbIBAaeTCs paccyuTaHHas no
PPL| cToMmocTb paHee NpruobpeTeHHOro NpoayKTa 3a HeUCNob30BaHHbIN CPOK.

Mpu nepexode B nepuod OEWUCTBUA NUUEH3UM Ha MNPOAYKT Gorbliero dyHKUMOHaNa yMeHblUeHWe KonnyecTBa
HEBO3MOXHO.

Ob6paTtnTe BHMMaHMe, YTO B pacyeTax Bcerga mcnofib3yrcsa nosvunm Base (Educational npu noctaBke no «3awimTe
obpasoBaHusa»), He3aBUCUMMO OT TUMa NULIEH3UN, C KOTOPOU ocyliecTBnsaeTcsa nepexoq — Base nnm Renewal (Educational
unu Educational Renewal).

Mpumep:

KomnaHnusi npuobpena npognerHvne 87 nuueHaun Kaspersky Endpoint Security ans 6usHeca CtaHgapTHbin Renewal 1
Year. [1o okoHYaHWsi cpoka AenCTBUSA nuueH3um octaetcd 60 AHeln, KoMnaHusa XxodeT nepenTn Ha 87 nuueHsnin Kaspersky
Endpoint Security gns 6usHeca PaclumpeHHbIn.

Pacuyer:

(87 * KES PaclwuupeHHbin Base 1 Year (50-99) — 87 * KES CtangaptHbii Base 1 Year (50-99) * 60 gHewn / 366 gHen) / 87

Mpumep:

3akasunk xo4eT nepenTn ¢ gencTeytowen nuueHsnm KES anga 6usHeca PacwmnperHbin Base 1 year Ha 50 yanos Ha Total
Security anga 6usHeca 2 Year 110 y3noB. [0 OKOHYaHUS CpOKa AEUCTBMSA NuueH3nn octanock 200 gHen.

PacuerT:

(110 * Total Security ana 6usHeca Base 2 Year (100-149) — 50 * KES PacwupeHHbin Base 1 Year (50-99) * 200 gHen /
366 gHen) / 110

Mpumep:

KomnaHnusi npuobpena npognerHvne 90 nuueHaun Kaspersky Endpoint Security ans 6usHeca CtaHgapTHbin Renewal 2
Year. [10 OKOHYaHUS Cpoka AeNCTBUSA NuueH3um ocTaeTcs 160 aHen, komnaHusa xodeT nepentn Ha 90 nuueH3un
Kaspersky Endpoint Security ana 6usHeca PacluvpeHHbIn.

PacueT:

[Mepexoa Ha NPOAYKT C MEHbLUMM CPOKOM AEWCTBUS HEBO3MOXEH. HeobXxoamMmo npefnoXnTb Nepexod Ha 2-roanyHyto
NULEH3UI0

(90 * KES PacluupeHnHbin Base 2 Year (50-99) — 90 * KES CtaHgapTHbii Base 2 Year (50-99) * 160 gHewn / 731 gHewn) /
90
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I MeToauka OKpyrfneHusi Npu pacyeTe nepexoaa B nepuon AeUCTBUSA NIULIEH3UOHHOIO cepTudmnkara

ApudmMeTnyeckoe OKpyriieHne A0 ABYX 3HAKOB MOCHe 3ansToi NMpUMEHSIETCS MO OKOHYaHWM KaXdoro atana pacuyeta
nepexoga.

Mpumep:

KomnaHus npuobpena npoanenne 87 nuueHsun Kaspersky Endpoint Security ana 6usHeca CtaHgapTHeii Renewal 1
Year. [1o okOHYaHWsi cpoka AeNCTBUSA nNuLeH3umn octaetcs 60 gHen, koMnaHusa xodeT nepentn Ha 87 nuueHsni Kaspersky
Endpoint Security ona 6usHeca PaclumnpeHHblii.

Pacuyer:

(87 * KES PacluupeHHbin Base 1 Year (50-99) — 87 * KES CtaHgapTHbii Base 1 Year (50-99) * 60 gHewn / 366 gHewn) / 87

1 atan (x): 87 * KES PacwupeHHbii Base 1 Year (50-99) — okpyrneHue He TpebyeTcs

2 atan (y): 87 * KES CtaHgapTHbin Base 1 Year (50-99) * 60 aHew / 366 gHen — oKpyrnsieM TOSbKO B KOHLE 3Tana
3 aTan (x — y) — okpyrneHue He Tpebyetcs

4 atan: (X —y) / 87 — okpyrnsem npv HeOBXOAMMOCTU B KOHLIE 3Tana

(87 * KES PacluunpeHHbi Base 1 Year (50-99) — 87 * KES CtaHgapTHbii Base 1 Year (50-99) * 60 gHewn / 366 gHewn) / 87
=(87*2280,00-87*1572,00 *60/366) /87 = (198 360,00 — 22 420,33) / 87 =2 022,30 p 3a 1 en.
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5 [MpaBuna 3aka3a Megua-nakoB ¢ cepTudmumpoBaHHbLIMU
NPUNOXEeHUAMMU

Mpy HeoGXoQUMOCTM  MOCTaBKM  CEpPTUUUMPOBaHHbIX Bepcuid MO ¢ KOMMMEKTOM  MoaTBepXAaloLmx
cepTUPUUMPOBAHHOCTb OKYMEHTOB, B AOMOJSIHEHME K JIMLIEH3MMN Ha OOMH M3 NMPOAYKTOB NMHenkn Kaspersky Security ans
6GusHeca HeobGXxoAMMO NpeanaraTb 3akas3dvkam nprobpeTeHne cepTUOULUPOBAHHOIO Meava-naka.

BAXHO! KL4742 KES Cloud, KL4743 KES Cloud Plus, KL4746 KES Cloud Pro u KL4141/KL4542 Kaspersky Small
Office Security He cepTudunumpoBaHbl! Megua-naku, npuBegeHHbIe HUXKE He NOAXOAAT ANA AaHHbIX NPOAYKTOB.
Ecnu B T3 mMnu KOHKYpCHOM AOKyMeHTauum nponucaHo TpebosaHue «ceptudumumposaHHoe MNMO» n HeobxoaMMOCTb
NnocTaBKM AMCKa C AOKYMeHTaMu, nogTeepxaarlwmumm ceptucpuumpoBaHHocTb MO, napTHep 06A3aH BKMNOYMTL B
CBOE npeanoxeHne cepTnumumMpoBaHHbIN Meana-nak.

KomnnekT noctaBkn Megua-naka BKIovaerT:

- CD B koHBepTe C 3anncaHHbIMK CepTUMULIMPOBAHHLIMWN MPUIOXKEHNAMU

- ®opmynsip — 4OKYMEHT, NOATBEPXKAAOLNIA, YTO AaHHbIV(e) CD OecTBUTENBHO CoaepXKaT CepTUMULMPOBaHHbIE NPUMNOXEHNS
- 3aBepeHHble Konuu cepTuduKaToB, NOATBEPKAAIOLLME, YTO NPEAOCTaBEHHbIE NPUMOXEHNS MPOLLNN cepTudmKaLmo

- *YHukanbHbIn ngeHtTudukatop Ne POCC RU.01.XXXX.YYYYYY, rge:

. nepeas rpynna 3HakoB ykasbiBaeT Ha cuctemy ceptudmkaumm ®CTIK Poccnmn POCC RU.01.
. BTOpas rpynna 3HaKkoB yKa3blBaeT Ha HOMep cepTudmkaTa COOTBETCTBUA CpeacTBa 3awuTbl MHOpMaLuK.
. TpeTbsl rpynna 3HAKOB YyKasblBaeT Ha YHUKalbHbIA MOPSAKOBBIA HOMEP WAeHTUdMKaTopa cepTUdMLUPOBAHHOIO

CpeAcTBa 3alUmTbl MHGOPMaUUn. - *Tonbko Ans ceptudmkatos PCTIOK
Mpn HeobxoomMmocTn nocTaBku Bepcuin, cepTudunumpoBaHHbix PCTOK Poccum n ®CB, nnm Tonbko ®CB, 3akazuunky
cnegyet npeanoxuntb nosmumio KL8O69RMZZZ: Kaspersky Certified Media Pack Customized.

BAXHO! lNpwn pasmeLueHnn 3akasa Ha konunyectso ot 30 MI, cpokn noctaBkn HEOBXOAMMO NpeaBapUTENBHO YTOYHATL
B JIK.

AKTyanbHbIW cnUcok cepTuduumnpoBaHHbix npunoxeHun JIK no cocrtosiHmio Ha 15.07.2025

Ne cepTuchukata HanmeHoBaHusA cepTdULMPOBaHHOTO NPUNOXKEHNS Cpok pencTsusa ceptudmkata
®CTIK
2534 Kaspersky Endpoint Security 12 gngs Linux 27.12.2025
2840 Kaspersky Linux Mail Server 10.0 13.03.2029
3155 Kaspersky Security Center 06.05.2030
3424 Kaspersky Endpoint Security for Mac 12 07.07.2026
3556 Kaspersky Security Center coBmecTtHo ¢ Kaspersky Private Security Network 20.04.2029
3676 Kaspersky Security 9.0 ans Microsoft Exchange Servers 12.12.2029
3754 Kaspersky Endpoint Security 10 anst Android (KSM10 TR 53.1) 23.06.2030
3854 Kaspersky Anti Targeted Attack Platform 27.12.2025
3864 Kaspersky Secure Mail Gateway 16.01.2026
3884 Kaspersky Security ans BupTyanbHbix cpeg 6.1 3awura 6e3 areHta 14.02.2026
3907 KICS for Nodes 3.2.0.273 03.04.2026
4253 KES for Aurora TR 10 21.05.2030
4408 Kaspersky Endpoint Security ans Linux - pegakuus nog Snbbpyc 14.05.2026
4027 KICS for Networks 4.0.1 25.10.2028
4068 Kaspersky Endpoint Security 12 gnst Windows 22.01.2029
4455 KUMA 28.09.2026
4597 Kaspersky Endpoint Detection and Response 14.10.2027
4672 Kaspersky Endpoint Security ans Linux 12 (ucn. — ARM) 03.05.2028
4846 Kaspersky Security ans BupTyanbHbix cpeg 6.2 Jlerkuit areHt 04.09.2029
®Cb
Co/C31-0446 Kaspersky Endpoint Security ans Linux - pegakuus nog Snbbpyc 20.01.2026
C®/C31-0456 Kaspersky Linux Mail Server 8.0 01.03.2026
Co/C31-0465 KATA 3.7 (AB) 31.03.2026
Co/C311-0555 KICS for Networks 3.0.1 31.12.2026
C®/C31-0558 Kaspersky Secure Mail Gateway 01.08.2027
C®/C31-0595 Kaspersky Endpoint Security 10 gns Android (KSM10 TR 37) 21.10.2027
Co/C31-0618 Kaspersky Endpoint Security 11 gns Linux (ucn. — baitkan) 31.03.2028
Co/C31-0685 KICS for Networks 4.0.1 31.10.2028
Co/C31-0695 KICS for Nodes 3.2 01.03.2029
Co/C3K-0696 KPSN 3.4.0.147 (KSC W:14.2, L:15) 31.01.2029
Co/C31-0697 Kaspersky Security Center 15 for Linux 01.03.2029
Co/C31-0698 Kaspersky Linux Mail Server 10.0 31.01.2029
Co/C31-0741 Kaspersky Endpoint Security 12.3 gns Windows 30.09.2029
Co/C31-0742 Kaspersky Endpoint Security for Linux 12 (ucnonHexvne ARM) 30.09.2029
Co/C31-0743 Kaspersky Security Center 14.2 Windows 30.09.2029
Co/C31-0762 KATA 3.7 (CpefcTBo obHapyxeHus aTak) 31.12.2025
C/C31-0765 Kaspersky Endpoint Security 12 ans Linux 30.09.2029
Co/C31-0764 Kaspersky Security 9.0 anst Microsoft Exchange Servers 07.10.2029
Co/C31-0790 KICS for Linux Nodes 1.5 01.05.2025
Co/C3K-0797 Kaspersky Security Center 1.5 for Linux 14.05.2030
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https://rd.kaspersky.com/sites/IDO/QA/Certification/FSB%20Certification/Certificate/%D0%A4%D0%A1%D0%91%20%D0%A1%D0%A4_%D0%A1%D0%97%D0%98-0797_KSC15.1Linux%20(119-03).pdf

NHpopmaumua o coBmecTuMbix Bepcusix OC U MPUIOXEHUSIX CTOPOHHMX NpOM3BOAWTENEN ykasaHa B pasgene
«CucTeMHble TpeboBaHMsA» B PyKOBOACTBaX NMosib3oBaTtesns k npunoxeHusim J1K.

CocTaB cepTudmumnpoBaHHbix Megua-nakoB 1 HOoMep Bepcui NPOrpaMMHbIX NPOAYKTOB YKa3aH B Tabnuue:

KL8066RMZZZ | KL8067RMZZZ | KL8069RMZZZ [KL8072RMZZZ
Kaspersky Kaspersky Kaspersky Kaspersky ans
HanmeHoBanue npunoxeHus/HaumeHoBaHue npoaykTa Bepcus CrapToBbIN CranpaptHbii | Certified BMPTYanbHbIX

Certified Certified Media Pack cpen Certified
Media Pack Media Pack Customized  Media Pack

®CTIK

Kaspersky Security Center 15 '\C/l\JI-:?\ dL(l)nng.115€?.11l(.)(?.2102714%9, Ana + + + +

Kaspersky Endpoint Security 12 anst Windows 12.8.0.505 + + +

Kaspersky Endpoint Security 12 angs Linux 12.2.0.2412 + +

Kaspersky Secure Mail Gateway 2.0.0.6478 +

Kaspersky Security 9.0 ans Microsoft Exchange Servers 9.7.364.0 +

Kaspersky Linux Mail Server 10 10.0.0.7427 +

Kaspersky Security ans BupTyanbHbix cpeg 6.0 lerkuit areHt 6.0.7.1402 +

Kaspersky Security ans BupTyanbHbix cpeg 6.1 3awuta 6es arenta  [6.1.0.992 +

Kaspersky Endpoint Security ansi Linux — pea. nog 3nbbpyc 10.1.2.329 no 3anpocy

Kaspersky Endpoint Security for Linux 12 (ucnontenve ARM) 12.2.0.2412 no 3anpocy

KUMA 3.2.1.23 no 3anpocy

KES for Mac 12.0.0.325 no 3anpocy

KSC coemecTHo ¢ Kaspersky Private Security Network 3.4.0.147 (KSC W:14.2, L:15) no 3anpocy

KES for Aurora TR10 1.5.0.116 no 3anpocy

Kaspersky Endpoint Security 10 gnst Android (KSM10 TR 53.1) 10.53.1.56 no 3anpocy

Kaspersky Anti Targeted Attack Platform* 6.0.4.13 +

Kaspersky Endpoint Detection and Response* 6.0.4.13 +

KICS for Nodes (vcn.Win 3.2.0.273; uen. Linux 1.3.0.1206)* g“g”d";"z’gg)'z'o'm' uen. Linux .

KICS for Networks* 4.0.1.222 +

®Cb

Kaspersky Security Center 15 for Linux 15.0.0.12912 +

Kaspersky Security Center 14.2 Windows 14.2.0.30004 +

Kaspersky Endpoint Security 12.3 gns Windows 12.3.0.493 +

Kaspersky Endpoint Security 12 gns Linux 12.0.0.6672 +

Kaspersky Security 9.0 ans Microsoft Exchange Servers 9.7.364.0 +

Kaspersky Linux Mail Server 10 10.0.0.7427 +

Kaspersky Secure Mail Gateway 2.0.0.6478 +

Kaspersky Endpoint Security for Linux 12 (ucnonHeHue ARM) 12.0.0.6672 no 3anpocy

Kaspersky Endpoint Security 10 anst Android (KSM10 TR 37) 10.37.1.1 no 3anpocy

KATA 3.7 (AB)* 3.7.0.713 +

KATA 3.7 (CpeacTeo obHapyxeHus atak)* 3.7.0.713 +

KICS for Nodes* 3.2.0.273 +

KICS for Linux Nodes* 1.5.0.2430 +

KICS for Networks* 4.0.1.222 +

*CepmudhuyuposaHHoe npusioxeHue npedocmasJsisiemcsi 1o 3anpocy 8 cocmase omaoesIbHO20 KoMmIsiekma (Medua-nake)
Kaspersky Certified Media Pack Customized

I'IpM pa3MeLlleHnn 3aKkasa HeobxoaMMo YKa3aTb:

PeksuanTbl
HanmeHosaHus
nonb3oBarens COpTHMUMOBAHHbIX Kon-so
lMnpogykT /TpeboBanne (Hassahwue, Peruvou, npANoXeHMA TTK 1 KeM JOMKEH 3K3emnns-
['opog, no4ToBbI pos DVD
ObITb BbifiaH cepTudmkar.
anpec)
KL8066RMZZZ: Kaspersky CtapTosblit Certified Media Pack + +
KL8067RMZZZ: Kaspersky CtangapTHbiii Certified Media Pack + +
KL80BIRMZZZ: Kaspersky Certified Media Pack Customized + + +
KL8072RMZZZ: Kaspersky ans suptyanbHbix cpeg Certified Media Pack + +

Mpu 3akase KLBO69RMZZZ: Kaspersky Certified Media Pack Customized obs3atenbHo 3anonHeHue ®Popma ans
3anonHeHus Npu 3akase ceptuduympoBaHHoro meama-naka KL8069RMZZZ.

OGHOBNEHUs CEPTUDULMPOBAHHBLIX BEPCUIA NS 3aKa34ynKoB, NprobpeTaBLUNX paHee Meaua-nak ¢ npeablayLuel Bepcuen
npogykta (C TeM e HOMepom cepTudukaTa), AOCTYMHbl Ha cawTte https://support.kaspersky.ru/common/certificates.
O6pallaem BHMMaHMe, 4YTO 3aKa3 Medua-naka npu npuobpeTeHun HOoBbIX CepTUULMPOBAHHBIX NMPOAYKTOB ABMASETCH
ob6s3aTenbHbIM.
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https://certified-products.avp.ru/#/certifiedproduct/4e265675-d3e4-ba9b-541f-8e2d9aefbd5a
https://certified-products.avp.ru/#/certifiedproduct/4e265675-d3e4-ba9b-541f-8e2d9aefbd5a
https://support.kaspersky.ru/common/certificates

6 [MpaBuna 3aka3a NPoAYKTOB MO AENCTBYIOWMM MAaPKETUHIOBbLIM
nporpamvam

BHumaHue! Ecnm komnaHus 3akasdmka OTHOCUTCSI K KaTeropum ykasaHHbix B n.6.1 v n.6.3 topuanyeckmx nuiy u
nnaHvMpyeT Mofy4nMTb CKUAKY B COOTBETCTBMM C JAEWCTBYIOLLMMMW MapKeTMHIOBbIMWM nporpammamu JlabopaTtopum
Kacnepckoro: «3awmurta obpasoBaHusi», «Hayka» u «MeguuuHa», 10 3akasumk 00s3aH noaTBepauTb CBOWM BUA
nedatenbHOCTW, nNpefocTaBuMB noATBe aowme OKYMEHTbl (Hanpumep, nuUUEH3Ms Ha OCyLlecTBNeHne
obpasoBatenbHOM UM MEOULMHCKOW OeATEeNbHOCTU C npunoxeHusamu, Yctae\[lonoxeHue lopnanyeckoro nuua,
Bbinucka n3 EMPHOJ1 n\nnu nHele noaTeepxaaroLLmne JOKYMEHThI).

BaxHo! CkvakM no BblleyKa3aHHbIM MapKETMHIOBbIM MNporpaMmamM noATBEpPXAAaloTCA TOMbKO NPU yCAOBUKM, UTO
obpasoBaTtenbHas MM MeauUMHCKas OeATenbHOCTb SIBNSETCA OCHOBHbIM/OOHUM U3 OCHOBHbIX BMAOB OEATENbHOCTU
opraHmsaumm.

BaxHo! YcnoBus MapKeTMHIoBbIX NporpamMmm AENCTBYHOT Ha Tepputopusax Poccuiickon Peagepaumm, cTpaH 3akaBkasbsi U
Pecnybnvkn Benapycb m MoOryT oTnuyatbCs B 3aBMCMMOCTM OT nuueH3anoHHon nonutukn AO  «JlaGopatopus
Kacnepckoro», 4enCTBYOLLEN Ha KOHKpPeTHON Tepputopun.

6.1 «3awmTta obpazoBaHUA»

Lenb nporpammbl: OGecneveHve KOMMMEKCHOW 3awmTbl MHMOPMauMmM B cuUcTeMe o6pasoBaHUsi, MOAOEPXKKY M
CTUMYIMPOBaHMWE pPacnpoCTpPaHEHUs1 3HaHWA O CcUCTeMax 3awuTbl Ha ocHoBe npoayktoB AQO "Jlabopatopus
Kacnepckoro".

YcnoBua nporpamMmmbl: B paMkax nporpammbl NpeaocTaBnseTcs BO3MOXHOCTb 3aka3a obpasoBaTeribHbIX MULEH3WHN,
OTNNYaIOLLMXCH OT CTaHOAPTHbLIX CyLLEeCTBEHHOM ckngkon (4o 70% npu nepBuYHON NOKYMKe).

Tunbl opraHuMsauuid, nognagarolWMx No4 YCNOBUA MNporpamMMbl: OGpasoBaTefbHble YYPEXOEeHWUs MO CrMCKY,
“MeloLLve NMUEH3MI0 Ha obpasoBaTesibHY0 AesATENbHOCTD:
e [ocynapcTBeHHble Bbiclune YuebHble 3aBeaeHns (akagemun, yHUBEPCUTETbI, MHCTUTYThI)

e HerocynapcTBeHHble (kommepyeckme) BY bl

e CpepgHue obuieobpasoBaTtenbHble YYpeXaeHus

e CpepHue cneumanbHble 0bpa3oBaTeNbHbIE YUPEXAEHUS

e [ocyaapcTBeEHHbIE M MyHULMNAMbHbIE AOLWKOMbHbIE YYpeXaeHus

e [leTckne poma

e VIHTepHaThI

e [ocypapcTBeHHble OMbnuMoTeku

e [ocynapcTBeHHble My3en

e [ocypapcTBeHHblE M MyHULMNANbHbIE yupexaeHus JononHutensHoro ObpasoBaHus OeTen
e ABTOpM30BaHHbIE y4eOHbIE LIEHTPbI U LIEHTPbI cepTudukauum «Jlabopatopum Kacnepckoro»
e [ocynapcTBEHHbIE CMOPTMBHbBIE LLKOMbI®

* 1o npedsapumernibHoMy coeanacogaHuro ¢ JIK

UcknioueHnsa— opraHmsauun, He noanagatrowine nog AencTsme nporpamMmmbl
e ApxuBbl

e MwuHuctepcTtBa, Ynpasnenus, [lenaptameHTbl 06pasoBaHms

e HayuHo-UccneposaTensckmne NHcTUTyThl (HUN), B TOM Yncne ¢ acnvpaHTypamu

e  WHcTutyThl Poccunckon Akagemun Hayk

e  WHctutytel HAH Benapycu

e [lpouve opraHusaumm, 3aHVMal0LWMecs NOCNEBY30BCKMM UNu oM. obpaszoBaHWeM B3POCHbIX, acnupaHTypou u
T.M.

MpoaykThl, NocTaBNsAeMble B paMKax NporpamMmmbi: Bo3amoxHa nocTaBka cneayoLlmx npoayKToB:
3awunTta pabounx mecT:

e Kaspersky Endpoint Security gnst 6usHeca — CtaHgapTHbIN

e Kaspersky Endpoint Security gnst bMsHeca — PaclumpeHHbIN

o Kaspersky Total Security ansa 6usHeca

BHumaHue! Kaspersky Small Office Security, Kaspersky Endpoint Security Cloud, Kaspersky Endpoint Security
Cloud Plus u Kaspersky Endpoint Security Cloud Pro He nocTaBnsaTCA No nporpamMmme «3awmra o6pa3oBaHUsA».
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3awunTta oTAeNnbHbIX Y3MOB CETU:
e Kaspersky Security anst BupTyarnbHbIX 1 00nayHbIX cpeq
e Kaspersky Security onst no4YToBbIX CEPBEPOB
e Kaspersky Security onst MHTEPHET-LLSO30B
e Kaspersky Security 4na cuctem xpaHeHus AaHHbIX
e Kaspersky Systems Management

OrpaHuyeHus: Npun 3akase ykasbiBaeTcs Tvn nuueH3mn Educational (B cnyyae nepsuyHOn nokynku) unn Educational
Renewal (B cnyvae npoaneHus nuueHsnin). ObpasoBaTterbHble NULEH3NM:
e  C TOYKM 3PEHMS NCMONb30BaHMS Y NPOANIEHNS MOSTHOCTBIO aHANOMMYHbl OBBIYHLIM NTULLEH3UAM

e He yyacTBYIOT B Apyrux nporpammax - «Murpupyin», «Haykay», «MeanunHay.

6.2 «Murpunpyn»

Llenb nporpammbl: Co3gaHue nbroTHbIX YCIOBMI AN1A Nepexoia 3akasynkoB C NPOAYKTOB TPETbUX NpoussoguTenen
Ha npoaykTbl JIK.

YcnoBus nporpaMmmbi:

e [loctaBka npogyktoB AO «JlabopaTopus Kacnepckoro» co ckugkon o 40% ot 6a30B0OM CTOMMOCTH, yKa3aHHON
B ohuumansHOM npanc-nmcTe.

e Ckuaka npenocTaBnseTcd Ha NPOAYKThl, 3allvLialolmMe TOT XKe TUM KOHEYHbIX YCTPOUCTB (paboune mecTa,
MoyTOBbIE ALWMKW, W03bl U T.n.). OO0bEM NpuMobpeTaemMon NULEH3NM B y3nax MOXeT BABOE MNpeBbIaTb
UMetoLLeecs KONmM4ecTBo.

e B pamkax nporpammbl « MUrpupyn» BbINMMCbIBAIOTCA NULIEH3UM TUNa cross-grade. 3T NULEH3MM C TOYKN 3pEHNS
NCNONb30BaHUS U NPOAIEHUS MOMHOCTBIO aHANOMMYHbI OBbIYHBIM NULIEH3UAM.

e [lpnobpeTeHne NpoayKToOB NO AaHHOW MporpammMe BO3MOXHO B Nepuos AEUCTBUSA NULEH3MOHHOMO CornalleHuns
TpeTbero NPOM3BOANTENS, a Takke He no3aHee 1 MecsiLa Nocrie ero OKOH4YaHus™.

e Mwurpaums c ogHOW NULEH3NM CTOPOHHErO NMPOU3BOAUTENS BO3MOXHA TONMbKO 1 (0auH) pa3 v Tonbko Ha 1 (oauH)
NporpaMMHbIN NPOJYKT.

*Tonbko o npedsapumernibHoMy coenacosaHuro ¢ JIK.

Tpe6oBaHus:
Nmetoasncs y 3akas3unka fMueH3nst Ha KOHKYPUPYIOLLMIA NPOAYKT AOMMKHA COOTBETCTBOBATL crieAytowmm TpeboBaHmaM:

e Twun npoaykTa: JInLeH3ns omkHa pacnpocTpaHATLCS Ha NNaTHbIN KOPNopaTUBHbLIN aHTUBUPYCHBIA NPOAYKT.

e  O®yHKUMOHanN (TN 3alMLiaeMblX Y3fOB CETM) OOSMKEH COOTBETCTBOBATb (hyHKUMOHANy npuobpeTaemoro
npoaykra JK.

o KonwnyectBo y3nos: NpnobpeTtaemoe KONNYECTBO y3rOB HE LOMKHO NpeBbILWAaTh nmetolleeca donee, yem B 2
pasa.

e Cpok gencteusi: NpuHMMaeTcsa NUMUEH3NS B Te4eHne cpoka ee aenctems n 30 AHen nocne ero OKOH4YaHus*,

*Tonbko o npedsapumernibHoMy coenacosaHuro ¢ JIK.

MoarBepXxaaroLime AOKYMEHTbI:
e JIMUEH3NOoHHbIN cepTudmkaT nponssoanTens, cogepxawmn 1) MHH 3akasunka 2) HaumeHoBaHve npoaykTa 3)
KONMYecTBO y3roB 4) CpOK eNCTBUS NULIEH3NN.
e [loagTBepxgawlme AOKYMEHTbl O MNPUOOPETEHUM NMUEH3UM (akT npuema-nepenavv WnNn yHUBepcarbHbIN
nepeaaToyHbI IOKYMEHT).

OrpaHu4eHus: JlvueH3nm Tuna cross-grade He y4acTByOT B ApYrUx nporpammax - «3awuta obpasoBaHusay, «Haykay,
«MegunumnHa».

DealReg: T[lpu peructpaumm B cucteme peructpaumm cgenok «DealReg» Ha nuvueHsun Tuna cross-grade
npegocTaBnseTcd AONOMHUTENbHAsA ckuaka (B cooTBeTCTBMU C NpaBunamu DealReg).

6.3 «Hayka» u «MeguuunHa»

LUens nporpamm: JlbrotHoe obecrneyeHue KOMMIEKCHOM 3aluMTon MHOpMaUUM rocyaapCTBEHHbIX (OlooKeTHbIX U
aBTOHOMHbIX HEKOMMEPYECKMX) OpraHusauuii, NpegoCTaBnsaoWmNX MEAMLMHCKME YCINYrM HACemNeHuo, 3aHMMaloLWmnXcs
Hay4HO-MCCneaoBaTenbCKoON AeATeNbHOCTLI0, NGO AONOMHUTENbHLIM 06pa3oBaHMEM.

Ycnosusi nporpamMmmbi:
B pamkax nporpamm npeaocTaBnsieTcsl BO3MOXHOCTb 3aKka3a HOBbIX JIMLEH3UN, 403aKynoK K AeNCTBYIOLNM NULEH3UAM
1 npoanexHui co cknakon 30%. Ha nuueH3umn no Mmogenun exxeMecsydHon NOANUCKN CK1aKa He pacnpoCTpPaHSAeTCs.
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Tunbl opraHusauun, nognagaroLwmx nNog ycrioBUs NporpamMmmbi:
Tornbko HEKOMMEPYECKME OpraHn3aunm ¢ rocyfapCTBEHHOW UM MyHULMNANbHON hopMor COBCTBEHHOCTMW.

MepguumHa:
e [ocynapcTBeHHblE MeQMUMHCKME yYpexXaeHusl, okasblBaloLwme nededbHble MeAMLUHCKME YCIYrn HaceneHuio
e bBropo meguko-counansHoOM aKkcnepTusbl
e LleHTpbl n cTaHuuM NepennBaHns KpoBU
e [OocynapCTBEHHbIE LIEHTPbI coLmanbHOM peabunutauum nHBanMaoB U oeTen-nHBanuaos
e [ocynapCTBEHHblE CAHAaTOPHO-KYPOPTHbIE yupexaeHmsa™*
e [ocynapCTBeHHble OpraHu3auum, okasbiBaloLLne AedATeNbHOCTb Mo yxoay ¢ obecneyeHnem npoxmnBaHua™
e [ocynapCTBEHHbIE yUpEeXaeHMs coLmanbHOro obcnyxmBaHnsa HaceneHma*

Hayka:
¢ Hay4dHo-nccnegosaTtenbckue opraHusaumm
o WHctutyThl Poccuinckon Akagemun Hayk (PAH)
o  WHctutyTtel HAH Benapycu
e OpraHunsaumu, 3aHMMaroLMecs NOAroTOBKOM M NEPenoAroToBKOM KagpoB
e OpraHunsaumu, okasbiBaroLLme yCnyri A0NoNHNTENbHOro o6pasoBaHns 1 NoBbILEHWS KBanudukaumm
e [OCypapCTBEHHbIE YYPEXAEHNS COLManbHOro 06CnyXnBaHusa HaceneHns*

* 110 npedsapumesibHOMy coaacogaHuto ¢ JIK

UcKnoYeHUs — opranmsauum, He nonagatowme noz AencTene NporpaMmmbl.
MeanumHa:
o LleHTpbl rurneHbl n aNMaeMmonorum
s biopo cyaebHO-MeaMLMHCKON aKCnepTusbl
« [laTtonoroaHatomu4eckume 6opo
MeanunHckne MHOPMaLNOHHO-aHaANUTUYECKME LEHTPbI
YHUTapHble NpeanpusTms

Hayka:
e YHUTapHble NpeanpuaTus

MpoaykTbl, NocTaBnsieMble B pamMKax nporpamm: Bo3amokHa nocrtaBka crieytLnx NpoayKToB:
3awunta paboymnx mMecT:

e Kaspersky Endpoint Security gns 6usHeca — CtaHgapTHbIN

o Kaspersky Endpoint Security gnst 6busHeca — PacLumpeHHbIn

e Kaspersky EDR gns 6usHeca — OnTumanbHbIf

o Kaspersky Total Security ansa 6usHeca
3awnta oTAEeNbHbIX Y3MOB CETU:

e Kaspersky Security 4nst no4ToBbLIX CEPBEPOB

e Kaspersky Security onst MHTEPHET-LLIO30B

Buumanue! Kaspersky Small Office Security, Kaspersky Endpoint Security Cloud, Kaspersky Endpoint Security
Cloud Plus, Kaspersky Endpoint Security Cloud Pro, Kaspersky Security for Microsoft Office 365 u gpyrue
NpoAyKTbl, He 0603Ha4YeHHbIe B CMUCKE Bbllle, He NOCTaBMSAOTCA Mo nporpammam «Hayka» n «MeguunHa.

PasmeweHune: 3aka3 pasmelyaetcd Ha obblyHble NUUeH3uM Tuna Base (HoBble nuueH3umn) U renewal (npoanexus),
ykasbiBaeTca ckmgka End User Discount 30% no nporpamme. [ng pasmelleHvs 3aka3oB MO NporpaMmam KBOTbl He
HY>KHbl.

OrpaHuueHus: Ckuaka He pacnpocTpaHsieTcs Ha nuueH3un Tuna Educational, Educational Renewal, Cross-grade.

DealReg: [lNpun pernctpaumm B cucteMe perucrtpaumm coenok «DealReg» nuueH3un no nporpammam «Hayka» u
«MeamumnHa» NpeaocTaBNAlTCA YCNOBUS, aHaNorM4yHble CTaHAapTHLIM — AOMNOMHUTENBHAsA CKMAKA Ha HOBblE NULLEH3UN
(Tvn base), Ha npoanexus (renewal) — B COOTBETCTBMU C HOBbIMU npasunamu DealReg. MNpu perncrtpauun B none
«KOMMeHTapuu» 06a3aTenbHO yKasbiBaTb MPUHAONEXHOCTb 3akasduka K nporpammam «Hayka» n «MeauuuHa», u
npvknageiBatb NOATBEMKAAIOLME JOKYMEHTHI.
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7 TlpunoxeHue N21 K pyKOBOACTBY IapTHepa 110 padboTe C mpakc-
JUCcTOM: /IneH3MpOBaHUeE M YCJI0BUA NOocTaBKU Maintenance
Service Agreement (ycsyru PacluupeHHOM TeXHUYECKOU
NOAAEPKKH)

HacTtosiwasa nporpaMmma nogAepxku HanpasrieHa Ha npegoctaBneHne [onb3oBaTento paclUMpPeHHOro NepeyHst
ycnyr, a Takxke Ha npeaocrtaBrieHe NoBbILLEeHHOro Ka4ectBa OﬁCJ‘Iy)KVIBaHI/IFl Nno CpaBHEHUIO C YCIOBUAMMU CTaHJJ,apTHOVI
noaaepkkn, okasbiBaemMon B pamkax JinueHanoHHoro cornaweHms AO «JlabopaTtopusi Kacnepckoroy, onpeaenstoLero
yCroBus UCNOMb30BaHMsA nporpaMmmHoro NpoaykTa MNone3oBatenem.

Mo hopme npoaykTa NOCTaBKa OCyLLECTBSETCS B BUAe cepTudmkarta, npeJocTaBnAloLEero npaBo Ha nonyvyeHme
yCryr pacLuMpeHHO TEXHUYECKOW NOAAEPXKKM ONpeaeneHHOro YpoBHS.

Pasgen npanc-nucta Services cogepXuTt 6a3oBbii Npanc-NMCT Ha PacLUMPEHHYH TEXHWUYECKYHD MOAAEPXKKY C
yKa3aHMem CTOMMOCTM A1 KOHEYHOro Nonb30BaTens, npu ycrnosum obenyxueaHua go 500 3awuuiaemblx y3noB u He
6onee ogHoro ocuca obcnyxuBaHnsi. 3akasbl Ha PaCLUMPEHHYI0 TEXHUYECKYHO MOAAEPXKKY MOTYT pa3MeLLaTbCs TObKO
nocre npeaBapuTENbLHOIO COrMacoBaHWs C KypupyroLwmMm MmeHegxepom JIK.

PPL naketa MSA Enterprise npegoctaBnseTcs TOMbKO MO 3anpocy 4Yepes Kypupytowero meHeaxepa JIK

KpaTtkoe cpaBHeHMe 0COb6eHHOCTEN pa3nnyHbIX YPOBHEN TEXHUYECKOWN NoanepKku npMBeadeHbl B Tabnuue:

Mo ymonyaHuio Ans [nsi KpymnHbIX
51 BCEX [nsa manoro [na cpeaHero npeanpusaTun, opraHu3auui co
A Ou3Heca Oun3Heca TpebyoLmx CIOXHOM
KIMMEHTOB o
noaaepxku 24/7 MHpacTpyKTypom
O6cnyxusaHue
KonuyectBo
npeMmym- 0 6 12 36 He orpaHnyeHo
VMHLUWOEHTOB B rog
Mopaoepxka no TenecoHy n yepes Beb-noptan
YRR CraHpapTHble CrEiE CraHgapTHble
KPUTUYHOCTMU: Aap ble paboyve Aap 24/7/365 24/7/365
° pabouue yachbl paboume yachl
1(kpuTHYECKNN) yacsl
yposeHb CraHpapTHble CranaapTH CranpapTHble CrtaHpapTHble
KPUTUYHOCTMU: Aap ble paboyve Aap Aap 24171365
- pabouue yachl pabouue yachl pabouue yachl
2(BbICOKUM) yacel
VIEEEE . CraHpapTHble CraHnapTH CraHgapTHble CraHpapTHble CraHpapTHble
KPUTUYHOCTMU: ble pabouve
3(cpenHui) pabouune yachl GaCkH paboumne yachl pabo4une yachl pabouue yachl
YposeH, . CraHpgapTHble CraHaapTH CraHpgapTHble CraHpapTHble CraHpapTHble
KPUTUYHOCTMK: ble pabouve
~ pabouue yachl paboune yachl paboune yacol pabouue yachl
4(Hn3Knn) yacel
Bpewms peakuuu
YpoBeHb
. 6 paboumnx
KPUTUYHOCTHU: — 4 paboumx yaca 2 yaca 30 MUHYT
° Yacos
1(kpuTUYECKNN)
YpoBeHb
KPUTUYHOCTMU: — — — 6 pabo4mx 4YacoB 4 yaca

2(BbICOKUM)



YpoBeHb

KPUTUYHOCTMU: — — — 8 paboumx yacoB
3(cpegHun)
pECEEEE . 10 paboumx
KPUTUYHOCTMU: — — — 4ACOB
4(HN3Knn)
YpaneHHoe
NOAKMIoYeHNe o v v v

[ononHutensHble
npenmmyLlecTtea

AkcnepTHas
nopaepxka - v

lNMepcoHanbHbIN
TeXHUYeCKnUmn — — — _
MeHepxep

MoHuTOpUHI
KavyecTBa
ob6cnyXuBaHusa m
oT4yeTbl

Ayaut coctosiHuA
CUCTEeMbI 3alUUnTbI

YacTHble
ucnpasneHus

Mpuwoputet

06paboTKM 3aNpoCoB — BaszoBbin CpeaHun Bbicokun

MoapobHyto MHOPMaLUIo MO KaxKAoMY MX NakeToB MSA Bbl MOXeTe HanTu Ha canTe:
https://support.kaspersky.ru/support/msa

6 paboumx yacos

8 paboumx yacoB

v

ExxerogHo

v

Bbiciunin
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8 IlpunoxxeHnue N22. Yc10BUA NOCTABKHU JIMLEH3UM 10 MOJeJIU
NOANMCKH.

B2B-nognucka - Mogenbs npogax, npeanaratowas npuobpeTeHne KopnopaTMBHbIX NPOAYKTOB «JlabopaTopun
Kacnepckoro» Ha exxemecsyHon ocHoBe. MyHMManbHbIN CPOK NOANUCKM - 1 MecsL.

Mo moagenu B2B-noanuckn NoCTaBnsOTCA Crieaytowme npoaykrbl:
o KL4542RA*MG Kaspersky Small Office Security for Desktops, Mobiles and File Servers (fixed-date

o KL4313RA*MG Kaspersky Security Ans nOMTOBbIX CEPBEPOB

o KL4413RA*MG Kaspersky Security onst UHTEPHET-LLSTI030B

o KL4742RA*MG Kaspersky Endpoint Security Cloud, User

o KL4746RA*MG Kaspersky Endpoint Security Cloud Pro

o KL4863RA*MG Kaspersky Endpoint Security aons 6usHeca — CtaHgapTHbIN

o KL4867RA*MG Kaspersky Endpoint Security ans 6usHeca — PaclumpeHHbin

o KL4869RA*MG Kaspersky Total Security ans 6usHeca

o KL4155RA*MG Kaspersky Security ans BupTyanbHbix 1 obnadHbix cped, Desktop

o KL4255RA*MG Kaspersky Security ons BuptyanbHbIx 1 obnadHbix cpeq, Server

o KL4555RA*MG Kaspersky Security onst BupTyanbHbIX U 06nadHbix cpeq, Core

o KL4153RA*MG Kaspersky Security ans BupTyanbHbix 1 obnayHbix cpeg — Enterprise Edition, Desktop
o KL4253RA*MG Kaspersky Security ans BupTyanbHbix 1 obnadvHbix cped — Enterprise Edition, Server
o KL4553RA*MG Kaspersky Security ons BuptyanbHbix 1 obnadHbix cpeq — Enterprise Edition, CPU

o KL4312RA*MG Kaspersky Security for Microsoft Office 365

o KL4852RA*MG Kaspersky Sandbox, Node

o KL4891RA*MG Kaspersky Security gns 6aHKkomaToB 1 TO4EK MTHOBEHHOW ONnathbl

o KL4892RA*MG Kaspersky Security onst 6aHkomaToB 1 Touek MrHoBeHHol onnatel Compliance Edition
o KL8558RA*MG Kaspersky Automated Security Awareness Platform

Mo Bonpocam noaknyeHus K moaenu b2b-noanUcKN N TeXHMYECKOMY CONMPOBOXAEHUIO Heo6XxoaMMO
obpallaTtbCcs K QUCTPUOLIOTOPY.

Product

Protected

objects

License objects and
Factors

Standard licensing schemes
(examples)

Kaspersky Small Office
Security for PC, MD, FS (KSOS)

PabGouune cTtaHuumn
100%

+
MobunbHble ycTporicTea
100%

+
davinosble cepsepbl

10%

Tun noctaBku: JlnueHsnsa

Konnyecto: (N) nprobpeTaeMbix nNuLEeH3nn
KSOS nosBonsietT obecneunTb 3aLmTy:

- N pabouux ctaHuuin
- N MOBunbHbIX yCTPOMCTB
- 10% ot N cbainnoBsbix cepsepoB
(1 &b.c mpu 5-14T1K, 2d.c. npu 15-24T1K)

Cpok: 1 mecsiL

Pa6oune
CTaHLMU/HOYTBYKM Pabouue craHumn
100%
u ’ Tun noctaBku: JNlnueHsmsa
o +

CEDTIREES Konunuectso: (N) npnobpeTtaembix nuueH3nn

CERECPES daiinosble cepBepbl no3sonsieT obecneunTb 3aLnTy:

Kaspersky Endpoint Security + o i S 4 i
Cloud/Cloud Pro 100% N (paboumnx cTaHumin + dhannosbIx

MoBUnbHble + cepBepoB)
yCTpoOWCTBa

Kaspersky Endpoint Security
ansA 6usHeca — CtaHAapTHbIN

Kaspersky Endpoint Security
ansa 6usHeca — PacwumpeHHbIn

Mo6wunbHble ycTponcTBa

400%

Pab6oune cTtaHuun
100%
+
dannosble cepBepbl

100%

- 2*N MOBUIbHbIX YCTPOWCTB

Cpok: 1 mecsiy

Tun noctaBku: JlnueHsmsa
KonnyectBo:

MuH1ManbHoe YMcno nepBnYHO
npuobpeTaemMbix nuLeH3nn — 10

MakcumanbHO YMcno NUUEeH3un - 249
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Kaspersky Security gns
NMOYTOBLIX CEPBEPOB

Kaspersky Security for
Microsoft Office 365

Kaspersky Security ans
BUPTYanbHbIX U 06NaYHbIX
cpen, Desktop

Kaspersky Security gnsa
BUPTYalibHbIX U 06NaYHbIX
cpep, Enterprise Edition
Desktop

Kaspersky Security gns
BUPTYalibHbIX U 06IaYHbIX
cpea, Server

Kaspersky Security ans
BMPTyanbHbIX U 06naYHbIX
cpea, Core

Kaspersky Security ansa
BUPTYalibHbIX U 06a4YHbIX
cpep — Enterprise Edition,

Server

Kaspersky Security ans
BUPTYanbHbIX U 0611a4YHbIX

cpep — Enterprise Edition, CPU

[MouToBbIE CEpPBEPDI

MNoyToBbIE ALMKN,
100%

BupTyansHble
pabouve cTtaHuum

BupTyanbHble
cepBepbl

Apnpa

BupTyanbHble
cepBepbl

Mpoueccopsbl

+
Mo6wunbHble ycTponcTea

100%

MouToBble awmkm, 100%

MoyTtoBble Awmkm, 100%

BupTyanbHble paboune
ctaHumn 100%?*

BupTyanbHble cepeepbl

100%?

Anpa
100%2

BupTyanbHble cepBepebl

100%*

Mpoueccopsl

100%°

Kaspersky Security ansi BUpTyanbHbIX U 06na4HbIX cpea;:

Mo mogenu b2b-nognnckn gocTynHbl 6 No3nuMin Ha NpodykT Kaspersky Security ons BupTyanbHbix U 06nayHbIx
cpen — Core, Server, Desktop, Enterprise Desktop, Enterprise Server, Enterprise CPU. OgHoBpeMeHHoe
nprobpeTteHne kombuHauun nuueHsnn Desktop n Enterprise Desktop, Server n Enterprise Server, Core u
Enterprise CPU ogHoMy 3aka3uuKy He ornyckaeTcs.

B chny4dae nmueH3npoBaHnA No YKUcrny BUpPTyalribHbIX MALUUH, €CInn y NoJfib3oBaTesa €CTb KaK CepBepHble

Cpok: 1 mecsiLy

Tun noctaeku: JlnueHsmsa
Konu4yecTtBo:

MwHMManbHoe YnCIo NepBUYHO
npuobpeTaembix nuLeH3nn — 10

Cpok: 1 mecsy

Tun noctaeku: JlnueHsms
Konuyectso:

MwHMManbsHoe YXCIo NepBUYHO
npuobpeTaemMbix nuueH3nn — 10

Cpok: 1 mecsiL

Twn noctaBku: JluueHsns
Konu4yecTtBo:

MuvHuManbHoOe Yncno NepBUYHO
npuobpeTaemMbix NULEeH3nn — 10

Cpok: 1 mecsy

Twn noctaBku: JluueHsns
KonuyecTtso:

MuH1ManbHoe YMcno nepBuYHO
npuobpeTaembix NULEH3NN - 1

Cpok: 1 mecsy,

BUpTYarbHble MallWHbI, TAK U BUPTYyarbHble paboyne cTaHumumu, Heo6xoaumo npuobpectu 2 nosuumm - Kaspersky
Security ans BupTyanbHbIx 1 o6navHbix cpen — Server u Kaspersky Security Ans BUpTyanbHbIX U 06nayHbIX cpes
— Desktop - no uncny MallvH KaXaoro Turna cooTBETCTBEHHO.

MU3meHeHMe konnyecTBa NUUEH3Un B cnyyae b2b-nognucku:

B TeueHune nepunoaa noanmckn BO3MOXHO yBenmqume/ymeHbmeHMe KONMYecTBa NMLEH3UIN C MUHUManbHbIM

warom B 1 niMLEH3NI0.

I'Iop;mox onnatbl B cny4yae naMmeHeHus Konu4decrtea YTO‘IHﬂFITe y ,CIVICTpVIGbI-OTOpOB.

1 Konunuectso r|p|/|o6peTaeMb|x NULEH3NN DESktOp paccynTbiBaeTCA, UICX04A U3 MakCMMalibHOro Ymcna Kak BpeMeHHbIX, TakK U NMOCTOAHHBIX, BUPTYaribHbIX pa60‘-IVIX

CTaHUWNA.

2 Konnuectso r|p|/|o6peTaeMb|x nvueH3nn Server paccynTbiBaeTCA, UCXo4A U3 MakCMMaribHOro Ymcrna Kak BpeMeHHbIX, TaK U NOCTOAHHbIX, BUPTyalbHbIX CEPBEPOB.

3 Konunuectso npmo6peTaeMb|x nuueHann Core paccynTbiBaeTCA, ucxoga na obuero yucna anep CbVIBI/I‘-leCKI/IX npoLeccopoB Ha BCeX 3allmLiaeMblX XOCTax.

4 KonunuectBo anIOﬁpeTaeMle NULEeH3nn Enterprise Server paccynTbiBaeTCA, UCX04A N3 MakCUMaribHOro Yncra Kak BpeMeHHbIX, TaK M MOCTOAHHbIX, BUPTYaribHbIX

cepBepoB.

5 KonuuecTso npnobpeTaembix nuLeHsnii Enterprise CPU paccuutbiBaeTcsi, Mcxois ua obLiero uncna husmyeckix NpoLieccopoB Ha BCEX 3allMLLAeMbIX XOCTaX.

30



9 IIpunoxeHue Ne3 K pyKOBOACTBY IapTHepa mo padéoTe C mpaic-
JaucToMm: JiuneHsupoBaHue U Yycja0BUA mnoctaBku Kaspersky
Sandbox, Node

[aHHbIN AOKYMEHT cogepXuT obLimne npasuna niueH3npoBaHus cepeuca Kaspersky Sandbox, Node. [lJokymeHT
npegHasHaveH ans naptHepoB AO «Jlabopatopusa Kacnepckoro» (ganee JIK), paGotawwmx Ha TeppuTopum
Poccuiickon ®epepaunm u ctpaH 3akaBkasbsi U MMEIOLLMM NPaBO NPOAAXKN peLleHUs.

9.1 O6wasn nidopmauuns o peweHnn Kaspersky Sandbox

Pewenune Kaspersky Sandbox nomoraeTt opraHusaumsam nNpoOTMBOCTOATbL KOMMMNEKCHBIM yrpo3am, CrocobHbIM
0bxoanTb ncnonb3yemyto 3awnty pabounx mect. Kaspersky Sandbox paciumpsiet Bo3amoxHocTn Kaspersky Security
anst 6usHeca M NO3BONSIET KOMMAHMSAM MOBbLICUTb YPOBEHb 3aLUULLEHHOCTM paboumx CTaHUWA U CepBepoB OT
Hen3BeCTHOro BpegoHocHoro MO, BMpYCOB-LUMEPOBaNbLLMKOB, SKCNIIONTOB HYIEBOIO AHS U APYIUX Yrpo3, U BCe 3TO
— 0e3 npuBneveHns Nb-aHannTMUKoB.

9.2 CraHpapTHble CXeMbl IMLEeH3NPOBaHUA

MpoaykT 3awmwaemble O6bekThI CtaHpapTHble cxeMbl NMLEH3UPOBaHUS
06 BLEKTbI NINUEH3UPOBaHUA (npumepbl)
Kaspersky Paboune cTtaHumu, Paboune ctaHumu, Twn noctaeku: JlnueHsus
Sandbox, Node cepBepbl cepBepbl .
pBep pBep Konu4yectBo: MuHumarnbHbIn
100% nepBoHayarnbHbli 06bem - 250 nMueH3un

Cpok: 1, 2, 3ropa

Tun nuueH3un: Base nnu Renewal

9.3 [lpaBuna 3aKkasa npoaykKra

Kaspersky Sandbox, Node He npogaeTcd Kak CaMOCTOSITENbHbIA MPOAYKT, €Cnv TOMbKO OH He Oyadet
Mcnonb3oBaTbCA C MPOAyKTaMu CTOPOHHMX npoussogutenen 4depesd API*. Ero moxHO npuobpectu Tonbko B
OOMONHeHne K OEWCTBYIOLEN MMUEH3MN Creaylowmx nNpoayKTOB, NMPU 3TOM CPOKM OKOHYaHUA obenx nvueH3un
OOMKHbI BbITb BbIPOBHEHBI K €A4MHOW AaTe:

o Kaspersky Endpoint Security gna 6usHeca — CtaHgapTHbI;

o Kaspersky Endpoint Security ons 6usHeca — PacluMpeHHbIn;

e Kaspersky EDR gns 6usHeca — OnTumarnbHbIi;

o Kaspersky Total Security onsa 6usHeca.

KonunuectBo nuueHsmn Kaspersky Sandbox, Node paccunTtbiBaeTcss ncxogs us obLiero Konuyectsa y3roB
(paboumnx cTaHUU U CepBEPOB), KOTOPbIE AOIMKHbI ObITh 3aLMLLEHbl. OTO YMCNO MOXET ObITb PABHO UMW MEHbLLE
obuero konnyecTea y3nos, 3awuwaemblx Kaspersky Endpoint Security ons 6usHeca.

Hanpumep, ecnu knmneHT nmeet 1000 y3nos, 3awmeHHbIX ¢ nomoulpto KES gns 6usHeca - CtaHgapTHbIN, 1
X04ET UMETb AONONHUTENBHbIV YpoBeHb 3awmuTbl Sandbox ans 450 KpUTUYECKNX Y3MOB, KIMEHT JAOMKEH KynuTb 450
nuueHsni Kaspersky Sandbox, Node.

BAXHO! [ns pacyema cmoumocmu Kaspersky Sandbox, Node, Heobxodumo obpawjambcsi K Kypupyrouwemy
meHedxepy (pa3den Konmakmai https://partners.kaspersky.com/s/contacts).

*QObpatnte BHMMaHue, 4to Kaspersky Sandbox, Node npepoctaBnser RESTful APl gnsa wHTerpaumm co
CTOPOHHUMW peLleHusMU. [ns nony4YeHns pekoMeHaaumin no fMUEH3MOHHbLIM cLueHapusim nHTerpauumn Kaspersky
Sandbox, Node ¢ pelueHnsasMM CTOPOHHUX MPOU3BOAUTENEN, NOXanyncTa, obpaTutech Ha partner@kaspersky.com
UNn K KypupyloLLeMy MeHemKepy.

MoppobHyto uvHGpopmauuio no  peweHuto  Kaspersky Sandbox  Bbl HaWTM Ha cante:

https://www.kaspersky.ru/enterprise-security/malware-sandbox.

MOXeTe
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10 IIpunoxxkeHue N24 K pyKOBOACTBY MapTHepa mo padéoTe C mpaic-
JaucToMm: JiuneHsupoBaHue U Yycja0BUA mnoctaBku Kaspersky
Managed Detection and ResponseNEW

[aHHbIN OKYMEHT coaepXuT obLume npaBuna nuueHsnpoBannsa Kaspersky Managed Detection and Response.
[okymeHT npepgHasHadveH ans naptHepoB AO «Jlabopatopusi Kacnepckoro» (manee JIK), pabGoTatowwmx Ha
TeppuTtopumn Poccunckon ®egepaumm n ctpaH 3akaBkasbs U MMEKOLMM MPaBO NPOAAXKUN peLUEeHMs.

10.1 O6was uHcpopmauusa o peweHnmn Kaspersky Managed Detection and Response

PeweHnune Kaspersky Managed Detection and Response (Kaspersky MDR) npegocTaBnsieT KpyrfioCyTOYHYO
ynpaBnsieMyro 3alWuTy OT pacTyllero 4YuMcrna M3BeCTHbIX M HEeU3BEeCTHbIX paHee Kubepyrpos. PelieHve
pononHsieT dyHkumoHan Kaspersky Security ons 6usHeca, Kaspersky Endpoint Detection and Response u
Kaspersky Anti Targeted Attack, npegoctaBnssi KpyrnoCyTOYHbIN MOHUTOPUHT 1 @aHanu3 cobbiTun MHPOPMaLMOHHOWN
6esonacHocTn. Kaspersky MDR nossonsieT BbIiBNATb WMHUMAEHTbI MHOpMauuoHHON 6e3onacHoCTH, nonyyatb
pekomMeHJauMn Mo pearupoBaHW0 Ha WHUMAOEHTbI, @ TakKe OCYLECTBMNSATb pearnpoBaHWe Ha 3almaembix
cepsucom yanax. Kaspersky MDR nosBonset opraHusaumsamM C HEXBATKOW PECYPCOB M OMbiTa aBTOMAaTUYECKU
BbISIBINATb Yrpo3bl, KOTOpPble OOXOASAT CYLLECTBYIOLME CUCTEMbI OOHAPYXXEHUSA U NPedoTBPaLLEHUS], B TO Xe BPeMs
no3gonas 3penbiM komaHgam MWT-6e30macHOCTM COCPedoTOMUTLCA Ha  KPUTUYECKUX 3ajadax, KoTopble
OEeNCTBUTENBHO TPEOYIOT UX yyacTus.

* Hannune Kaspersky Endpoint Security sBnsieTcs obsizaTenbHbIM YCNOBMEM [ANsi MOCTaBKN peLLeHUust
Kaspersky MDR.

10.2 CtaHgapTHble CXeMbl NULEeH3UPOBaHUA

3awumaembie O6BLEeKTbI CTtaHaapTHbIe cXeMbl

LECRVY 00BLeKThI NULEeH3UpoBaHuA NUUEeH3upoBaHUA (Nnpumepbl)

Twn noctaBku: JlnueH3nsa

Paboune KonuyectBo: MnHMManbHbIN HavarnbHbIN

CTaHLmm Yansi o6beM 3aKa3 150
KL4829 Kaspersky MDR ) obbem 3akasa - NULUEH3NS Ha Y3rOoB.

HOYTOYKM, 100%

cepBepbl Cpok: 1, 2, 3 roga

Tun nuueHsuu: Base, Renewal

10.3 NpaBuna 3aka3a npoaykra

Kaspersky Kaspersky MDR He npoAaeTcs kak caMocTosiTeNlbHOe pewieHue. Ero MoxHo npnobpectu Tonbko
B JOMOJHEHWE K AeNCTBYOLEN NULEH3NN CNEeayoLWMX NPOAYKTOB:

e Kaspersky Endpoint Security gns 6usHeca - CtaHgapTHbIN,

e Kaspersky Endpoint Security gns 6usHeca - PaclumMpeHHbIi,

e Kaspersky EDR anst 6usHeca — OntumMarnbHbIi,

e Kaspersky Total Security gns 6usHeca;

» Kaspersky Total Security Plus ans 6usHeca;

» Kaspersky Security ons BupTyanbHbIX 1 obnadHbIx cpea, Server;

e Kaspersky Security ansa BupTyanbHbIX U 00navHbix cpef, Enterprise Server;

e Kaspersky Security ansa BupTyanbHbIX 1 obnavHbix cpeg, Core;

e Kaspersky Security ansa BupTyanbHbIX 1 0bnavHbix cpeq, Enterprise CPU;

» Kaspersky Symphony Security;

* Kaspersky Symphony EDR;

» Kaspersky Symphony XDR Core;

» Kaspersky Symphony XDR;

» Kaspersky EDR Expert Plus.

KonnuectBo nuueHanin Kaspersky MDR paccuutbiBaeTcsl UCXoAs M3 obLiero konuyectBa y3noB (paGounx
CTaHLUI, HOYTGYKOB 1 CEpBEPOB), KOTOPbIE HEOGXOAUMO 3aLUMTUTL. DTO YMCIIO MOXKET ObiTb PaBHO UM MEHbLLE
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obLero konuyecTsa y3noe, 3awuuleHHbix npogyktom KESB (CtaHaapTHbin, PacwmnpenHsin, Total, Total Plus), unu
KEDR OntumanbHbIn, unn Kaspersky Security Ans BupTyanbHblx U obnadHblx cpea, unu Kaspersky Symphony.

Hanpumep, ecnu y knueHta ectb 1000 y3noB, 3awuuieHHbIX ¢ nomoLbto Kaspersky Total Security ons 6usHeca,
N OH XOYeT MMETb AOMOMHUTENbHbIA YpoBeHb 3awwmTbl MDR anga kputnyeckux 500 y3noB, KNUEHT OOMKEH KynuTb
nuueHsnio Kaspersky MDR anst 500 y3nos.

BAXHO! KnueHT, ncnonbsytowmin Kaspersky MDR Optimum / Expert, nocrne UcTe4yeHnss cpoka OencTBuUS
UMeLLEeNCa nuUEeH3Mn MOoXeT npuobpectn nuueHsnio Kaspersky MDR (no ueHe Renewal — cornacHo
aencteytollemy npanc-nucty Kaspersky MDR).

Mepexopn ¢ Kaspersky MDR Expert nnn MDR Optimum Ha Kaspersky MDR B nepuog, AencTBusi UMeroLLencs
JINLEH3UN HEBO3MOXKEH.

BAXHO! OpgHoBpemeHHas noctaBka kombuHauum npogyktoB Kaspersky MDR Optimum (KL4846), Expert
(KL4847), Kaspersky MDR (KL4829) ogHOMY KNMEHTY HegonycTuma.

BAXHO! /[Ins pacyema cmoumocmu Kaspersky MDR Heobxodumo obpauwjambcsi K Kypupyrouemy MeHeodXepy
(pa3den KoHmakmei https://partners.kaspersky.com/s/contacts).
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11 IlpuaoxxeHue N°5 K pyKOBOACTBY MapTHepa Mo pa6oTe c mpaiic-
JucTtoM: JIuneH3upoBaHue U yc10BUA noctaBku Kaspersky Anti
Targeted Attack (KATA), Kaspersky Endpoint Detection and
Response (KEDR), Kaspersky Private Security Network (KPSN)NEW

[aHHbIN OOKyMeHT coaepxuT oblime npasuna nuueH3upoBaHns npoayktoB Kaspersky Anti Targeted Attack
(KATA), Kaspersky Endpoint Detection and Response (KEDR), Kaspersky Private Security Network (KPSN).
[okymeHT npepgHasHadveH ans naptHepoB AO «Jlabopatopusi Kacnepckoro» (manee JIK), pabGoTarowmx Ha
Tepputopumn Poccunckon Pegepaumm n ctpaH 3akaBkasbs Y MIMEIOLLMM NPaBo NPOAaXu PeLLUEHUs.

11.1 O6wasn nHcpopmaums o peweHun Kaspersky Anti Targeted Attack (KATA)

3a cyeT NpoBepKM CeTeBOro Tpadmka B PEXMME pearlbHOro BPEMEHU B COYETAHUU C aHanM3oM MoBedeHus
noao3puUTenbHbIX OOBbEKTOB B MECOYHMLUE M MPOAKTMBHOW 3awmTon paboumx mecT nnatdopma Kaspersky Anti
Targeted Attack paeT nonHoe npeacraBneHve O TOM, YTO MPOMCXOAWUT B MacwTabax gaxe reorpaduyecku
pacnpegeneHHon koprnopaTtuBHOM IT-uHppacTpyKTypbl. STO NO3BONSAET OOHAPYXMBaTb Yrpo3bl HA CaMbIX PaHHUX
aTanax 1 KOMMNIEKCHO pearnpoBaTh Ha UHLMAEHThI MO0 CNOXHOCTH.
11.1.1 CraHpapTHble cXxeMbl nMueH3npoBaHua KATA

PelueHune nuueHsnpyeTcs No o6bemMy aHanmavMpyemMoro Tpadumka 1 Konn4YecTBy nosib3oBaTenen, Tpadguk
KOTOpbIX 06pabaTbiBaeT cuctema.

CyuiecTByeT cnegytoLime BapuaHTbl NULEH3NN:

o  (KL4691) Kaspersky Anti Targeted Attack Platform Standard (Ta6. 1)

o (KL4692) Kaspersky Anti Targeted Attack Platform Advanced (tab. 1)

e (KL4706) Kaspersky Anti Targeted Attack Platform Advanced EDR Edition (tab. 1)
e (KL4695) Kaspersky Anti Targeted Attack Platform Additional Sensor (tab. 1)
o  (KL4739) Kaspersky Anti Targeted Attack Platform NDR Add-on (tab. 2)

e (KL4738) Kaspersky Anti Targeted Attack Platform NDR Only (Ta6. 2)

e (KL4776) Kaspersky Anti Targeted Attack Basic (tab. 2)

o  (KL4777) Kaspersky Anti Targeted Attack NDR Plus (tab. 2)

e (KL4778) Kaspersky Anti Targeted Attack Ultimate (ta6. 2)

e (KL4779) Kaspersky Endpoint Detection & Response NDR Edition (tab. 2)

e (KL4780) Kaspersky Anti Targeted Attack Mail Security Suite (Tab. 2)

Kaspersky Anti Targeted Attack — pelueHue, koTopoe obecneumBaeT aHann3 ceTeBoro Tpaduka, No3Bonss
KOHTpONMpoBaTb TOYKM BXxOoAa NOTEHUMarbHbIX Yrpo3: ceTb, Beb-Tpaduk, SMeKkTpoHHast noyTa, a Takke
npegocTaBnseT BO3MOXHOCTb MNPOBEPATb MOTEHUMANbHO BPEAOHOCHblE 00BbekTbl B MecoyvHuue. [lecovHuua
saBngeTca HeoTaenumon Jyactbio KATA.

Kaspersky Network Detection & Response (NDR) — no3BonsdeTt npoBOoAuTb ryGoKUA aHanmu3 ceTeBoro
Tpadvka, BbIABNATL aTakM C MNOMOLLbID MNpaBun  OEeTEKTMPOBaHUS, WHOWKATOPOB KOMMpOMETauum Wu
pPeTPOCMNEKTUBHOrO aHanusa. [lo3BonseT CTpouTb KapTy ceTu W Tabnuuy ceTeBbiX CECCUA, MNPOU3BOAUTb
onpegerneHune n pasbop NPOTOKONOB, OCYLLECTBNATL Threat Hunting no cbipomy TpaduKy 1 pearmpoBaTth Ha CETEBbIX
ycTpoincTteax u Firewall.

Kaspersky NDR moxeT 6biTb npogaH kak Add-On k nioboit KATA unu kak camoctosTenbHbin stand-alone
npoaykT (nogpobHee B Tabnuue 2).

Kaspersky Endpoint Detection & Response Expert — cuctema, koTopas npegocrtasnsiet cneuunanuctam Nb
MOSTHY0 KapTUHY COObITMI B MHAPACTPYKType pabounx MecT n cepBepoB, u obecneunBaeT ee 3PDEKTUBHYIO 3aLLNTy
OT CIOXHbIX yrpo3 u APT-aTak.
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Tabnwuua 1.

o 1000 nonb3oBaTenemn

EEPEELT) (] Mo 200 M6uT/c Tpacuka floura MurumansHoe kon-

fargeted Atack [o 1 caitna B cekyHay no API (c mapTa 2022) Ly BO NMUEH3NA - 1
Platform Standard WEB Ttpacduk

1 ceHcop I
. [o 5000 nonb3oBaTenen KntoueBbix

Kaspersky Anti o 1 Iout/c Tpadmka Moura dhaiinos:

Targeted Attack o 3 dpannos B cekyHay no API (c mapta 2022) 4 .
Platform Advanced 7 cencopa yhay P WEB-Tpadhmk 1 wr. (6e3s EDR)

[o 5000 nonb3oBaTenemn Mouta N WEB-Tpaduk
+

Kaspersky Anti

Targeted Attack o 1 Iout/c Tpadmka KntoueBbix
9 o 3 dpannos B cekyHay no API (c mapta 2022) Pabouve ctaHumm n dainos:
Platform Advanced
2 ceHcopa cepBepa 2 wrt. (c EDR)

EDR Edition

[o 5000 areHTtoB EDR (mo 5000 y3noB B cymme)

Kaspersky Anti
Targeted Attack
Platform
Additional Sensor

Tuvn nuueHsnu:
Add-on
MwuH. kon-Bo: 1 wWr.

MpuobpeTtaeTca gononHuTensHO K ntobon KATA
NVLEH3NN ANS YBENUYEHNs KonmM4ecTBa Toyek
cbema Tpadumka

Tabnuua 2.

MpeanoxeHne ans SMB 3aka3unkoB (40 500 nonb3oBatenen).

JInueHsun Henb3si cymmmnpoBaTb

Kaspersky e Central Node — HET OrpaHNYEeHUIA NO KOM-BY
Anti Targeted e 1 T1un Tpaduka (novta unm web)
Attack Basic e Tpadwmk - go 0.1 Mbut\cek
(KL4776) e He 6onee 2x Sandbox
e Sensor—1 wr.
e APl —Het
CueHapun npogax -> Add-On k no6on KATA nnu Symphony XDR
Kaspersky o JluueHsmpyeTcsa no o6bemMy BHyTpeHHero Tpaduka (Gbit/cek). OgHa nuueHsusa = 1 Gbhit/cek.
Anti Targeted e Central Node — HeT orpaHnyeHui no Kon-By
Attack e Sandbox He BxoauT B nuueH3unio (T.K. byaeT nepe ucnonb3oBaTtbcs Sandbox n3 KATA)
Platform NDR e Sensor—1 wr.
Add-on ¢ CymMMMpOBaHuWe NULEH3NI paspeLleHo
(KL4739)* o JlnueH3ns npuobpeTaeTcs Ha TOT e CPOK AENCTBUSA, YTO U NULeHsus Ha KATA
¢ KonuuyectBo nuueH3nm NDR MmoxeT He coBnagaTtb KonnyecTtBom nuueHsun KATA.
CamocTtosiTensHoe stand-alone pelueHne, KOTOpoe BKIYaEeT B cebsi BCE BO3MOXHOCTM CETEBOIO
netektnpoBaHus KATA u Bce BoamoxHocTn KATA NDR Add-On.
CueHapun npogax —> stand-alone pelueHue (B cnyyae, ecnu KnmeHTy Heobxoamm Tonbko NDR
Kaspersky yHKUMOHan, n oH He nnaHunpyeT npnobpetate KATA / KEDR Expert).
Anti Targeted e JluueHsmpyeTcsa no o6bemMy BHyTpeHHero Tpaduka (Ghit/cek). OgHa nuueHsusa = 1 Gbit/cek.
Attack e Central Node — HeT orpaHWU4EHHMIi MO KON-BY

Platform NDR
Only (KL4738)

Sandbox He BXOAUT B NULIEH3UIO
Sensor — 1 wr.
CyMMUMpoBaHWe NULIEH3UIA paspeLleHo

Monb3osaTtenu - 5000 wr.

L]
e 3 T1una Tpacuka (nouta + web (go 1 Féut/c) + BHyTpeHHUn (go 1 Féut/c))
e Sensor— o 3 wr.
Kaspersky e APl - He Gonee 3 darinos B ceKva;qy
Anti Targeted e Central Node — HeT OrpaHN4eHNA No KoN-By
Attack NDR e  Sandbox — HeT orpaHnyeHuin No Korn-By
Plus (KL4777) o  CymmupoBaHue NMLEH3ni paspeLLeHo
e  MoxHo gokynate NDR Add-On ecrnv Heo6xoaMMo aHann3nmpoBaTh GONbLUMIA 06beM BHYTPEHHETO
Tpadwmka.
e  MoxHo gokynatb KATA EDR Agent ecnu Heobxogumo caenatb Upsell dpyHkumonana KEDR Expert.
Kaspersky e [lonb3oBatenu - 5000 wwir.
Anti Targeted e 3 T1una Tpadumka (noyta + web (go 1 Féut/c) + BHyTpeHHun (o 1 Féut/c))
Attack e 5000 areHtoB EDR
Ultimate e Sensor— o 3 wr.
(KL4778) e API - He Gonee 3 haiinos B cekyHay
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Central Node — HeT orpaHuU4eHuin No Kos-By
Sandbox — HeT orpaHn4YeHui No Korn-By
CyMMUpPOBaHMNE NULIEH3NI pa3peLLEeHO
MoxxHo gokynate NDR Add-On

MoxHo gokynate KATA EDR Agent

e [Ipopaetcsa B 6aHpax. 1 6aHa = 5000 EDR areHToB + 1 Gbit/cek BHyTpeHHero Tpaduka.

Kaspersky e Central Node — HeT orpaHn4yeHuii No Korm-By

Endpoint e  Sandbox — He BxoauUT

gztsepcg'nosne& e Sensor ana NDR — 1 wr.

NDR Edition e JlnueHanpyeTca no o6bemy BHyTpeHHero Tpadumka (Gbit/cek) n konnuecTBy 3awmiiaembix Endpoint
(KL4779) e  MoxHo gokynate NDR Add-On

e MoxHo gokynate KATA EDR Agent

JInLeH3NOHHbIe orpaHnYeHus:

* B npogykToBbii 6aHan Bxoaut KATA n KSMG

» KATA obpabatbiBaeT TOMbKO NMOYTOBbLIV Tpadumk

» BaHaN NMUEH3NPYETCHA NO KONMMYECTBY NOYTOBbIX ALLUKOB
* Central Node — HET orpaHU4eHuUI No Kon-By

* APl — Het

500 nonb3oBaTenen:
» Sandbox — He bonee 2x

Kaspersky « Sensor — 1 wr.

Anti Targe_ted * 500 nuueH3nn KSMG

Attack Malil » CymMmmMuMpoBaHue nuueHsnii (baHanoB) He pas3peLleHo
Security Suite y . H A pase
(KL4780)

1000 nonb3oBaTenen:

* Sandbox — HeT orpaHnyYeHnn No Kon-By

» Sensor — 1 wr.

* 1000 nuueHsnn KSMG

» CymMMuMpoBaHue nuueH3uni (6aHanoB) He paspeLleHo

5000 nonb3oBaTenen:

» Sandbox — HET orpaHU4eHUn No Komn-BYy

» Sensor — 2 wWr.

* 5000 nuueH3nn KSMG

» CyMMMpoBaHue nuueH3nn (MATUTbICAYHbIX 6aHAoB) pas3peLleHo

*KnouyeBon cueHapun npogax (KL4739) KATA NDR Add-On — nuueH3usa npuobpeTaeTcs Ha TOT e CPOoK
nencteuns, 4to u nuueHsnsa Ha KATA nnn Symphony XDR.

NEWAHTUBMPYC KES 1 KESL, HaunHas ¢ pegakuum KES PacluMpeHHbIW, MOXET BbICTYNaTh B ka4ecTBe ceHcopa
anst KATA NDR. Mo ymonuyanmio k KATA NDR moxHo nogkntounts go 1000 KES. [Onsa toro 4tobbl NOOKMOYNTL
6onee 1000 KES Heobxoanmo obpaTUTbCst B TEXHUYECKYHO MOAAEPXKKY Afsi pacyeTa cansuHra.

Mpumep 1.

3akasuumk xoudeT kynutb KATA n NDR. Y 3akasuuka: 10 000 nonb3oBatenen, 2 Ghit/cek web Tpadmk n 5 Ghit/cek
BHYTpUceTeBon TpaduK.

OgpHa nuueHsusa KATA Advanced 3awmwaet 5 000 nonb3oBatenen n 1 Ghit/cek web Tpaduka.

OpHa nuuensns KATA NDR Add-on aHanusupyeT 1 Gbit/cek BHyTpeHHero Tpaduka.

KonunyectBo nuueH3nim KATA n NDR mMoxeT He coBnagaTtb.

Cneuundmkauymsna: 1 KATA Advanced Base Premium + 5 KATA NDR Add-On Base Premium

2024 | 2025 | 2026
KATA Advanced 2 nuueHsnm KATA Adv Base Premium Ha 3 roga
KATA NDR Add-On 5 nnueHsnn KATA NDR Add-On Base Premium Ha 3 roga

Mpumep 2.

3akasuuk kynun ogHy TpexneTHiolo KATA Advanced B 2023 rogy. B 2024 rogy sbiwen Kaspersky NDR. 3akasumk
3aMHTepecoBarncs NpoayKTOM 1 3axoTen ero kynutb. Y 3akasuduka: 5 000 nons3oBatenen, 1 Gbit/cek web Tpaduk n
2 Gbit/cek BHyTpuceTeBOM Tpagui.

OpHa nuueHsusa KATA Advanced 3awmiaet 5 000 nonb3oBatenen u 1 Ghit/cek web Tpaduka.

OgpgHa nuueHsusa KATA NDR Add-on ananuaunpyet 1 Gbit/cek BHyTpeHHero Tpaduka.

KonnyectBo nuueHsnnm KATA n NDR MoxeT He coBnagaTtb.

Cneuundmkaumsa: 2 KATA NDR Add-On Base Premium
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2023 | 2024 | 2025

KATA Advanced 1 nnueHsnn KATA Adv Base Premium Ha 3 roga
KATA NDR Add-On - |2 nuueHsnn KATA NDR Add-On Base Premium Ha 2 roga
Mpumep 3.

3akasuumk kynun KATA Advanced B 2024 rogy v nnaHupyeT npoanutb ee B 2025. 3akasudnk 3anHTepecoBarcs
nokynkon Kaspersky NDR.
Cneundmkauymna: 1 KATA Renewal Premium + 1 KATA NDR Add-On Base Premium

2025
KATA Advanced 1 nuueHsusa KATA Advanced Renewal Premium Ha 1 rog
KATA NDR Add-On 1 nnueHsnsa KATA NDR Add-On Base Premium Ha 1 rog

MepexogHbin nepuoa npu ctapte npogax NDR

B penuse KATA, 6.0 knneHTam 6yayT AOCTYMHbI B paMkax o3HakomneHus ase NDR cuyu:
1. «XpaHeHune NOfHOW KOMMKM CbIporo Tpadmka»

2. «[lownck no ceipomy TpaduKy»
[ns aktuBaumm uy «XpaHeHue NOMHOW KOnuu Cbiporo Tpadmkay u «lonck no ceipoMy Tpadumky» HadmHasa ¢
penu3a 6.1 (man 2024) notpebyetcs knoy NDR.

OnucaHne BEpPXHEYPOBHEBOIO TEXHOOIMYECKOro CTeKa:
KATA c

NDR n EDR

lMpoBepka 06bEKTOB Ha NpeAyCcTaHOBMNEHHbIX 06pa3ax onepaumoHHbIX

. - ° ) )
cuctem Windows 7, Windows 10, CentOS 7.8, Astra 1.7
Sandbox  Mpoepka 06bekTOB Ha COBCTBEHHBIX 06pasax Windows XP, Windows 7,
Windows 10 ¢ BO3MOXHOCTbIO HacTpansaTtb MOrMKy AEeTEKTMPOBaHUS ° ° o
o6bekToB
IDS-npaBuna ans Suricata
MpoBepka ccbinok (URL reputation)
[MpoBepka aHTMBMPYCHBIM ABWXKOM (Antimalware)
MpoBepka canos MobuneHbIX Npunoxenuni (APK-darinb) ) ) °
[NpoBepka umdpoBon nognmcu annos
MonyyeHune penyTtaumm o6bekTa n3 KSN
MpoBepka npu nomorym YARA npasun
BoisiBrieHve yrpos B wndposaHHoM Tpadmke 6e3 ero pacwmdposku (TLS ° ° °
Fingerprinting)
CeTeBble aHOManuu 1 pucku ) )
('\:leg"al Onpepnenenue u pasbop npoTokonos (DPI moaynb) ° °
ode
XpaHeHue cbiporo Tpaduka () [
Mpo-aKkTuBHBIN NOUCK Yrpo3 B paHee 3anucaHHom Tpaduke (Threat Hunting
) [
no SPAN)
MHBeHTapunsaums cetm n Nonck HeaBTOPU3OBAHHbLIX YCTPOWCTB ® ®
MocTpoeHne kapTbl ceTU 1 0TOOpakeHne ceTeBON akTUBHOCTU YCTPOWCTB
Tabnuua ceTeBbiX ceccum
Moaynb Ans BbISIBNEHUss aHOMaribHOro NoBe4EeHUS B CETEBOW TENEMeTpum °
(Targeted Attack Analyzer)
lMpoBepka paHee 3anncaHHON CETEBON TENEMETPUM Ha MHAMKATOPbI ®
komnpomeTaumm (I0C)
Threat hunting no cetesou TenemeTpumn ¢ endpoint
EDR AreHt EDR gns Windows, Linux n MAC
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11.1.2 Oco6eHHOCTU NUUeH3upoBaHnMa KATA

3akasumk MOXeT MpuMobpecTu TONbKo OAWH Tun nuueHsnm KATA B pamMkax OOHOrO HpPUAMYECKOro nuvua:
Standard nnm Advanced. He gonyckaeTcs 3akynka o6oux TUNOB Anst AOCTUXEHUSI TPEByEeMbIX XapakTePUCTUK.

Mpun BbIGOPe TMna nuueH3un (Standard mnu Advanced) cnegyeT opueHTUpoBaTbCA Ha GonbluMiA M3 ABYX
rnokasaTenein: KONMYecTBO Nonb3oBaTenen u o6beM aHanNU3npyemoro Tpaduka.

JInueHsusa Standard BkntoyaeT B cebs 1 ceHcop M NO3BOMSET aHanNnM3npoBaTh UK NoYTy, Unn Bed Tpaduk.

MpuobpeteHne KATA Additional Sensor He paclumMpsieT NULEH3VMOHHbIE OrpaHWYeHnst B 4acTy Konu4yecTBa
nons3oBarenen n Tpaguka.

JlnueHsnn Standard Henb3s cymmupoBaTtb. Hanpumep, ecnm B opraHmsaumm obbem Tpadwuka ot 200
nonb3oBarenen coctaenset 300 M6uT/c, To notpebyetcs 1 nuueHsus Advanced (He 3 nuueHsumn Standard).

JlnueHsnn Advanced MoxHO cymmupoBaTtb. Hanpumep, ecnu B opraHusaumm obbem Tpadumka ot 2000
nonb3oBarenewn coctaBnsiet 3 6ut/c, To notpebyetcs 3 nuueHaun Advanced.

11.2 O6wasn nidopmaumsa o peweHunn Kaspersky Endpoint Detection and Response
(KEDR)

TpaguumnoHHble nnatdopmbl 3awmTbl pabounx mecT (Endpoint Protection Platforms) urpatot BaxHyo ponb B
3alMTe OT LUMPOKOro CrekTpa yrpo3s, Bktovas BpegoHocHoe MO, BupychI-LundpoBanbLuki 1 T. N. B To e Bpems
YyacTb yrpo3 MoryT obxoauTb TpaguuMOHHbIe cpeacTBa 3awmThl. Kaspersky Endpoint Detection and Response
nossonsieT obHapyxmBaTb NOAOOHbIE MHUMOEHTLI M COAEPXUT CpeacTBa aBTOMaTM3NPOBAHHOIO pearnpoBaHns Ha
yrpo3sl.

11.2.1 CraHpapTHble cxeMbl nuueH3npoBaHus KEDR

PeleHne nuueHsmpyeTcst No KONMYECTBY Y3NnoB, Ha KoTopble ycTaHaBnmBaeTcd KEDR. KEDR mMoxeT 6bITb
npoAaH kak camoctoaTenbHoe peleHue (Stand-alone, 6e3 KATA) nnv B 4ONOMHEHME K UCMNONb3YyEeMON y 3aKkasyunka
KATA.

Tarke KEDR npucyTcTtByeT B coctaBe nuHerikn Symphony (Kaspersky Symphony EDR, Kaspersky Symphony
XDR Core, Kaspersky Symphony XDR).

CyuwiecTByeT 3 BapuaHTa NMUEH3UMU:
e KL4712 Kaspersky Endpoint Detection and Response Expert (KEDR Expert)
o KL4704 Kaspersky Anti Targeted Attack Platform EDR Agent (KATA EDR Agent)

n 3awuuaembie MuHumanbHoe
poAayKT OrpaHunyeHusn
00BbeKThI KOJIM4ecTBO
EcTb 2 Bepcuu npoaykra:
e Stand-alone c yctaHoBKOM
CepBepoB B UHPACTPYKType Pabouve ctaHumu,
KL4712 Kaspersky peep thpacTpykTyp
: ; 3aKasyumka cepeepa
Endpoint Detection and 06 MwuHumanbHoe
Response Expert * nadHas — BCe cepsepa KOMMYECTBO

pa3melyatoTcsa B Azure.

nuueHsun - 100 wr.
MpoaykT npuobpeTtaetcs otaensHo oT KATA. YeTaroeka .
BO3MOXHa Ha OC KntoueBbix ¢haiinos:
MNMocTaBnseTcs ¢ komnoHeHToM Sandbox. Microsoft Windows, 1 wr.
OC Linux, a Takke
KL4704 Kaspersky Anti WpeT B gononHeHne Kk ncnonb3yemoit y macOS
Targeted Attack Platform 3akasumka KATA Advanced, KATA Standard.
EDR Agent

o NEW K| 4711 Kaspersky Endpoint Detection and Response Expert Plus (Kaspersky EDR Expert Plus)

nuueH3nmn Konun4yectBo

KL4711 Kaspersky - Kaspersky Endpoint Security ansa 6usHeca — Base n Renewal

Endpoint Detection PacLumpeHHbIn Premium, Premium OT 100 VCTDONCTS
and Response - Kaspersky Endpoint Detection and Response Plus yerp
Expert Plus Expert (c komnoHeHTOM Sandbox) 1, 2 unn 3 roga
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MpaBuna nepexoga Ha Kaspersky EDR Expert Plus npu npoaneHnn cpoka AeNCTBUS NULEH3UM CM. B
pasgenax 4.1 (lMepexod € npoaykTta Ha ApYron NPOAyKT MpW NpoAfieHMM cpoka AeWCTBUS NULEH3NOHHOTO
ceptuchmkata (npu npoaneHun) u 14.6 (Mpasuna nepexoaa ¢ nuHenkn Kaspersky Symphony Ha gpyrue 3alimTHble
pewweHusa AO «Jlabopatopusa Kacnepckoro»).

MpaBuna nepexona ¢ Kaspersky EDR Expert Plus Ha nuHeiky Kaspersky Symphony npu npoanenum
Cpoka gencTeus nuueH3umn cMm. B pasgene 14.5 (MpaBuna nepexoga Ha nuHelky Kaspersky Symphony)

MpaBuna nepexopa (anrpenga) Ha Kaspersky EDR Expert Plus B nepvoa AeWcCTBUS NULIEH3UOHHOMO
cepTudmukaTa (C 3a4eTOM CTOMMOCTM HEMUCMNONb30BAHHOTO cpoka) cMm. B pasgene 4.2 (Mepexon ¢ npoaykta Ha
NPOAYKT B Nepunos AENCTBUS NMULEH3NOHHOIO cepTudumkaTa).

MpaBuna nepexopa (anrpenpa) ¢ Kaspersky EDR Expert Plus Ha nuHeinky Kaspersky Symphony B
nepvon AeNCTBUSI NULEH3MOHHOIo cepTudmkaTa (C 3a4eTOM CTOMMOCTU HENCNOMNb30BaHHOIO CpoKa) CM. B pasaene
14.5 (Mpasuna nepexoga Ha nuHenky Kaspersky Symphony).

11.2.2 ®yHKUMOHaNbHble BO3MOXHOCcTU KEDR B 3aBUCMMOCTM OT NULIEH3UMN

KATA EDR EDR Expert

DyHKUMOHanbHble Bo3moxHocTn KEDR Agent Plus

C6op 1 oTNpaBKa TeneMeTpuu C 3almiiaemMbIX pabounx
cTaHUMI (Nnpouecchbl, ceTeBble COeAUHEHUS, U3MEHEeHUSA Ha + + +
cannoBow cucreme, 3arpyska DLL n 1.4.)

AHanus co6biTui B Central Node n BbisiBneHue npusHakoB aTak + + +

BbinonHeHue 3agay Ha KOHEYHbIX y3nax (3aBepLieHue
npoLeccoB, nomMelleHne o6LEKTOB B KapaHTUH, yAaneHue + + +
c¢annos, nsonauma ysna m 1.4.)

OTtnpaBka ¢hannoB Ha aHanu3 B Sandbox + + +

®PyHKUMOHaNbHbIe Bo3MoxHocTu Kaspersky Endpoint Security
ans 6usHeca - PaclumpeHHbIn

11.2.3 Oco6eHHOCTU NULIEH3UPOBaHUA U cueHapun npogax KEDR

3akasunk MoxeT npuobpectn Tonbko oauH Tun nuueH3nn KEDR otgenbHo oT KATA B pamkax OAHOro
topuamndeckoro nuua: Standard wnu Expert. He gonyckaeTtcs 3akynka o6oux TMnoB.

KonunyecTBo y3nos, 3awmwaembix KEDR, MoXeT ObiTb MeHbLUe, YeM obLiee YMCNO Yy3MoB B CETU 3aKasyuka.
KonnyectBo nuueHani KEDR mMoxeT oTnnyatbea oT konuvecTtsa nuueH3nn Kaspersky Endpoint Security (KES).

®yHkumoHan Threat Hunting goctyneH Tonbko npu Hanuyum nuueHsun KEDR Expert unn KATA Advanced EDR
edition, nnn Kaspersky Anti Targeted Attack Platform EDR Agent.

BAXHO! lNpwn noctaBke ogHomy knuneHTy peweHnn KES gna 6usHeca (KL4863 CtaHgapTHbin, nnu KL4867
PacwupeHHbii, unn KL4869 Total) n KL4712 KEDR Expert unn KL4704 KATA EDR Agent pekomeHgyeTcs
CYHXPOHM3NPOBATb YPOBEHb NPEMMANbHON TEXHUYECKOW NoaaepXkmn mexay npoaykramu KES ans 6usHeca n KEDR
(mpu HOBbIX Npodaxax v npoanexuax): npy noctaske KEDR Expert/ KATA EDR Agent ¢ Tunom nuueHaunm Premium,
KNMeHTy pekomeHayeTca npegnaratb MSA Business wnu KES anst 6usHeca ¢ TunomM nuvueHsmn Premium, npu
noctaske KEDR Expert/ KATA EDR Agent ¢ Tunom nuueHsnn Premium Plus, KNMeHTy pekoMeHayeTca npeanaratb
MSA Enterprise nnu KES gns 6usHeca ¢ Tunom nuueHsun Premium Plus.

BAXHO! KnuneHtam, ucnonbsyowmm KL4712 KEDR Expert unu KL4704 KATA EDR Agent, HegonycTuma
noctaeka otaenbHorn nuueHsun KL4708 Kaspersky EDR gnst 6usHeca OntumanbHbIn.

BAXHO! KnuenTtam, ucnone3ywowmm Kaspersky EDR Expert Plus, Bo3amoxHa OOMONHUTENbHas npoaaxa
Kaspersky MDR. PekoMeHAOBaHHbIE CLIEHap1 COBMECTHOW NPOAaXN:

1. Y 3akasuuka ectb CBOSA kOMaHAa MoHUTopuHra/ SOC, KOTopble 3aHMMaEeTCsa paccrneaoBaHNEM UHLNOEHTOB
¢ KEDR (Mnv nnaHupyeT 3TO AenaTb), HO eCTb KENChI, KOTOPbIE OHM XOTAT NepeAaBaTb B CTOPOHY BEHAOPA
ONs JONOMHWUTENBHOW aHanuTUKU 1 NPOBEPKM (CueHapwii 4abn vyeka no MHUMAeHTam).

2. Bakas4duk HaumHaeT ¢ bbicTporo ctapTta ¢ Kaspersky MDR u13-3a HexBaTkM pecypcoB MM KOMMETEHLUN,
napannensHoO pasBuBasi cobcTBeHHyt akcrneptudy ¢ nomowbio KEDR Expert (Threat Hunting n gp.
BO3MOXHOCTHN). B npouecce HapallmBaHus aKCnepTnsbl 3aKaszymk Takke MOXeT NpoaomKaTb UCNONb30BaTh
cueHapun Ne1.
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BAXHO! KnueHtam, ucnoneayowmm Kaspersky EDR Expert Plus, goctynHo npegocrasneHue (no 3anpocy)
no 100 sanpocos B Kaspersky Threat Lookup n go 10 3anpocos B Kaspersky Threat Analysis. [na nony4yeHus
OOMNONHUTENBHOIO KOHTEKCTA B X04€ NPOBEAEHNS paccrefoBaHUi.

UTobbl akTuBMpOBaTb 3Ty OyHKUMIO, ByaeT HeobxooMMO OTNpaBuTbL 3anpoc C ykazaHMeM HoOMepa 3akasa Ha
agpec intelligence @kaspersky.com.

11.3 O6wan nHdopmauma o peweHnmn Kaspersky Private Security Network (KPSN)

Mpn HeobxoaMMOCTU COOTBETCTBUA CTPOrMM MOMMTUKAMU KOHUAEHUNAnNsLHOCTN No obpaboTke KpUTUYHBIX
OaHHblX, «JlabopaTtopusa Kacnepckoro» npegoctaBndeT BapuaHT MOMHOCTbIO U30NMPOBAHHOIO penyTauvoOHHON
cetn, 6e3 notepu kadectBa obHapyxeHusa. WHTerpaumss ¢ Kaspersky Private Security Network, nossonset
ucnonb3oBaTb B paboTe BCe npeumyllecTBa rnobanbHOro penyTauMoHHOro LeHTpa, 6e3 nepefayv gaHHbIX 3a
npeaensl KOHTpoOnupyemoro nepumeTtpa opraHusauumn. Pewenne Kaspersky Private Security Network mMoxHO
YCTaHOBUTb B LIEHTpe 0OpaboTkM AaHHbIX OpraHusauum, u ero paboTy OyayT MOMHOCTbI KOHTponupoBaTtb IT-
cneumanucTbl NnpeanpusaTud. MNpu 3ToM 3akas3yuk He NoABepraeT PUCKY COXPaHHOCTb KOHUAEHUMAmNbHbIX AaHHbIX
1 He HapylaeT TpeboBaHus IT-6e3onacHOCTU AN U30NMPOBAHHbBIX CETEN.

11.3.1 CraHpapTHble cxeMbl nuueH3npoBaHusa KPSN
CyuwiecTtByeT 2 Tvna NULEH3NNA:
o  Kaspersky Private Security Network, Standard Russian Edition
o  Kaspersky Private Security Network, Advanced Russian Edition

Bbi6op Tvna nuueH3nn ocyLLecTBNAETCS UCX0Oa U3 KONMYecTBa nornb3oBaTenen n Heobxogmmoro
OYHKUMOHana.

MpoaykT OrpaHuyeHus 3awmuaembie 06bEKTbI JononHutenbHO
Kaspersky Private i
persky [o 50.000 nons3oBatenen «3aKpbITHIN» CErMeHT MwuHVMansHoe KonmM4ecTso
Security Network, AULEH3ni - 1 WT
Standard 1 aK3emnsp I/IH(bpaCprKTypbl 3aKa34ukKa, B .
KOTOPOM UCMONb3YHTCS CepTudmkaTt ans
_ peleHuns «Jlabopatopum noakmoyYenns Kk KSN
Kaspersky Private Jo 500.000 nonb3oBaTeneit  Kacnepckoro» Ha YpOBHE 2 .
Security Network, p yp BbINMCHIBAETCS Yepes Kele B

Advanced [0 10 3Kk3eMNNsipoB KOHEUHbIX Y3IOB 1 CeTu. TN Kaspersky.

11.3.2 ®yHKUMOHarbHble BO3MOXHOCTU KPSN B 3aBMCUMOCTU OT NULIEH3UU

®yHKLUMOHaNbHbIe Bo3MoxHocTu KPSN KPSN Standard KPSN Advanced

MpepocTaBneHne nHopmMaLmm o penyTauuu sanpalimBaeMoro + +
obbekTa

O6HoBnEeHue 6a3 + +
[Job6aBneHue nNokanbHOW penytauun +
Knacrepunsauus (go 10 ak3emnnsipoB) +
O6paTHas nHTerpauma ¢ KATA ana choopmmpoBaHus nokKarnbHOMN +
penyTauum No BbIABNEHHbIM yrpo3am peweHnem KATA

UHTerpaums no APl co cTopoHHMMU cuctemamm +

11.3.3 Oco6eHHOCTU NuueH3npoBaHua KPSN

3aka3uuk MoxeT npnobpectun Tonbko oguH Tn nuueHsun KPSN Ha ogHo topyanyeckoe nuuo: Standard nnm
Advanced. He ponyckaeTtcsi 3akynka 060Mx TUMOB.

BAXHO! [na pacdema cmoumocmu Kaspersky Anti Targeted Attack (KATA), Kaspersky Endpoint Detection and
Response (KEDR), Kaspersky Private Security Network (KPSN), Heobxodumo obpawamscs K Kypupyrowemy
meHedxepy (pasden Konmakmai https://partners.kaspersky.com/s/contacts).
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12 IlpunoxxeHrue N26 K pYKOBOACTBY HMapTHepa mo padéoTe C mpaic-
JaucToMm: JiuneHsupoBaHue U Yycja0BUA mnoctaBku Kaspersky
Industrial CyberSecurity (KICS)

[aHHbIN OOKYMEHT coaepXnT obLLne npaBuna nuueH3anpoBaHus npoayktoB Kaspersky Industrial CyberSecurity
for Nodes (KICS for Nodes), Kaspersky Industrial CyberSecurity for Networks (KICS for Networks), Kaspersky
Industrial CyberSecurity Extension Products, Kaspersky ICS Threat Data Feeds u TpeHuHroe Kaspersky Industrial
CyberSecurity. [JokymeHT npegHasHaveH pans napTHepoB AQO «JlabopaTtopusi Kacnepckoro» (manee JIK),
paboTatowux Ha TeppuTopumn Poccunckon ®efepaumm n ctpaH 3akaBkasbs Y UMEIOLLMM NPaBo MPoAaxu peLleHuns.

12.1 CTaHpapTHble cxeMbl nuueH3npoBaHua Kaspersky Industrial CyberSecurity for
Nodes (KICS for Nodes)

CTaHAapTHbIe CXeMbl

Mpoaykt Onucanue npoaykTa NULIEH3UPOBaHUA

KICS for Nodes,

Workstation,
Enterprise*(KL4941)

dopmart: JlnueHsusa
MocTaBka NpegocTaBnsieT NOMb30BaTENIO:

KICS for Nodes, O6ObekT

¢ [lpaBo ncnone3soanus MNO; nuueHsMposanms: Node

Server, Enterprise** 9
e 3arpyskun 0OHOBNEHWI aHTUBUPYCHBIX 6a3;

(KL4943) o O6HoBneHuA MO KICS B pamkax TekyLlen Ha MOMEHT MMHMMa”bHée
KONMNYeCTBO:
MOKYTMKN BEPCUU;
KICS for Nodes, O6HoBneHus MO KICS Ha HoBbIe BEpCUM (NpY X 1 Node

Workstation, EDR, _
Enterprise Hanu4nm). Cpok: 1, 2, 3 ropa

o TexHuyeckas nogaepxka (MSA for KICS Enterprise Tun nuueHsum: Base
https://support.kaspersky.ru/corporate/conditions#special-  Repewal ’
programs ) NpeaoCcTaBnsieTcs B paMkax fnvueH3mm

(KL4950)

KICS for Nodes,
Server, EDR,
Enterprise

(KL4951)

Mcnonb3oBaHue Ha OC Windows

e B cnyyae npuobpeTtenus nuueHsum Tuna «Server» Bbl MMeeTe npaBo wucnonb3osatb MO Ha ycTpowcTBe, KOTOpoe
YHKLMOHUPYET CTPOro Nog yrnpasneHmem onepalmoHHon cuctemsl cemencrtaa Windows Server unu npegHasHadeHHoN 4ns
NepCcoHarnbHbIX KOMMLIOTEPOB U paboynx CTaHLUWNA.

e B cnyyae npunobpetennsa nuueHsmm tuna «Workstation» Bbel nmeeTe npaso ucnonb3oBatb 10 Ha ycTpoKncTBe, KoTOpoe
(OYHKLMOHUPYET CTPOro MOA YyrnpaBneHneM OrnepauuoHHOW cucTeMbl cemenctBa Windows, npegHa3HadeHHOM Ans
NepCcoHarnbHbIX KOMMbIOTEPOB 1 paboynx CTaHUMIA, 3a UCKMIOYEHEM OnepaLMoHHbIX cucteM cemernctea Windows Server.

Ucnonb3oBaHue Ha OC Linux

e B cnyyae npuobpeteHuns nuueHsum Tuna «Workstation» Bbl MMeeTe npaBo ucnonb3oBath MO Ha ycTponcTBe, kKoTopoe
yOOBNETBOPSIET OAHOMY U3 CNEAYOLLNX NYHKTOB:
- (byHKUMOHMPYET nNoA ynpaeneHveM onepauuoHHon cuctembl (OC) ans paboumx MeCT CorfacHo Krnaccudukaumm
npoussoauTens (MpM HanuyuM y MNpoOU3BOAWTENSI TakoW Knaccudumkaumu) unu npegHasHayYyeHHoW AN NepCcoHarnbHbIX
KOMMbIOTEPOB M paboumx cTaHumiA;
- BbINOMHAET YHKLUMOHANbHYI0 POfb aBTOMaTM3npoBaHHoro paboyero mecta B ACY (cornmacHo FOCT 34.003-90),
obecneumBasi pelleHVMe MpuKNagHbIX 3ag4ady KOHEYHOro ronb3oBaTenss B aBTOHOMHOM peXMME WM B COCTaBe
BbIYUCMUTENBHON CUCTEMBI.

e B cnyyae npuobpeTteHus nuueH3um Tuna «Server» Bbl mmeeTe npaBo wucnonb3oBaTb 1O Ha ycTponcTBe, KOTOpOe
yOOBNEeTBOPSAET OAHOMY M3 CNeAYLMX NyHKTOB:
- byHKUMOHMPYET NoA ynpaereHvem onepaunoHHon cuctembl (OC) cepBepHOro Ha3HavyeHust CornacHo Kraccudukaumm
npounssoautens OC (Npu HanuyMm y NponsBoaMTENS Takomn Knaccudmkauum);
- BbINONHAET ponb cepBepHoro y3na B ACY (cormacHo OCT 34.003-90), obecneumBas ynpaBreHue, XpaHeHue wu
npefocTaBneHne MHHOpMaLuy B NOKanbHOWM BbIYUCIMTENBHOW ceTu Ans paboynx MecT U Apyrux CeTEBbIX YCTPONCTB.
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12.2 CraHpapTHble cxeMbl nuueHanpoBaHua Kaspersky Industrial CyberSecurity for
Networks (KICS for Networks)

MpoaykT

KICS for Networks
Standard Server

(KL4935)

KICS for Networks
Standard Server,
Updates and
Support, Enterprise

(KL4939)

KICS for Networks
Standard Server,
Upd&Sup, Security
Audit, Enterprise

(KL4960)

KICS for Networks
Additional Sensor

(KL4937)

KICS for Networks
Additional Sensor,
Updates and
Support, Enterprise

(KL4940)

KICS for Networks
Remote Collector

(KL4808)

OnucaHue npoaykKra

MocTaBka NnpegocTaBnsieT Nofb3oBaTento beccpoyHoe npaBo
NCnonb3oBaHMA ykasaHHoro kosn-Ba cepepoB KICS Networks B
TEKyLLEen Ha MOMEHT MOKYMKN BEPCUMN.

O6HoBneHus Bepcumn MO He NpenocTaBnsATCA BMECTE C
nuueHaven Base, oHn goctynHbl Yepes nuueHauto Updates and
Support (KL4939)

MocTtaBka npegocTaBnseT Nofb3oBaTenio:

e BO3MOXHOCTb Monyyatb OOHOBMEHNs curHaTyp IDS v UHbIX
OEeTeKTMPYIOLWUX TEXHOMOIMNI;

e BO3MOXHOCTb MofnyyaTb OBHOBMEHNs NPoayKTa B pamKax
TekyLien sepcuu (Matum n kpuTUYECckne obHOBNEHNS).

+ OOGHoeneHus Bepcumn MO go nocnegHen Bepcum.

» TexHnyeckas nogaepxka (MSA for KICS Enterprise
https://support.kaspersky.ru/corporate/conditions#special-
programs) npefocTaBnsAeTCs B paMmkax nuueH3nm

ﬂVILLeH3I/IF| MOXeT bbITb npoaaHa ToJfibKO COBMECTHO C
nunuensmen KICS for Networks Standard Server (KL4935) no
aHanorn4yHomy Kor-By cepBepoB.

MocTaBka npegocTaBnseT nonb3osarento 6eccpoyHoe nNpaso
NCMONb30BaHNA YKa3aHHOrO KOM-Ba AOMNOMHUTENbHBIX CEHCOPOB
KICS for Networks B TekyLLeh Ha MOMEHT MOKYMKWU BEPCUMN.

O6HosneHus Bepcuii NO 1 Texnogaepxka MSA He
npegocTaBnsAlTCA BMECTE C NMULEH3MENR, OHU AOCTYNHbI Yepes
nuueHsmio Updates and Support (KL4940).

MocTaBka npegocTaBnsieT Nosfib30BaTeN!HO:

e BO3MOXHOCTb Monyyatb OOHOBMEHNs curHaTyp IDS m UHbIX
OETEKTUPYIOLLMX TEXHOMOTUN;

e BO3MOXHOCTb Mofly4aTb OOHOBNEHNSI NPOAYKTa B pamKax
TekyLen Bepcum (MNatum n kputudeckme obHOBNEHNS).

e OO6HoBneHus Bepcumn MO [o nocrnegHen Bepcum.

e TexHunyeckas nogaepxka (MSA for KICS Enterprise
https://support.kaspersky.ru/corporate/conditions#special-
programs ) NpeaocTaBnseTcsa B pamMmkax JIMLeH3nm

PelueHne ans coBMecTHOro ucnonb3oBaHus ¢ Kaspersky SD-
WAN B cueHapusax, npeayCMOTPEHHbIX UHTerpaumnen mexay
npogykraMmu. ATOT TUM NMUEH3UN He TpebyeT AobaBneHns
NWLEH3MOHHOrO KrtoYva B nporpammy. Npu 0TCYyTCTBUU NULLEH3NN
Remote Collector coBmecTHoe ncnonssosaHue KICS for
Networks n Kaspersky SD-WAN 3anpeluaeTtcs. NMNogpobHee:
https://support.kaspersky.com/KICSforNetworks/4.1/ru-
RU/83112.htm

Pewwenune noctaensetcsa B gononHeHue k KICS for Networks
KL4935 + KL4939/KL4960 npu ero COBMECTHOM UCMONb30BaHNN
¢ Kaspersky SD-WAN.

CtaHAapTHbIE CXeMbl
NULEeH3MpPOBaHUA
®dopwmart: JlnueHsus

O6bekT
nnLeH3npoBaHus: Server

MwvH1manbHoe Kon-Bo: 1
Node

Cpok: beccpoyHas

Twn nuueHsnn: Base,
Upgrade

dopmart: JlnueHsmnsa

O6bekT
nvueHanpoBaHus: Server

MuHumanbHoe Kon-Bo: 1
Node

Cpok: 1, 2, 3 ropa

Twvn nuueH3un: Base,
Renewal

dopmart: JinueHsmsa

O6bekT
nMUeH3NpoBaHus: Sensor

MwvHuUManbHoe Kon-BO:
1 Node

Cpok: beccpoyHas
Twn nuueHsunn: Base,
Upgrade

dopwmart: JlnueHaus

O6bekT
NUUEH3MpoBaHUs: Sensor

MuHUManbHoe Korn-Bo:
1 Node
Cpok: 1, 2, 3 roga

Twun nuueHsnn: Base,
Renewal

dopwmart: JlnueHaus

O6bekT
nuueHsnpoBaHus: Sensor

MuHumanbHoe Kon-Bo: 1
Node

Twn nuueHsnn: Base,
Renewal
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12.3 Kaspersky Industrial CyberSecurity Extension Products

MpoaykT

OnucaHue npogyKra

CTaHAapTHbIe CXeMbl
NINUeH3npoBaHus

KICS Integration
Agent, Enterprise

(KL4930)

KICS EDR,
Integration
Agent, Enterprise

(KL4949)

KICS for Nodes

Portable scanner,
Enterprise

(KL4958)

MoctaBka n penocTaBndeT NoJsib3oBaTesio:

e [IpaBo ucnonb3oBatb Kaspersky Endpoint Agent
(Integration and Audit agent);

e MpaBo Ha Nony4YyeHue OGHOBMEHMUI HA HOBYHO BEPCUIO
NpOrpaMMHOro obecnevyeHmnss 1 TEXHUYECKYIO NoaaEePKKY
onsa Kaspersky Endpoint Agent.

o TexHunyeckad nogaepxka (MSA for KICS Enterprise
https://support.kaspersky.ru/corporate/conditions#special-
programs ) NpeAoCTaBnAseTcs B paMKkax NLeH3un

OTa nuueH3Nst MOXeT ObITb MPoAaHa TOMbKO 3aKa34yuky,
ncnonb3ytowemy KICS for Networks Standard Server, Updates
and Support, Enerprise (KL4939)

MocTaBka npenocTaBndeT nosfib3oBaTento:

e [lpaBo ncnonesosatb Kaspersky Endpoint Agent
(Integration and Audit agent);

e MpaBo Ha nony4yeHve obHOBMNEHWUI Ha HOBYIO BEPCUIO
NpOrpaMMHOro 06ecneyYeHns 1 TEXHUHECKYI0 NOOOEPXKKY
ansa Kaspersky Endpoint Agent.

e TexHuyeckasa nogaepxka (MSA for KICS Enterprise
https://support.kaspersky.ru/corporate/conditions#special-
programs ) npeaoCTaBnseTCs B pamMKax nMueH3um

OTa nuueH3nst MoXeT ObITb MpoAaHa TOMbKO B JOMOSTHEHME K
nuueHsuam KICS for Networks, KICS for Nodes, Kaspersky ICS
Vulnerability Feed in OVAL format (KL7350)

JInueH3nsa faeT BO3MOXHOCTbL CO34aTh MOPTaTUBHLIN CKaHep*
(noptaTtmeHas konust KICS for Nodes) onst npoBepku
6e30nacHOCTV N30MMPOBAHHBIX UMW YCTapeBLUUX MaLUWH, Ha
KOTOpble Henb3si ycTaHoBUTb 0b6bIYHbIN KICS for Nodes.

*[1NA co3aaHnsa NOpTaTMBHOIO ckaHepa O0M-HO HeobXxoauMbl
ntobon USB Hocutenb ¢ 2 'b mecTa.

OTa N1ueH3ns MoXeT OblTb MpoAaHa TOMbKO B AOMOJTHEHME K
nuueHsmam KICS for Nodes, Enterprise (KL4941, KL4943,
KL4950, KL4951)

TexHunyeckas nogaepxka (MSA for KICS Enterprise
https://support.kaspersky.ru/corporate/conditions#special-
programs ) NnpefocTaBnsieTcs B paMkax NnLEeH3nm

12.4 Kaspersky Industrial CyberSecurity MSA (KICS MSA)

CepBuc NO pacLUMPEHHON TEXHUYECKOW noaaepkke Ans NPOMbILLEHHbIX 3aKa34MKOB.

dopwmart: JlnueHsus

O6bekT
nuueHsnpoBaHud: Node

MuHumanbHoe
KONNY€eCTBO:

1 Node
Cpok: 1, 2, 3 roga

Twn nnuuen3nn: Base,
Renewal

®opwmart: JlnueHsus

O6bekT
nunueHsunposaHusa: Node

MuHnmanbHoe
KONM4YeCcTBO:

1 Node
Cpok: 1, 2, 3roga

Twvn nuueH3un: Base,
Renewal

dopmart: JlnyeHaus

JNnueHspoBaHwue: no
KONM4YecTByY
CKaHUPYEMbIX Y30oB

Cpok: 1, 2, 3 roga

Twn nuueH3uun: Base,
Renewal

PacwwupeHHas nporpamma TexHudeckon nogaepxkku Kaspersky Industrial CyberSecurity Maintenance Service
Agreement, Enterprise (KL7197):
e [lpepocTtaBneHne [ocCTyna WHTEPHET-MopTany TEeXHUYECKOMW NOoAOEPXKKUM BO3MOXHOCTbIO pasMelleHus
3anpocoB B pexunme 24x7x365;

e [lpuém 3anpocos no TenegoHy NPUOPUTETHOMN BblAENEHHON NIMHUUN B PEXUME:

- 24X7x365 ons 3anpoCoB YPOBHSA KPUTUYHOCTU 1 1 2;

- no pa6ounm gHam ¢ 10:00 no 18:30 (MCK) ans 3anpocoB YpOBHS CPOYHOCTU 3-4.
o [Ipuém 3anpocoB MO ANEKTPOHHOW NoYTE B pexmMme 24x7x365 B criydae HEBO3MOXHOCTU CO3aHUS 3anpoca
yepes NHTepHEeT-NopTarn;
o [lpuém 3anpocos lNepcoHanbHbiM TexHnyeckum MeHemxkepom (IMTM) B paboumne vacel ¢ 10:00 no 18:30
(MCK) no pabounm gHsaMm.
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PacwwnpeHHas nporpamma TexHudeckon nogaepxkm Kaspersky Industrial CyberSecurity Maintenance Service
Agreement, Executive (KL7199):
e [lpuém 3anpocoB lepcoHanbHbiM TexHunyecknum Menemxkepom (MTM) B paboumne vackl ¢ 10:00 no 18:30
(MCK) no pabounm gHawm;
e [lpoBepka COCTOSIHUS CUCTEMBbI 3almnTbl 1 pa3 B rog;
e O0630p MHUMAEHTOB AN KNMEHTa U NNaHUpoBaHWe JanbHenWnx 4eNCTBUN 4 pasa B rog,;
o ExekBapTanbHble OTYETbI CO CTAaTyCOM paboTbl MO MHUMAEHTAM KIIMEHTA.

bonee getanbHasa nHdpopmauums: https://support.kaspersky.ru/corporate/conditions#special-programs

12.5 Kaspersky ICS Threat Data Feeds (BpenoHocHble Xawun)

Kaspersky ICS Threat Data Feeds — BpeoOHOCHbIE X3LUK NpoAarTcs no nognucke Ha 1, 2 unu 3 roga. LleHa
Ha ouna AaHHbIX HE 3aBUCUT OT pasMepa 1 cneumnduKku KnmeHTa.
Kaspersky ICS Threat Data Feeds — Vulnerability Feed in OVAL format (KL7350).

12.6 TpeHuHrn Kaspersky Industrial CyberSecurity

HanmeHoBaHue OnucaHme TpeHWHra KommeHTapum
MMoBbILLEHVE OCBEAOMIEHHOCTN B 061aCTH NPOMBbILLMEHHOM
Knbepbe3onacHOCTU CneLumanmcToB, He cBa3aHHbIX ¢ T/ACY.

KICS Basic MNoBbilEHNe ocBenoMNeHHOCTU crieumanuctos UT/ACY 06 akTyanbHbIX MuHumym: 10 yenosek

Training 1 day

KICS Advanced
Training 2 day

KICS
Penetration
Test Advanced
Training 5 day

KICS Digital
Forensics
Analysis
Training 5 day

KICS IoT
Vulnerability
Research and
Exploitation 4
day

KICS Train-the-
Trainer 3 day

KICS Train-the-
Trainer 5 day

TeHAeHUusAX B 06nacTy NpomblILLIeHHOW knbepbesonacHoCTH

MoBhbILLEHNE OCBEOOMIIEHHOCTI pyKoBOAUTENEN U MeHeaxepoB 06
aKTyarbHbIX TEHAEHLMSX B 06/1acTU NPOMbILLSIEHHOW
KnbepbesonacHoCTu.

MoBblleHne ocBegomneHHocTn cneunanuctos b UT/ACY o
XapakTepe TekyLux yrpo3s, npobnemax knbepbes3onacHOCTN 1 BEKTOpax
aTaK Ha NPOMbILLINEHHY0 6e30NacHOCTb.

MpoBeneHne obyyeHus cneunanuctoB b NT/ACY no npoBeaeHuto
BCECTOPOHHEr0 TECTUPOBAHNS Ha NMPOHUKHOBEHME B MPOMbILLIIEHHYHO
cpeny, a Takke 3KCNepTHblE peKOMeHAaLUMN MO UCTIPaBIEHUIO
OOHapy>XeHHbIX YA3BUMOCTEN.

MpoBeaeHne obyyerus cneynanuctos b NT/ACY no undposon
KPMMUHaNMCTUKE B NPOMBILLIIEHHbIX CpeAax ¢ NPOBeAEHNEM
3KCMEepPTHOro aHanmaa u NpefocTaBneHNeEM PEKOMEHALINIA.

MpoBeneHne obyyeHus cneunanuctoB b NT/ACY npoBeneHuto
BCECTOPOHHETO UCCreaoBaHNs YCTPOUCTB MHTepHeTa Belen (loT) Ha
YSI3BUMOCTU M MOAFOTOBKE AKCNEPTHbIX PEKOMEHAALMIA MO NMPUHATMIO
Mep Mo ncnpasneHno 0BHaPY>KEHHbIX YS3BUMOCTEN.

OB6yyeHre NO3BOMSAET rOTOBUTb COBCTBEHHbIX CNELMan1cToB Mo
6esonacHocTn UT/ACY ans npoBeaeHns y4ebHbIX 3aHATUI O
NOBbLILLEHUW OCBEAOMIIEHHOCTM O knbepyrposax. TpeHuHr 3aHnmaeT 3
OHS 1 BKMoYaeT B cebs npeseHTauun, obcyxaeHus n npaktuky. Ceccns
3aKOHYUTCH TECTOM U 3K3AMEHOM.

Oby4eHune No3BONSET rOTOBUTL COBCTBEHHbIX CNELIMANMCTOB MO
6e3onacHoctn UT/ACY gnsa npoBegeHus y4eOHbIX 3aHATUIM O
MOBbILLEHUN OCBEAOMITEHHOCTU O KMBEpyrpo3ax. TPeHUHr 3aHUMaeT 5
[OHeN u BktovaeT B cebs npeseHTauum, 06CyaeHUst, NPaKkTUKy 1
paboTy ¢ AEMOHCTPALIMOHHBIM cTeHAOM. Ceccusi 3aKOHYUTCS TECTOM U
3K3aMEHOM.

Makcumym: 21
YernoBek

MuHumym: 10 yenosek

Makcumym: 21
YyenoBek

MwuHumym: 1 yenoBek

Makcumym: 24
Yyeroseka

MuHumym: 1 yenosek

Makcumym: 24
yernoBeka

MuHumym: 1 yenoBek

Makcumym: 24
YyernoBeka

MuHuMyM: 1 Yenosek

Makcumym: 10
trainees

MuHumym: 1 YyenoBek

Makcumym: 10
YernoBek

BAXHO! [ns pacuema cmoumocmu KICS for Nodes, KICS for Networks, KICS Extension Products, KICS Threat
Data Feeds u mperHuHzos KICS Heobxodumo obpawambCs K Kypupyrowemy meHedxepy (pasdesn KoHmakmbl
https://partners.kaspersky.com/s/contacts).
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13 IlpunoxxeHue N27 K pyKOBOACTBY IIapTHepa 10 padoTe € npaic-
JUCcTOM: J/InieH3upoBaHUe U yC10BUs NOCTaBKU Kaspersky
Security Awareness Trainings

[aHHbIN JOKYMEHT coaepXuT oblime npaBuna nuueHsnpoBaHus Kaspersky Interactive Protection Simulation
(KIPS), CyberSafety for IT Online (CITO), Kaspersky Gamified Assessment tool (GAT), Kaspersky Executive
Training, Kaspersky Security Awareness Packages. [JokymeHT npegHasHadyeH ans napTHepoB AO «JlabopaTtopus
Kacnepckoro» (ganee J1K), paboTtatowimx Ha Tepputopum Poccuiickon Peagepanmm n cTpaH 3akaBkasbs U MMELLINM
NpaBo NPOAAXMW peLLeHus.

Bce TpeHuHru, Bxogswme B NpoaykToBow nuHenke Kaspersky Security Awareness, nepedyncrieHHble B JaHHOM
NpUNoXeHnU, OTIpy>KalTCsa BPyYHYt0. [ocne pasmelleHus 3akasa 3anonHute, noxanymncra, @opmMy 1 oTnpaBbTe ee
Ha awareness@kaspersky.com. Bpems, Heobxogumoe Ha noarotoBky SCORM nakeToB, Heobxoammo obroBopuTb
00 3aka3a. Takke 3apaHee HeO06XoaUMO corfnacoBaTb BpeEMsi NPOBEAEHNSI TPEHUHIOB, NPOBOANMbIX COTPYAHMKAMM
«Jlabopatopuu Kacnepckoroy.

13.1 CraHpapTHble Interactive  Protection

Simulation (KIPS)

cxeMbl nuueH3upoBaHuA Kaspersky

Ctpaterndeckass GusHec-cumynaums, npegHasHadeHHast ans Ton-MeHeaXepoB, 3KCMepToB No ©OusHec-
cuctemam, AT-cneumanncToB U NUHENHBLIX pykoBoAUTENen, YTobbl NOBLICUTL MX OCBEAOMIIEHHOCTb O pUCKax U
npobnemax 6e30nacHOCTH, CBSA3aHHbIX C PabOTON COBPEMEHHbIX KOMMbIOTEPM3MPOBAHHLIX cucTeM. poBoanTcs B
dopmaTe kKOMaHOHOW kopoTkoM (2 yaca) oddnanH wnM  oHNavH genoson  urpbl.  [lo3Bonser
cchopMMpoBaTb NOHMMaHWE MOCNeACTBUA KMOepuHUMAOEHTOB AN GM3Heca KomnaHuv, AaeT BUAEHWEe cTpaTernm
knbepbe3onacHOCTU 1 3HaHNE BO3MOXHbIX OLIMOOK Npu ee NocTpoeHun u peanu3auyuun. [JoctynHo 12 oTpacnesbix
cueHapveB: Kopnopauus, baHk, OpraH MmecTHoro camoynpasneHus, NpoMbilwneHHbin (AnekTpoctaHums, CtaHuus

BOgooumMcTkM), TpaHcnopT, [HobbMa HedTv un  rasa, HedTtexumns, Asponopt, HedTaHON XxonguHr,
TenekoMmyHUKaLMOHHLIN xonauHr, MNpegnpuatna manoro u cpegHero 6usHeca
HasBaHue npogykTta OnucaHue KommeHTapum
OpgHopasoBoe Kaspersky Interactive CTtparernyeckasi OusHec- | Onnata 3a OAWH  TPEHWUHr
nposeaeHue Protection Simulation cUMynaLms. O6yyeHue | (oddnariH nnu OHIanH).
Training (KL 7556) npoBoauTcs cneumanuctamm | KomaHOMPOBOYHbIE "
JNNabopatopwuun Kacnepckoro. HaknagHble pacxofbl, ECIM OHU
HeobXxo4MMbI, OMNnaYnBaroTCs B
OOMOSIHEHME K CTOMMOCTHU
TPEHWHra.
Nno pgnsa Kaspersky Interactive CtoumocTb "MO ansa | BaxHo: lNMpu nokynke paHHOro
TPEHUHroBOro Protection Simulation, TPEHMHIOBOrO ueHTpa" | BMAA nNUUEH3UM Heobxoaumo
ueHTpa Training Center BkntovaeT B ceba goctyn k MO | npuobpeTatb OTAESNbHO
Software (KL 8522) Ha CpPOK OencTBuUs NUUEH3WUMW, | NULEH3N0 Ha  npoBedeHue

TexHuU4eckyto nogaepxky Mo,
OHIanH oby4yeHne B hopmaTte
Train-The-Trainer (2 ceccuu:
obyuvaroLlas + choaya
3K3ameHa) [Ond  TpeHepoB
napTHepa.

3a OOMOJIHUTENbHYO NnaTty
BO3MOXHO pa3melleHne
Jlorotuna napTHepa.

B nepvog gencrteusi
NNLUEH3UN T, MOXeET
NPoOBOAUTbL CTONIbKO Ceccum
ONS1 CBOWX KIMEHTOB, CKOJIbKO
npuobpeTeHo TNNLEH3NIA
Kaspersky Interactive
Protection Simulation Training
Center Session (KL 8514)

TPEHMHIOBbLIX CECCUin: MOMUMO
CTOUMOCTH "MoO ans
TPEHMHIOBOro LeHTpa" napTHep
oTyucnaeT BEHAOPY CTOMMOCTb

npoaykra "Ceccud ans
TPEHMHIOBOrO  UeHTpa" 3a
KaXOblA  NpoOBeAEHHbIM AN
KITMEHTOB TPEHWHT.

JInueHauu oTrpyatorcs

BPYYHYIO M NpPenocTaBnsAlTCA
3aKa34uMKy MOcCre YCMeLwHoro
3aBepwenunsa Train-The-Trainer

obyuvaroLmx (oaHa -
obyuvaroulas, BTOpas -
3K3aMeHaLMOoHHas) ceccui ans
BblOpaHHOroO  cueHapusi  Ans
BHYTPEHHUX TpeHepoB
3akasymka
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Mo >xenaHuio 3aka3uvka Ans
Opyrux cLueHapveB
NnpeaoCcTaBnslTCAa MaTepuansl
(PPT + DOCS) u opraHusyeTtcs
COMpOBOAUTENbBHbIN 3BOHOK.
Kaspersky Interactive Honnata 3a kaxgbi | JonnaTta B3uMaeTcs B
Protection Simulation npoBeaeHHbI napTHEPOM | [JOMNOMHEHME K OCHOBHOW nnaTe
Training Center TPEHUHT B pamKax nuueH3unm | - 3a  Bepcuto  Kaspersky
Session (KL 8514) "MO  pna  TpeHuHroBoro | Interactive Protection
ueHTpa" Simulation, Training Center
Software;
KopnopatuBHasa | Kaspersky Interactive CtoumocTtb KopnopaTtueHow | JlnueHann oTrpyXaroTcs
nuueH3na Protection Simulation NMUEH3MM BKMYaeT B cebs | BPYYHYHO W MpegocTaBnstoTCs
Enterprise (KL 8517) pgoctyn k [1O Ha cpok | 3akasyuMky MOCMAe YCMeLHoro
nencTeus nuueHsnu, | 3aBeplleHus Train-The-Trainer
TexHuyeckyto nogaepxky MO, | obyyarowmx (opHa -
2 oby4atowme ceccum (Train- | obyvaroLlas, BTOpas -
The-Trainer) gna TpeHepoB | 3K3aMeHaLMOHHasA) ceccun ans
KOMMaHuu. BbIOpaHHOro  cueHapua  Ans
B nepuon J— BHYTPEHHUX TpeHepoB
3aKas4uka
NMLEH3UM MOoXeT
NpOBOANTLCS Mo >XenmaHuto 3aka3yvka Ans
HeorpaHuyeHHoe 4Yncno | opyrux cLieHapveB
TPEHVHIOB B pamkax | npegocTaBnslTCa MaTepwuansb
opraHuMsauum-3aKasuvuka. ans camonogroTtoeBkn (PPT +
DOCS) n opraHusyetcs
CONpPOBOAUTESbHBIN 3BOHOK.

13.2 CtaHgapTHble cxeMbl nuueH3npoBaHua O6yyarowen OHnanH-nnaTtopmMbI No
knb6epbesonacHoctu ana IT-cneyunanuctoB CyberSafety for IT Online (CITO)

MHTepakTuBHbIN Kypc Ana Bcex |IT-cneumanncTos, KOTOPbLIA NMOMOXET OCBOUTbH HaBbIKW pearnpoBaHUsa Ha
WHUMOEHTbl MepBOro ypoBHsA. [lporpamma OpueHTMpoBaHa Ha CreuuanucToB TeXHUYECKOW MOoAdepXKKM,
cneumanucToB no obwen NT-6e3onacHOCTV 1 aAMMHUCTPATOPOB JTOKamnbHbIX CNyx6 nogaepxku. Kypc coctout us
6mMoaynen: BpegoHocHoe nporpammHoe obecrnedeHue; MNMoTeHumanbHO HexenaTenbHble NporpamMmmbl U annbl;
OcHoBbI paccnefoBaHvs MHUMOEHTOB ©Oe3onacHocTu; PearnpoBaHue Ha uwmHroBble aTaku; besonacHocTb
cepBepoB, be3zonacHocTb Active Directory. Cogepxut 6onee 30 npakTM4eckux ynpaxHeHun.

HasBaHue npoaykra OnucaHue KommeHTapumn
O6yu4arouwasn OnnanH- | Ooctyn K OHnanH-nnatdopme, | JlnueHsnpoBaHne No KoNU4ecTBy
nnatdopma no | cogepxallen CTPYKTYPUPOBaHHYKD MO | MNonb3oBaTenew;
Knbep6e3onacHOCTM AnfA | TemaTuyeckMM MOAYNsIM  MPaKTUYECKYH .

MuHuManbHbIN 3aka3 — oT 1
IT-cneunanucroB (KL | mHdopMaumio n ynpaxHeHus.
8589) NULEH3UKN

13.3 CtaHgapTHble cxeMbl nuueH3npoBaHusa Kaspersky Gamified Assessment tool

Kaspersky Gamified Assessment Tool (GAT) WHCTPYMEHT OLEHKM HaBLIKOB COTPYOHWKOB B 06ractu
knbepbesobacHocTn. Kaxabii COTpyoHMK nosiydyaeT cueHapui ¢ 12 cnyyYamHbiMW CUTYyauusiMu, CBSI3aHHbIMU C
pasnuyHbIMU HaBblkamun knbepbeszonacHoCcTU. COTPYAHMKM OOMKHbI MPONTU KX, OLLEHUBAS, ABMAIOTCS N OENCTBUSA
nepcoHaxa pUCKOBAHHbIMM UMK HET, a TakKe yKa3blBasi CTeneHb yBEPEHHOCTM B CBOEM OTBETE C MOMOLLbIO (huLLIEK.
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Mo 3aBepLUEHUN OLIEHKN COTPYAHUKY BblgaeTcs cepTudmkaT, a agMUHUCTPATOp NoslyyaeT AaHHbIe, Kak Mo KaXaomy
COTPYAHWKY, TaKk 1 N0 CPeAHEMY YPOBHIO BriaieH1s1 HaBblkaMun knbepbe3onacHOCTU B KOMNaHWUN.
OnucaHue

HasBaHue npoaykra KommeHTapuu

Kaspersky Gamified | [JocTyn K OHnanH-nnatgopme,
Assessment Tool KOoTopad MO3BOMSET HacTpPOUTb
(KL 7942) W NpoBecTM TecTMpoBaHue
COTPYAHMKOB B UrpoBon cbopme
n nony4nTb oTyeT no
pesynbTatam.

KnueHTtbl, KoTOpble npuobpeTtaroT nnathopmy
Kaspersky Automated Security Awareness
Platform (ASAP) Ha >500 nonb3oBaTenen,
nonyyatot ase ceccun GAT B6ecnnaTHo.

B ocTtanbHbIX criyyasx, onnata no KOMMYecTBy
NPOX0XOEeHNN TECTUPOBaHUSA OHUM
nonb3oartenem. Hanpumep, 100 nuueHsnin GAT
nossonsieT npoBecTn 1 npoxoxaeHue
TecTupoBaHua ana 100 nonb3oBaTenen wunu 4
NPOXoXaeHus TeCTUpOBaHUS ans 25
nonb3oBaTenen.

OTrpy3ka Npovn3BOAMTCSI BPYYHYHO.

MuHUManbHbIN 100

NULIEH3UA.

pasmep 3aKkynkm — OT

Tak e BO3MOXHO MpuobpecTn nakeT NUUEeH3Un
Ha 50 NpoxoXaeHW TECTUPOBaHUS.

PekomeHayeTcs npuobpetaTb ABe ceccum GAT,
Kaxxgas ceccus Ha obliee 4YMcno COTPYLAHUKOB B
KOMNaHuWM, 9TO MNO3BOSMUT MNPOBECTU  OLEHKY
3HaHWA OO0 M MNocre OCHOBHOrO 00yyeHust wu
n3mepuTb 3PPEKTUBHOCTL NPOrPaMMBI.

13.4 CtaHgapTHble cxeMbl nuueH3npoBaHua Kaspersky Executive Training

Kaspersky Executive Training —TpeHWHr, npegocTaBnaAloLmi busHec-nngepam 1 Ton-MmeHeaxepam OCHOBbI
knbepbe3onacHOCTM B paMKax MHTEPaKTUBHOMO BOPKLLOMNA Nog pyKOBOACTBOM TPEHepa WIu OHMNanH-kypca oT Ton-
MeHeaxepoB «JlabopaTopun Kacnepckoro», KOTOpbI MOMOraeT UM fyyLle NOHATb Knbepyrposbl U cnocobbl 3aLmTbl
oT Hux. Ocoboe BHMMaHuWe yaensieTcs UHAHCOBLIM acnektaM kubepbeszonacHocTM M LenecoobpasHoCcTh
WHBECTMPOBAHNS B Hee, 4YTO [JaeT pPyKOBOOMTENSM BbICLLIEro 3BEHA Jyyllee MOHUMaHue CBA3M Mexay
knbepbesonacHoCTb U 3hPEeKTUBHOCTLIO BU3Heca. OHM y3HAIOT, YTO TEKyLLMIA naHawadT yrpo3 o3HavaeT ansd
OGu3Heca, kakve OelCTBUs criegyeT NPeanpuHsTb B criyvyae Knbepataku, a Takke MHOXECTBO APYro MHTEPECHOW,
aKkTyarnbHOW 1 nonesHon nHdopmMauun. Kypc ngeanbHo coyeTaeTcs ¢ UrpoBbiM TpeHUHIoMm KIPS, KoTopbI MOXeT
NPOBOAMUTCS, Kak Ao, Tak 1 nocne npoxoxaeHus obyyenus. (ceccusa KIPS onnaynBaeTcsa AONONHUTENBHO COrNacHo
nonutuke nuueHanposaHus KIPS).

HazBaHue n poAyKTa

OnucaHue

KommeHTapum

Kaspersky
Executive Training
(KL 7944)

OdnariH Bopkwon. O6yyeHne
NPOBOAMTCA cneumanucTamu
JTabopatopun Kacnepckoro.

Onnara 3a 0AWH TPEHUHT (MUHMMarbHOE
KOnm4yecTBO yyacTHUKoB 10 YenoBex,
MakcumarnbHoe — 20).

KOMaHﬂ,MpOBOLIHbIe M HaKnagHble pacxonbl,
€Cnn oHM HeobXoaMMbI, OnnadYnBaloTCs B
AonosfiHeHne K CTOMMOCTU TPEeHUHra.

Kaspersky OHnauH
TpeHuHr
KnbepbesonacHocTb
ana PykoBoauTtenen
(KL 8494)

HocTtyn K oHnanH-Kypcy: Habop

BV E0YPOKOB OT TOM-MEHEKEPOB
«Jlabopatopuu Kacnepckoro» B
dopmaTe MUKPOOBYYeHUs,
PYKOBOACTB U YEK-NTUCTOB

Onnarta no Konn4yecTBy OGy‘-IGPOLLI,VIXCﬂ.

MuH1ManbHbIN pa3mep 3akynku oT 1
nuueH3nm
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13.5 CtaHgapTHble cxeMbl nuueH3npoBaHusa Security Awareness Packages

HasBaHue npoaykra OnucaHwue KommeHTapumn

Kaspersky Security HaHHbli  nakeT pekoMeHayeTcss Hebonblwmm | JlMueHanpoBaHue

Awareness — KOMMNaHWsM, KoTopbiM  TpebyeTcss MNpoBecTV | MPoM3BOAUTCS no yucny
Essential (KL 7925) TpeHUHr no kmbepbesonacHOCTM ANs PAOOBbIX | ODyvawMxca B KOMNAHWUU

COTPYAHMKOB. TPEHWHrn, BXoAsduime B [OaHHbIN
nakeT, Nerko HacTpouTb U 3anyCTUTb, U OHU He
TpebyloT  BblAEMNEHHOro  crneumanucTa  Ang
pa3BopavnBaHns peLlEHMs.

B cocTaB naketa BXoAsT criefytoLmne TPEHNHIA:

- lMnatgopma Automated Security Awareness
Platform (konnyecTBO OTrpy)XaembiX ULEH3UN
COOTBETCTBYET 3aKasy),

- poctyn k Gamified Assessment Tool (2 ceccun
AN Kaxaon NnpuobpeTeHHoN nNuueH3um),

- poctyn k OByyatowlen oHnanH-nnatopme no
knbepbesonacHoctn  Ans IT-cneunanncTos
(CITO) (KonmyecTBO OTIpPy>KaemblX NULEH3UN
cootBeTcTBYeT 5% oT obuwero 4ucna
NPMOBPETEHHBIX NTMLEH3NIN (OKPYIIIEHHO).

Harnpumep, nokynamens, Kynuewut 300 nuuyeHsud
Security Awareness — Essential, nonyyum 300
nuyeHsuli Ha Kaspersky ASAP + 600 nuueH3ut Ha GAT
+ 15 nuyeH3uti CITO.

COTPYLHWKOB.

MuHMManbHbIN pasmep 3akynku
— 100 nonb3oBaTenen.

PekomeHaoBaH ansa
opraHmsaumm c¢ meHee 1 000
COTPYOHVKaMMU.

Kaspersky Security
Awareness —
Advanced (KL 7926)

[aHHbIn nakeT pekoMeHOoOBaH oOpraHM3auusmM,
KOTOpble 3auMHTepecoBaHbl B  KOMMIEKCHOM
nogxoae K obyueHune OCHOBaMm no
knbepbesonacHoCTU. [JaHHbIN NaKeT BKMNOYaET B
cebs1 TPEHUHIM NS pa3HbIX YPOBHEN COTPYOHUKOB
N OaeT BO3MOXHOCTb NPOBECTU APKYHO KaMMnaHuio
no knbepbesonacHOCTU MOCPEACTBOM WIPOBbLIX
TPEHMHIOB, KOTOpblE TaKkKe SABNANOTCA 4acTblo
JaHHOro nakera.

B cocTaB naketa BxogaT cnenywowime TpeHUHru:

- [Mnatgpopma Automated Security Awareness
Platform (konuyecTBO OTrpyXaembiX nULEH3UN
COOTBETCTBYET 3akasy),

- poctyn k Gamified Assessment Tool (2 ceccumn
ONS KXXO0M NpuobpeTeHHOM NULEH3UN),

- poctyn k OGyyaroulen oHnanH-nnatopme no
KnbepbesonacHocTu ans IT-cneumanucToB
(CITO) (KonuyecTBO OTIPY>KaeMbIX MULLEH3UN
cootBeTcTBYeT 5% oT obwero u4ucna
NPMOBPETEHHBIX NTMLEH3NI (OKPYIIEHHO),

- poctyn k Kaspersky Interactive Protection
Simulation, Bkntovas oby4yatowyto Train-The-
Trainer ceccuio AnNs TPEHEPOB KMMEHTa, a Takke
goctyn Kk koHcomm KIPS ¢ BO3MOXHOCTbHO
NPOBEAEHUS  HEOrPaHUMYEHHOro  KOnmMyecTBa
ceccus B TeyeHne 1 roga

Hanpumep, «knuenm, kynuswul 1400 nuueH3ul
Security Awareness — Advanced, nonydum 1400
nuyeHsul Ha Kaspersky ASAP + 2800 nuueH3ul Ha
GAT + 70 nuueHsutl CITO + 1 KIPS Enterprise.

JInueHsuposaHuve
npoun3BoanTCH no yucny
obyvalomxca B KOMNaHWUU

COTPYZAHWKOB.

MuHManbHbIN pasmep 3akynku
— 500 nonb3oBarenen.

PekomeHaoBaH ans
opraHmsaumi c¢ 6Gonee 1 000
COTPYOHMKaMU, Yy KOTOPbIX €CTb
XoTa ©Obl 1  BblOeneHHbIN
COTPYOHVK ANs  opraHv3aumu
obyyeHus no
knbepbesonacHocTu
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Kaspersky Security
Awareness —
Ultimate (KL7927)

[aHHbIN NakeT pekoMeHaoBaH AN opraHM3auni,
KOTOpble  MOHUMAKT  BaXHOCTb  CO34aHWA
KynbTypbl knbepbesonacHocTu " XOTAT
aganTupoBaTb nNporpamMMy MOA4  BHYTPEHHWe
NOMUTUKW/CTUNNCTUKY ~ opraHm3auun.  [aHHbIn
nakeT BKMOYAET TPEHUHIM Ans BCEX YPOBHEN
COTPYLOHVKOB.

B cocTtaB naketa BxogaT cnegywwmne TpeHUHrn:

- TMnatgopma Automated Security Awareness
Platform (konmnyecTBO OTrpy)xaembiX MULEH3UN
COOTBETCTBYET 3akasy),

- poctyn k Gamified Assessment Tool, Bkntoyas
BO3MOXHOCTb kacTommsauun (2 ceccun Ans
Kaxgom npruobpeTeHHON NuueH3un),

- poctyn k OByyatowlen oHnanH-nnatopme no
knbepbesonacHocTn  Ang IT-cneunanncTos
(CITO) (KonmMyecTBO OTIPy>KaemblX MULEH3UN
cootBeTcTBYeT 5% oT obuwero u4ucna
NPMOBPETEHHBIX NTMLEH3NIN (OKPYFMEHHO),

- poctyn k Kaspersky Interactive Protection
Simulation, Bknto4asi obyuvatollyto ceccuto Ansi
TPEHEPOB KNWEHTa, a Takke AOCTYMN K KOHCOMU
KIPS c BO3MO>HOCTbHO nposeneHus
HeorpaHM4YeHHOro KOnMyecTBa Ceccusi B Te4eHme
1 roga, a Takke BKMYas BO3MOXHOCTb
KacToMmsauuu,

- 1 ceccuro Kaspersky Executive Training ans
rpynnel 4o 10 COTPYAHUKOB Mnu Kaspersky
OunnamH  TpeHuHr KubepbesonacHocTb  Ans
Pykosoagutenei go 10 nonb3oBaTenen,

Hanpumep, nokynamens, npuobpemarowjuli 4200
nuyeHsut Security Awareness — Ultimate, nonyyum
4200 nuyeHsuli Ha Kaspersky ASAP + 8400 nuueH3ut
Ha GAT, ekn. CmaHOapmHyro kacmomu3sayuro + 210
nuyeHsut  CITO + 1  KIPS Enterprise k.
cma+OGapmHyto kacmomu3ayuro + 1 Executive Training

JInueHauposaHue
npoussoauTcs no yncny
obyvalomxca B KOMNaHWUu

COTPYLHWKOB.

MuHMManbHbIN pasmep 3akynku
— 2500 nonb3oBaTenei.

JaHHbIN NakeT AOMKEH ObITb
npuo6peTteH COBMECTHO C
no3uumen Kaspersky Security
Awareness - Ultimate.
Customization & support
(meTanu npuBepeHbl HUXeE)

PekomeHaoBaH ansa
opraHmsaumni ¢ 6onee 10 000+
COTPYOHVKaMW, nnm ans
cneumduyeckmi WHOYCTPUHN,
TpebyoLwmx nHANBMOYaIbHbIN
nogxoa oby4eHMo OCHoBaMm
knbepbesonacHocTu

Kaspersky Security
Awareness -
Ultimate.
Customization &
support (KL 7928)

[aHHbln  cepTuduMKaT BKMAYaET Yycryru no
KacToMm3aumu (B paMkax yTBepxaeHHoro obbéma
paboT) 1 paclMpPeHHYIo NOSOEPXKY.

JIueHsmpoBaHue
npoussoauTcs no
obyyarowmxca B
COTPYAHWKOB.

yucny
KOMNaHuu

MuHMManbHbLIN pasmep 3akynku
— 2500 nonb3oBaTene.

OaHHbIN nakert
npuobpertaeTtcs TONbKO
COBMECTHO c nosuumen
Kaspersky Security
Awareness - Ultimate.

PekomeHaoBaH ans
opraHunsauui ¢ 6onee 10 000+
COTPyOHVKaMU, nnu ans
cneuundunyecknin WHOYCTPUHN,

TpebyLWmMX MHAUBMOYATbHbIN
nogxon oOy4YeHWO OCHOBaM
knbepbesonacHoCTu
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14 IlpunoxeHue N28 K pyKOBOACTBY IIapTHepa 0 padoTe € npaic-
JUCcTOM: J/InieH3upoBaHUe U yC10BUS NOCTaBKU Kaspersky
Symphony

[laHHbIN JOKYMEHT CoaepKuT obLume npaBuna NuueH3npoBaHus npoayktoB Kaspersky Symphony. JokymeHT
npegHasHaveH ans naptHepoB AO «Jlabopatopus Kacnepckoro» (ganee JIK), paGoTalowmx Ha TeppuTopum
Poccuiickoin Penepaunm n cTpaH 3akaBkasbsi U UMEIOLUM NPaBO NPOOAXKN peLLIeHMs].

Kaspersky Symphony — 810 nuHenka peweHun ONd KOMMMEKCHOW 3awmTbl 6usHeca. OHa Bonnowiaer
9KOCUCTEMHBIN Noaxod K MNOCTPOEHU CucTeMbl ©e30MacHOCTU — BCe 3MEeMEHTbl TECHO WHTErpupoBaHbl,
MOCTOSAHHO B3aMMOEWCTBYIOT Mexay cobonm w ycunusatoT gpyr apyra. Kaspersky Symphony nossonsier
COXPaHUTb YCTOWYMBOCTb OusHeca, obecneumBas €ro BCECTOPOHHIOW 3aliMTy, a Tawkke noBbllaeT
NPOAYKTMBHOCTb KoMaHnAbl MB 3a cyeT nepedoBbiX WHCTPYMEHTOB, YyAOOHOrO ynpaBneHWs W TOYHbIX
aHanUMTUYECKNX AaHHbIX.

Kaspersky Symphony Security

baszoBbIn ypoBeHb nuHenkn Kaspersky Symphony, dyHoameHTanbHas 3awmta knacca EPP (Endpoint
Protection Platform) oT maccoBbIx kKMbepyrpo3 pasHon CTENEHN CIIOXHOCTU, NOAAEPKUBAIOLLAS BCE TUMbl KOHEYHbIX
TOYEK: MOOUNbHbIE, (U3MYECKUe N BUPTyanbHbIE.

Kaspersky Symphony EDR

MowHoe pelweHue knacca EDR (Endpoint Detection and Response), paspaboTaHHoe Anis 3kcnepToB B obnactu
UMb, KoTopoe B CMHEpPrnu C BKITKOYEHHOW 0a30BON 3alimMTon koHeyHbix Todek (EPP) nossondet aBTomaTtnuyecku u
MPOAKTMBHO MCKaTb Yrpo3bl, NPOBOAMTL paccnefoBaHWs MHUMAEHTOB U YCTPaHATb CIOXHbIE aTakv, HanpaBfieHHble
Ha MHMPACTPYKTYPY KOHEYHbIX YCTPOWCTB.

Kaspersky Symphony MDR

YnpaBnsemas akcnepTHasa 3awimrta MupoBoro yposHs knacca MDR (Managed Detection and Response) ¢
BKJTFOYEHHOW 3aLLmTon knacca EPP — MOHUTOPMHIOM 1 OTpaXKeHWeM yrpo3 3aHMMarTcs akcnepThl «JlabopaTtopum
Kacnepckoro», a BHyTpeHHss komaHga WMIB moxeT gepxaTb pyKy Ha Mynbce MPOUCXOOALLEro W, K NpuMepy,
CKaHMpoBaTb MHAPACTPYKTYPY HA MHOMKATOPbI KOMNPOMETaLUMUW, NPOBOAMTL aHanM3 NepBonpuUYvH 1 pearmpoBaTtb
Ha yrpoa3sl.

Kaspersky Symphony XDR Core

Kaspersky Symphony XDR Core npegcrtaBnset cobon sapo komnnekcHoun nnatdopmel Kaspersky Symphony
XDR, koTopoe BkntoyaeT B cebs knoyeBon Habop NpoayKToB ANS BbiICTpanBaHus rmbkon 3awmTtel knacca XDR.

Kaspersky Symphony XDR

BepxHui ypoBeHb NuHerkn, komnnekcHas nnatdopma knacca XDR (Extended Detection and Response) ans
MHOrOypOBHEBOIO OOHapyXeHusi artak, MOHMTOpPWHra, MPOaKTUBHOIO MOUCKA Yrpo3, paccrnefoBaHus u
3hheKTBHOIO pearnpoBaHusl B paMkax BCen MHPPACTPYKTYpbl KOMNAHUW, a Takke anga cobnogeHus TpeboBaHmn
3aKkoHoaTenbCcTBa.

14.1 CraHpapTHble cxeMbl nuueH3unpoBaHnsa Kaspersky Symphony

Bce ypoBHu Kaspersky Symphony nuueHsupytotcs no konudectsy yctponctB (Node). YposHu Kaspersky
Symphony EDR u Kaspersky Symphony MDR BkntodatoT B cebsi ypoBeHb Kaspersky Symphony Security. YpoBeHb
Kaspersky Symphony XDR BkntoyaeT B cebsa agpo Kaspersky Symphony XDR Core (C BKHOY€HHbIM B CBOHO
oyepenb ypoBHem Kaspersky Symphony Security).

- Tun n cpok MuHumanbHoe
SKU HanmeHoBaHue MpoaykToBLIN coCcTaB
JIMLIEH3UM KOJIM4eCTBO
- Kaspersky Endpoint Security ans 6usHeca — Base,
KL4500 Kaspersky Symphony | PaciumpenHblit Renewal, OT 10 ycTpoiicTs
Security - Kaspersky Security onst BupTyanbHbIX 1 (Premium,
obnayHbix cpef, Desktop, Server (LA) - Standard Premium
Plus), Cross-
KL4501 Kaspersky Symphony | - Kaspersky Symphony Security grade Ot 100
EDR - Kaspersky EDR Expert (63 neco4HuLpbl) 1,2vm 3 YCTPOWCTB
roga
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Kaspersky Symphony | - Kaspersky Symphony Security Ot 250

KL4502 MDR - Kaspersky MDR YCTPOWCTB

- Kaspersky Symphony Security

- Kaspersky Single Management Platform
Kaspersky Symphony | - Kaspersky EDR Expert Ot 1000
XDR Core - Kaspersky Unified Monitoring and Analysis YCTPOWCTB
Platform GosSOPKA compatible with Netflow
support

KL4504

- Kaspersky Symphony Security

- Kaspersky Single Management Platform

- Kaspersky Unified Monitoring and Analysis
Platform GosSOPKA compatible with Netflow
support

- Kaspersky EDR Expert

- Kaspersky Anti Targeted Attack Platform
Advanced

- Kaspersky Security onst no4ToBbIX CEPBEPOB
- Kaspersky Security ons MHTepHeT-LLo308B
- Kaspersky Automated Security Awareness
Platform

- Kaspersky Threat Lookup

- Kaspersky CyberTrace: TIP Enterprise

- MNMoTokn paHHbIX 06 yrpo3ax — Malicious URL
- MNMoTokn paHHbIX 06 yrpo3ax — IP Reputation
- MoTokun paHHbIX 06 yrpo3ax — Phishing URL
- MoTokm paHHbIX 06 yrpo3ax — Botnet C&C

- MNoTokun gaHHbIX 06 Malicious Hashes

- MNoTokn gaHHbIX 06 yrpo3ax — Ransomware
URL

Ot 1000
YCTPOWCTB

Kaspersky Symphony

KL4503 XDR

14.2 Oco6eHHOCTU NULIEH3UPOBaHUA U NpaBua NoCcTaBKK

3akasunk MOXeT npuobpeTaTtb NMUEH3MM No 3awmuTe paboynx MecT TONbKO M3 ogHoW NuHernkn: Nnbo Kaspersky
Security gns 6usHeca (B Tom uncne Kaspersky Security onsa BMpTyanbHbIX U 06nayvHbixX cpef ¢ NMULEH3NPOBaHNEM
no yctponcrteam), nubo Kaspersky Symphony. KoMG1MHMpoBaTh NULEH3MM U3 ABYX NTMHEEK Henb3s. [laHHoe ycrnoBue
He pacnpocTpaHsaeTca Ha kombuHupoBaHune nuueHsun Kaspersky Symphony ¢ apyrmmu 3awmtHeIMU NpodyKTamu
n cepucamm «Jlabopatopun Kacnepckoro». Jinuenanm Symphony XDR nnn XDR Core moryT 6bITb NprnobpeTeHsl
TONBLKO Ha BCIO UHAPACTPYKTYPY.

Twn nuueHsun Cross-grade ansa Kaspersky Symphony XDR 0yaeT 3acumTaH npu 3ameHe ogHow nosmuun XDR
UM Tpex Mo3uUUA KOHKYPEHTa, CXOXMUX MO (PYHKUMOHanbHOCTM Takum npogyktam, kak KEDR, KUMA, KATA,
Cybertrace. [Ina Kaspersky Symphony XDR Core BO3MOXeH nepexon C OOHOro U3 MpoAyKTOB TakMX Kraccos
peweHun, kak EDR, NTA, SIEM, IRP.

B pamkax nuuensumm Kaspersky Symphony XDR u Kaspersky Symphony XDR Core gna KUMA kntoun
npeaocTaBnstoTcs, ucxonsa i nepecdeta 1 Node = 2 EPS. Hanpumep, anga 5000 nuuensun Kaspersky Symphony
XDR 6yget npepoctaBneHo 10000 EPS ana KUMA. B cnyvyae HeobxogmMmocTu gononHuTenbHblx EPS, 3akasumk
MOXeT MX JOKYNUTb, Npu 4eM fokynaetca ymucno EPS (B pamkax gosakynku nuueHsnun KUMA), kpaTtHoe 100. Ecnin
3aKa34yuky He xBaTaeT, Hanpumep, 5050 EPS, To emy Heobxoaumo gokynutb 5100 EPS.

NEWNosakynka EPS noepx Kaspersky Symphony XDR unu XDR Core ocyulecTBnsieTcs B pamkax
npnobpeTtennsi npoaykta KL4038 KUMA (anss Poccuiickon Pepepaumm) n KL4034 KUMA (ons Benapycn u
3akaBkasbsl).

NEWBoamoxxHa [o03aKyrnka ToNbKo AaHHbIX peweHnin KUMA 1 Tonbko ¢ KoHconuaaumeid ¢ OCHOBHbLIM 3aKa3oM.
Ecnu 3akasbl pa3meLLaroTcd equHOBPEMEHHO, TO CHavyana obpabaTeiBaeTcs 3aka3 Ha Kaspersky Symphony XDR
nnn XDR Core, 3aTem 3aka3 Ha gononHutenbHble EPS (B pamkax pewennsa KUMA) ¢ koHconuaaumen K nuueH3mm
Ha Kaspersky Symphony XDR vnn XDR Core.

3akasuumk, koTopbii npuobpen nuueHann Kaspersky Symphony Security n xoyet nepentn Ha Kaspersky
Symphony EDR, Kaspersky Symphony MDR, Kaspersky Symphony XDR wnnn Kaspersky Symphony XDR Core,
MOXeT 3TO caenaTb C AONMNaTon pasHMUbl 38 OCTaBLUMICS CPOK UCMOSb30BaHMSA TEKYLLEen NUueH3un. To xe camoe
OTHOCUTCA K 3aKa34vuky, koTopbli npuobpen nuueHaun Kaspersky Symphony EDR n xoueT nepeitu Ha Kaspersky
Symphony XDR nnu XDR Core. B Taknx pacdeTtax Bcerfa ucnonb3yeTcs nuueH3aus base.

BAXHO! 3aka3unk MoxeT OQHOBPEMEHHO nonb3oBaTbesa nuueHansammu KL4500 Kaspersky Symphony Security m
nuueHsnamu KL4501 Kaspersky Symphony EDR nnu KL4502 Kaspersky Symphony MDR.

BAXHO! OgHoBpemeHHas noctaeka peweHnn KL4501 Kaspersky Symphony EDR n KL4712 Kaspersky Endpoint
Detection and Response Expert ogHOMy 3aKka3ynky HegonycTuma.
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BAXHO! OgHoBpeMeHHas noctaska pellernmin KL4502 Kaspersky Symphony MDR n KL4846 Kaspersky Managed
Detection and Response Optimum Add-on nnu KL4829 Kaspersky MDR ogHoMy 3akasynky Hegonyctuma.

BAXHO! Knnentam, ncnonesyowmum KL4500 Kaspersky Symphony Security, KL4501 Kaspersky Symphony EDR,
KL4502 Kaspersky Symphony MDR, HegonycTuma nocraska oTAenbHbIX nuueHani Ha KL4155 Kaspersky Security
ans BupTyanbHbIX U obnadHbix cpen, Desktop, KL4153 KS gns BupTyanesHbiX U 06nayHbix cped, Enterprise Edition
Desktop, KL4255 KS ansa BupTyanbHbiX 1 obnayvHbix cpeq, Server unu KL4253 KS ana BupTyanbHbIX 1 06rayHbIx
cpen, Enterprise Edition Server.

BAXHO! OgHoBpemeHHOe ucnonb3oBanune nuueHaun KL4500 Kaspersky Symphony Security, KL4501 Kaspersky
Symphony EDR, KL4502 Kaspersky Symphony MDR ¢ nuueHsusamu KL4503 Kaspersky Symphony XDR unu
KL4504 Kaspersky Symphony XDR Core HegonycTumo.

BAXHO! NMpu npoanexun ¢ Kaspersky Anti Targeted Attack Standard/Advanced/EDR Edition unu Kaspersky Unified
Monitoring and Analysis Platform Ha Kaspersky Symphony XDR ueHa 3a ogHo ycTponcTBo 6epeTtcs M3 agnanasoHa,
COOTBETCTBYIOLLEro hakTuyeckomy (NnpuobpetaemMomy) KONMYECTBY NULIEH3NN.

14.3 ®yHKUMOHaNbHbIE BO3MOXHOCTHU

Kaspersky Symphony coctout n3 yetbipéx ypoBHen. ba3oBbii ypoBeHb — 3TO (pyHOAMeHTanbHas 3alumra
duranyeckmx n BUpTyanbHbiX pabounx mect (Kaspersky Symphony Security). E€ cogepxat Bce nocnegytoLine tpu
YPOBHSA. B 3TnX ypOBHAX COAEpXUTCA ABa NOAXO4A K PacCLUMPEHHOM 3aLumTe: OHa MOXET ObiTb BbICTPOEHA CBOUMMU
cunamu (Kaspersky Symphony EDR n Kaspersky Symphony XDR) unu ¢ nomouwbto akcneptoB «JlabopaTtopum
Kacnepckoro» (Kaspersky Symphony MDR). Bnarogaps aTtoMy, Kaxgas KOMNaHus MOXeT nopobpartb cebe
NnoaxoAsiiee pelleHne B 3aBMCMMOCTUN OT NOTPEOHOCTEN B 3aLLUTE M YPOBHS 3penocTy B 0611acTn MHGPOPMaLMOHHOMN
6e3onacHocTn. Kaspersky Symphony XDR Core siBnsetcsa sigpom Kaspersky Symphony XDR u Bkntodaet
MWHUMAaNbHO HEOOXOANMbIN Habop MHCTPYMEHTOB ANs BbicTpanBaHua XDR-nnatdopMbl.

®DYHKLUMOHaNbHbIE BO3MOXHOCTHU Symphony Symphony Symphony Symphony
Kaspersky Symphony Security EDR MDR

XDR Core XDR

ABTOMaTH4eckas 3awmra pusmnyeckmx
M BUPTYyanbHbIX KOHEYHbIX TOYEK OT + + + + +
MaccoBbIX Yyrpo3

MepenoBoe oGHapyXXeHne CROoXHbIX
Yrpo3 Ha YPOBHE KOHEeYHbIX TOYeK U + + + +
pearMpoBaHue Ha HUX

[eakTMBMpOBaHUE C NOMOLLLIO
nepefoBOMN NECOYHULbI U + +
pearMpoBaHue Ha OGHapyXeHUsA

MOHUTOPUHI U KOoppensuus coobITUn
UB (+moaynb FocCOMKA) + +

LleHTpanu3oBaHHOe ynpaBneHue
MHUMAEHTaMM C eAUHBIM rpad)om + +
paccnepoBaHus

YnpaBneHne aHanUTU4ECKMMMU
AdHHbIMU O KMGepyrpo3ax n +
BCTPOE€HHbIe NOTOKU AaHHbIX

3awura 3NeKTPOHHOW NOYThI U

+
BeG-Tpaduka
Fny6okui aHanu3 ceTeBoro Tpaduka +
M pearMpoBaHue Ha YPOBHe U308
MoBbllWeHne KN6eprpamoTHOCTH +
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14.4 BO3MOXHOCTU Nepexoaa ¢ O4HOM JNINLEH3NN Ha APYTYH0 B paMKaxX JIMHENKK

Kaspersky Symphony npu npoaneHum

HasBaHue pelueHus Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky
Symphony Symphony EDR Symphony MDR Symphony Symphony
Security XDR Core XDR
Kaspersky Symphony Security + +
Kaspersky Symphony EDR + + +
Kaspersky Symphony MDR +
Kaspersky Symphony XDR Core +

14.5 MpaBuna nepexona Ha nuHeunky Kaspersky Symphony

Mpun npoaneHun cpoka AenCTBUS NIMLEEH3NOHHOMO cepTudmrKaTa nNonbL30BaTenb MMeeT BO3MOXHOCTb NEPenTn ¢
npoayktoB «JlabopaTopum Kacnepckoro» Ha pelueHus nuHerikn Kaspersky Symphony cornacHo tabnuue Huxe. [Npu
nepexone BbINMCbIBAETCA NULEH3Ms Tuna renewal.

Kaspersky Kaspersky Kaspersky Kaspersky
Symphony Symphony Symphony Symphony
HasBaHue pelueHus Security EDR MDR
XDR Core XDR

Kaspersky Endpoint Security Cloud +
Kaspersky Endpoint Security Cloud Plus + +
Kaspersky Endpoint Security Cloud Pro + +
KES ansa 6usHeca - CtTaHgapTHbIN + + +
KES ansa 6usHeca - PacluMpeHHbIn + + +
Kaspersky EDR ans 6usHeca OnTumarnbHbIf + + +
Kaspersky Total Security ans 6usHeca + + +
Kaspersky Total Security Plus ans 6usHeca + +
Kaspersky Security ans BupTyanbHbIX U

+ + +
obnayHbIx cpea, Server/Desktop
Kaspersky EDR Expert + + + +
Kaspersky EDR Expert Plus + + + +
Kaspersky MDR + +
Kaspersky Anti Targeted Attack +
Kaspersky Unified Monitoring and Analysis + +
Platform
Kaspersky Smart | +
Kaspersky Smart Il + +
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B nepuon mencTtBUMA NULEH3UMOHHOro ceptuduKaTa BO3IMOXEH Mepexoa € npoaykTtoB «Jlabopatopuu
Kacnepckoro» Ha pelueHus nuHernkn Kaspersky Symphony B cooTBeTcTBUM ¢ Tabnuuen Huxe. [Npn nepexoae Ha
peleHne 6onbLiero yHKLMoHana byaeT BbinucaHa HoBas nyueH3uns ¢ Tunom Base / Base Premium / Base Premium
Plus, B 3aBUCMMOCTHM OT 3anpoca, a Takke 0yaeT BbINOMHEH 3a4eT CTOMMOCTM HEMCMOb30BaHHOMO CPOKa TeKyLLen
nuueHsun. MNMepexoa Ha NpoayKT MeHbwwero cdyHKLMOHana B nepuos AeWCTBUA NULEH3NOHHOIO cepTudumkarta

HEBO3MOXEH.
Kaspersky Kaspersky Kaspersky Kaspersky
Symphony Symphony | Symphony Symphony
HasBaHue pelueHus Security EDR MDR
XDR Core XDR

Kaspersky Endpoint Security Cloud +
Kaspersky Endpoint Security Cloud Plus + +
Kaspersky Endpoint Security Cloud Pro + +
KES ansa 6usHeca - CtTaHgapTHbIN + + +
KES ansa 6usHeca - PacluMpeHHbIn + + +
Kaspersky EDR ans 6usHeca OnTumanbHbIn + + +
Kaspersky Total Security ansa 6usHeca + +
Kaspersky Total Security Plus gnsa 6usHeca! + +
Kaspersky Security ans BupTyanbHbIX U

+ + +
obnayHbIx cpea, Desktop
Kaspersky Security ansa BUpTyanbHbIX 1 + +
obnayHbIx cpea, Server
Kaspersky EDR Expert? + + +
Kaspersky EDR Expert Plus? + + +
Kaspersky MDR? + + + +
Kaspersky Anti Targeted Attack Standard +
Kaspersky Anti Targeted Attack Advanced
Kaspersky Unified Monitoring and Analysis

+ +

Platform
Kaspersky Smart | + +
Kaspersky Smart Il + +

! Mepexon B nmepuon meiictust nunensuu ¢ Kaspersky Total Security Plus mms Gusneca Ha Kaspersky Symphony EDR mm Kaspersky
Symphony MDR Bo3MoskeH TOJBKO Ha THITBI JHLeH3uit Base Premium / Premium Plus.
2 Ilepexon B nepuox aeiictsus muuensun ¢ Kaspersky EDR Expert u Kaspersky EDR Expert Plus na Kaspersky Symphony MDR Bo3MoxeH

TOJBKO Ha THIIBI IMIeH3uil Base Premium / Premium Plus.

% IMepexon B nepuoy neiicTeus muuensuu ¢ Kaspersky MDR ma Kaspersky Symphony EDR umu Kaspersky Symphony MDR Bo3MosxeH

TOJBKO Ha TUIIBI JMLeH3ul Base Premium / Premium Plus.
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14.6 MpaBuna nepexopna ¢ nuHenkn Kaspersky Symphony Ha gpyrue 3awmTHble peLueHus
AO «JlabopaTopusa Kacnepckoro»

Mpn npoaneHun cpoka eNcTBUA NULIEH3MOHHOIO cepTudukaTa Nofnb3oBaTenbs MeeT BO3MOXHOCTb NEPENTU C
pelweHnn nuHenkn Kaspersky Symphony Ha apyrue sawmtHble peweHuns AO «Jlabopatopus Kacnepckoro»
cornacHo Tabnuue Hmwxe. MNpn nepexoae BbINMCbIBAETCA NULLEH3MA Tuna renewal.

s = = ®
3 ] 4 [ ey oy
I I I =1 o o
= I 4 = » o o 2
HasBaHue pelieHus o g S Em| Sa X X *
[l s g g0 o o ul u o -
g 3| x 2 _9| —9| o o < <
OF| 08| BE | E&| 22| 8 | 32| 38| 5| 3
x & e ¥ O N Lo N2 ¥ O ¥ = X x
Kaspersky Symphony Security + + + + +
Kaspersky Symphony EDR + + + + +
Kaspersky Symphony MDR + + +
Kaspersky Symphony XDR Core
Kaspersky Symphony XDR

B nepuon gencTBMA NULEH3MOHHOIo cepTudmKaTa BO3MOXEH Nepexon C pelleHun nuHenkn Kaspersky
Symphony Ha gpyrue 3awmTHble peweHns AO «Jlabopatopus Kacnepckoro» B COOTBETCTBUM C TabnULEN HUXKE.
Mpu nepexoge Ha pelleHne Gonbliero cyHkumoHana byaeTt BeinMcaHa HoBasi NuUueH3na ¢ TunoMm Base / Base
Premium / Base Premium Plus, B 3aBMCMMOCTM OT 3anpoca, a Takke OygeT BbINOSIHEH 3a4eT CTOMMOCTM
HeMcnonb30BaHHOrO Cpoka Tekyllenh nuueHaun. [epexod Ha NPoOAYKT MeHbluero (pyHKUMOHamna B nepuosg
OEeNCTBUS NTMLEH3MOHHOIO cepTudukaTa HEBO3MOXEH.

KEDR
OnTumManbHbIN
busHeca

Ha3BaHue peweHus

KEDR Expert
Kaspersky MDR

KES CtaHaapHbIn
KES PaclumpeHHbIn
Total pna 6usHeca
Total Plus ansa
KEDR Expert Plus
KATA Standard
KATA advanced
KUMA®

+
+
N
+
N

Symphony Security

Symphony EDR

Symphony MDR

Symphony XDR Core

Symphony XDR

1 SKU: KL4032, KL4034, KL4036, KL4038, KL4047, KL4048, KL4049, KL4051.
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15 IlpunoxxeHue N29 K pyKOBOACTBY IIapTHepa 0 padoTe € npaiuc-
JucToM: J/IuneHsupoBaHue M ycaoBus nocraBku Kaspersky Threat
Intelligence

[aHHbIi JOKYMEHT coAepxuT oblive npaBuna NULEH3NPOBaHMSA CEPBUCOB MHEOPMUPOBaHMA 06 yrposax
(Kaspersky Threat Intelligence), B Tom uncne: AHanutudeckne ot4veTbl, Kaspersky Threat Intelligence Bundle,
Kaspersky Threat Data Feeds ([MoTokn gaHHbIx 06 yrposax), Kaspersky Threat Data Feeds Bundle, Kaspersky Digital
Footprint, Kaspersky Threat Lookup, Kaspersky Threat Analysis, Kaspersky Ask the Analyst, Kaspersky Takedown
Service, Kaspersky Threat Infrastructure Tracking, MonutopuHr knbep-puckoB ans MSSP, Kaspersky Threat Data
Feeds Bundles — MSSP.[lokymeHT npegHasHayveH ans naptHepoB AO «Jlabopatopusa Kacnepckoro» (aanee JIK),
paboTatowmx Ha Tepputopumn Poccuiickon ®egepaunm n ctpaH 3akaBkasbsa 1 MMEKOLLMM NPaBo NPo4aXKn peLleHus.

15.1 AHanuTtnyeckme ot4yetbl 06 APT/Crimeware/Industrial yrposax

JlnueHsusa npegoctaBnseT AoCcTyn K peno3utopuio AHanuTuyYeckux otyetoB 06 APT/Crimeware/Industrial
yrpo3sax, pacrnonoxeHHoMy Ha nopTtane Threat Intelligence Portal (TIP).

JInueHsuna goctynHa gnga nognucku Ha 1, 2 unn 3 roga.

Koa npoaykra HasBaHue npoaykra CopepxxaHue
KL7289 AHanuTnyeckue otyeTbl 06 e [lonHble oT4eTHI
APT-Yrpo3sax e OcHOBHble pesynbTaThbl paccrnefoBaHum

¢ 10C’s, YARA n Suricata npaBuna (ecnv gOCTYMHO)
e Master YARA n Master 1oC.
APT npodumnm

KL7320 AHanuTu4yeckune oT4€ThbI O e [lonHble OTYETHI
crimeware yrposax o  OcCHOBHble pe3ynbTaTbl paccregoBaHuii
e 10C’s, YARA u Suricata npasuna (ecrnv OCTYMHO)
e Master YARA n Master loC.
e Crimeware npodgunm
KL7246 Kaspersky ICS Threat e [lonHble oTyeThl
Intelligence Reporting with e OcCHOBHble pe3synbTaThbl paccrnefoBaHum
MRTI e 10C’s, YARA u Suricata npasuna (ecnv AocTymnHo)
e Master YARA n Master loC.
KL7893 Kaspersky ICS Threat e OcHoOBHble pe3ynbTaTbl paccnegoBaHum
Intelligence Reporting - e 10C’s, YARA u Suricata npasuna (ecnv JOCTYMHO)
Executive Summary and 10Cs e Master YARA u Master IoC.

Cnepyouwme MoTokn AaHHbIX 06 yrpo3ax HaxoasaTcA Ha aTane End-of-Sale

KL7283 AHanuTnyeckune oT4yeThbl 00 e OcHOBHbIe pe3ynbTaTbl paccrnefoBaHui
APT-Yrpo3ax. OCHOBHbIe e APT npodunu
pe3ynbTaTbl paccnegoBaHUN

KL7284 AHanuTu4yeckue oT4yeTbl 06 e OcHOBHble pe3ynbTaTbl paccnegoBaHnm
APT-Yrpo3zax. OCHOBHble e |oC’s, YARA u Suricata npaBuna (ecnuv JoCTymnHO)
pe3ynbTaTbl paccnefoBaHUM U | « Master YARA n Master loC
I0Cs o APT npodunu

KL7280 AHanuTnyeckue oTyeTbl 06 e 3 Full reports
APT-Yrpo3sax. OCHOBHble e OcHOBHble pe3ynbTaThbl paccrenoBaHuii
pe3ynbTaThbl paccnefaoBaHuUm + e 10C’s, YARA u Suricata npaBuna (ecrnv gOCTYMHO)
3 NonHbIX oTYyeTa o APT npodwnu

KL7324 AHanuTuyeckue oT4€THLI O e  OcHOBHbIE pe3ynbTaThbl paccnenoBaHni
crimeware yrposax - e 10C’s, YARA u Suricata npaBsuna (ecrnv OCTYMHO)
OcHoBHble pe3ynbTaTthl e Master YARA n Master loC
paccnenosanuit n |OCs e Crimeware npodunm
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15.2 Kaspersky Threat Intelligence Bundles

CywecTtByeT 5 pa3nuyHbix nakeToB Kaspersky Threat Intelligence (T1). Kaxgpbii ypoBeHb NpegocTaenseT
pocTyn K onpefeneHHbiM hyHKkumnam Kaspersky Threat Intelligence.
JInueHsuna goctynHa gnga nognucku Ha 1, 2 unu 3 roga.

Kopn HasBaHue naketa CopepxaHue
npoaykKra
KL7327 Kaspersky Threat Intelligence Bundle - Basic Moxanyncra,
. . O3HaKoOMbTeCb C
KL7331 Kaspersky Threat Intelligence Bundle - Essential TabAnLeil HuXe ans
KL7328 Kaspersky Threat Intelligence Bundle - Advanced noapo6Horo onucaxus
] YHKUMOHANBHOCTU 1
KL7332 Kaspersky Threat Intelligence Bundle - Expert CPaBHEHMS 3TUX
KL7329 | Kaspersky Threat Intelligence Bundle - Maximum nakeTos
MpoAaykTbl B Detanu kaxaoro Basic Essential Advanced Expert Maximum
cocTaBe naketa npoaykra
APT Reporting — lNonHble oT4yeThl BuaHbl Bce BuaHbl Bce BuaHbl Bce BuaHbl Bce BuaHbl Bce
— MNpodounu oTYeThI 1 oTYeTbl U oTYeThl U oTYeThl U OoTYeThI 1
—1oC, Yaraun npocpunm (10 npodunm (15 npodunm (20 npodunm (50 npocmnu
Suricata oT4yeToB oT4yeToB OT4YETOB MOXHO oT4yeTOoB (6esnumuT-
MOXHO MOXHO cKavaTb) MOXHO Hoe
cKayvaTtb) cKayvaTtb) CcKayvaTtb) CKauuBaHue
Crimeware — lMonHble oTyeTbl BuagHbl BCe BuaHbl Bce BuaHbl Bce BuaHbl Bce BuaHbl Bce
Reporting — Mpodwmnn OTYeThI U OoT4eTbl N OoT4eTbl N OoT4eTbl N OTYEThI U
—1oC, Yaraun npocunm (10 npodunm (15 npocunm (20 npodunm (50 npocmnu
Suricata oT4yeTOB oT4yeTOB OTYETOB MOXHO oT4yeTOB (6e3numuT-
MOXHO MOXHO cKavaTb) MOXHO Hoe
cKa4aTthb) cKavaThb) cKavaThb) cKauMBaHue)
ICS Reporting * — lNonHble oT4yeThl - BuaHbl Bce BuaHbl Bce BuaHbl Bce BuaHbl Bce
— MNpodounu oTYeTbl U oTYeTbl U oTYeTbl U OTYETHI 1
—1oC, Yaraun npocdwunm (15 npocwunm (20 npocunm (50 npodunm
Suricata oT4yeTOoB OTYETOB MOXHO oT4yeTOoB (6esnumuT-
MOXHO cKayaTb) MOXHO Hoe
cKavaThb) cKavaThb) cKauMBaHue)
Kaspersky - DocTtyn k 6aze 1000 2000 3anpocos 3000 3anpocos B 10000 50000
Threat Lookup loC-oB 3anpocos B 1 B 1roag 1rog 3anpocoB B 1 3anpocos B 1

- Research Graph
- Npasuna WHOIS
Hunting

-10 3anpocos
BbINOMHAEMbIX MO
pacnucanuio

ron

roq

roq

Threat
Infrastructure
Tracking

Ha ypoBHe
CTpaHbl
3aKasyumka

MonHbIM gocTyn
(Bce cTpaHbl)

MonHbIi goctyn
(BCe CcTpaHbl)

Threat Analysis

— Cloud Sandbox
— Cloud Threat
Attribution Engine
— Similarity

100 3anpocos
B 1 roag ans
KaXkaom
TexHonornm

150 3anpocos B
1 rog ans
KaXkaom
TEXHONOrnn

200 3anpocos B 1
rog Ans Kaxaomn
TEXHONOrnn

1000 3anpocos
B 1 rog ans
KaXkaom
TEXHONOrMN

3000 3anpocos
B 1 rog ans
KaXkaomn
TexHonorum

Digital Footprint
Intelligence

— YnpaeneHue
aKkTuBamu

— YBegomneHus 06
yrposax

—MNownck B
[apkHeTe 1 MoWCK B
KTL (50 nouckoB B
OeHb)

— foctyn Kk WHOIS
Hunting

— foctyn k
Research Graph

+

+

+

* Omyemsi ICS docmyniHbl dnia knueHmos, Kynuswux ICS Threat Intelligence Reporting (KL7246).

+
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15.3 Kaspersky Threat Data Feeds

JInueHsua goctynHa Ha 1, 2 unu 3 roga.

Kopn HasBaHue npogykrta Cxema nuueH3npoBaHus
npoAaykra
KL7967 MNMoTokn gaHHbIX 06 yrpo3ax — IP reputation 1 Ha ogHOro 3akasyuka
KL7911 MNoTokn gaHHbIX 06 yrpo3ax — Whitelisting 1 Ha ogHOro 3akasyuka
KL7968 MoToku gaHHbIX 06 yrpo3sax — Phishing URL 1 Ha oHOro 3akasyuka
KL7969 MNMoToku gaHHbIX 06 yrpo3ax — Botnet C&C URL 1 Ha ogHOro 3akasyuka
KL7961 MoTokn paHHbIX 06 yrpo3ax — Malicious URL 1 Ha ogHOro 3akasyuka
KL7917 MNotokn gaHHbIX 06 yrpo3ax — Malicious Hashes 1 Ha ogHOro 3akasyuka
KL7916 MNoTtokn gaHHbIX 06 yrpo3ax — Passive DNS 1 Ha ogHOro 3akasyuka
KL7918 MNotokn gaHHbIX 06 yrpo3ax — 10T URL 1 Ha ogHOro 3akasyuka
KL7914 MNMoTokn gaHHbIX 06 yrpo3ax — APT IOC 1 Ha ogHOro 3akasyuka
KL7907 MNotokn gaHHbIX 06 yrpo3ax — Crimeware |I0C 1 Ha ogHOro 3akasyuka
KL7913 MNMotokn gaHHbIX 06 yrpo3ax — Ransomware URL 1 Ha ofgHOro 3akasyuka
KL7919 MoToku gaHHbIX 06 yrpo3sax — Vulnerability Feed 1 Ha o4HOro 3akasyuka
KL7923 MNoTokn gaHHbIX 06 yrpo3ax — ICS Malware Hashes 1 Ha ogHOro 3akasyuka
KL7924 MNoTokn gaHHbIX 06 yrpo3ax — Suricata Rules 1 Ha ogHOro 3akasyuka
KL7933 MNMoTokn gaHHbIX 06 yrpo3ax — Open Source Threats 1 Ha ogHOro 3akasyuka
KL7964 MNMoTokn gaHHbIX 06 yrpo3ax — Mobile Threat 1 Ha ogHOro 3akasyuka
KL7910 MNMoTokn gaHHbIX 06 yrpo3ax - ICS Vulnerabilities 1 Ha ogHOro 3akasyuka
KL7349 MNMoTokn paHHbIX 06 yrpo3ax — Sigma Rules 1 Ha oHOro 3akasyuka

15.4 Kaspersky Intelligence Reporting Bundles

Kaspersky Intelligence Reporting Bundles npegHasHaveHbl ang Toro, 4Tobbl NPeaoCTaBUTb KIUEHTY
9KCKITHO3MBHbINA, NMPOaKTMBHBIN OOCTYN K OTYETaM O FPOMKMX KammnaHusX KnbepLlunuoHaxka, BKIoYas Te yrposbl,
KOTOpble MOryT ObiTb He 0OHAPO4OBaHbI.

JlnueHsua npepoctaenseT goctyn k penosutoputo otdyetoB APT/Crimeware/lndustrial intelligence,
pacnonoxeHHoMy Ha noptane Threat Intelligence Portal (TIP).

JInueHsuna goctynHa gnga nognucku Ha 1, 2 unn 3 roga.

CyuwectByeT 2 naketa Kaspersky Intelligence Reporting Bundle:

MpoaykTbl B

cocTaBe nakeTta

KL7326 AHanuTu4eckue ot4yetbl 06 APT
n Crimeware Yrpo3sax

KL7897 Kaspersky APT & Crimeware
& Industrial Intelligence Reporting

KL7289 + +
KL7320 + +
KL7246 - +
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15.5 Kaspersky Threat Data Feeds Bundles
CywectByeT 5 pasnuyHbix naketoB Kaspersky Threat Data Feeds. O6paTute BHMMaHME, YTO LIEHbI HA NAKETbI

He 3aBUCAT OT pa3mMepa n CI'IeLI,l/ICbVIKVI KIMNeHTa.

JInueHsuna goctynHa Ha 1, 2 unn 3 roga.

Koa npoaykra Ha3BaHue naketa CocTaB nakera
KL7333 Kaspersky Threat Data Feeds Bundle - URL Moxanyncra,
KL7334 Kaspersky Threat Data Feeds Bundle - URL & IP ?;’gi';i“;ﬁfﬁ;: e
KL7335 Kaspersky Threat Data Feeds Bundle - URL & IP & Hashes | NOAPOGHOro onncaHus
PYHKLMOHANbHOCTY 1
KL7336 Kaspersky Threat Data Feeds Bundle - Expert Security CpaBHEHUS 3THX NaKeToB
KL7337 Kaspersky Threat Data Feeds Bundle - Total Security
Data Feeds BHyTpu nakeTta URL URL & IP URL & IP Expert Total
Bundle Bundle & Hashes Security Security
Bundle Feeds Feeds
Bundle Bundle
MoTokn paHHbIX 06 yrpo3ax — Botnet C&C URL + + + + +
[MoTokn paaHHbIX 06 yrpo3ax — Ransomware URL + + + + +
MoToku gaHHbIX 06 yrposax — Phishing URL + + + + +
MoTokun aaHHbIX 06 yrposax — Malicious URL + + + + +
MoToku aaHHbIX 06 yrposax — IP reputation + + + +
MoTokn paHHbIX 06 yrpo3ax — Network Security URL + + + +
MoTokn pgaHHbIX 06 yrpo3ax — Network Security IP + + + +
MoToku paaHHbIX 06 yrposax — Malicious Hashes + + +
MoToku AaHHbIX 06 yrposax — APT I0C? + +
MoToku AaHHbIX 06 yrposax — Crimeware |0C? + +
MoTokun AaHHbIX 06 yrposax — Mobile Threat3*** + +
MoTokun gaHHbIX 06 yrposax — Sigma Rules + +
MoTokun aaHHbIX 06 yrposax — Passive DNS +
MoTokun aaHHbIX 06 yrposax — Suricata Rules +
MoTokn paaHHbIX 00 yrpo3ax — Open Source Threats +
MoTokun aaHHbIX 06 yrposax — loT URL +
MoTokun pgaHHbIX 06 yrposax — Vulnerability Feed +

Cnegytowme MNMoToku AaHHbIX 06 yrpo3ax HaxogaTcsa Ha aTane End-of-Sale:

End-of-Sale PekomeHagauum no murpauum
Koa HasBaHue Koa Ha3BaHue
npoAaykra npoAaykra
KL7962 MoTokn p,aHHJgLo6 yrposax — KL7333 Kaspersky Threat Data Feeds Bundle — URL
KL7333 Kaspersky Threat Data Feeds Bundle — URL
MoTOKM aHHBIX 06 VIDO3aX — + + MoTokm gaHHbIX 06 yrpo3ax — Malicious Hashes
KL7963 ﬁ‘JRL 2 Has}’] P KL7917 unu
unu Kaspersky Threat Data Feeds Bundle — URL & IP
KL7335 & Hashes

1 NoToku AaHHbIX 06 yrposax — APT IOC cocTouT 13 creaytoLmx noTokos AaHHbIx: APT Hash Data Feed, APT IP Data Feed, APT URL Data Feed, APT Yara Data

Feed

2 MoTokm AaHHbIX 06 yrposax — Crimeware |OC cocTouT 13 criedytoLmx NoTokoB AaHHbIx: Crimeware Hash Data Feed, Crimeware URL Data Feed, Crimeware Yara

Data Feed

3 MoTokm AaHHbIX 06 yrposax — Mobile Threat cocTonT 13 criegyroLmx NOTOKOB AaHHbLIX: Mobile Malicious Hash Data Feed, Mobile Botnet CnC URL Data Feed
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End-of-Sale PekomeHgauun no murpauum
Koa HasBaHue Koa HasBaHue
npoAaykra npoaykra
KL7335 Kaspersky Threat Data Feeds Bundle — URL & IP
MoTokM AaHHbIX 06 Yrpoaax — + & Hashes + NoTokn gaHHbIX 06 yrpo3ax — Mobile
KL7975 | URL & Hash & Mobile Threat | KL7964 | Threat
unu unu
KL7336 Kaspersky Threat Data Feeds Bundle - Expert
MoTokn gaHHbIX 06 yrposax — KL7335 Kaspersky Threat Data Feeds Bundle — URL & IP
KL7970 URL & Hash & Mobile Threat + & Hashes + NoTokn gaHHbIX 06 yrpo3ax — Mobile
& IP Reputation KL7964 Threat
MoTokn gaHHbIX 06 yrposax — KL7335 Kaspersky Threat Data Feeds Bundle — URL & IP
IP reputation & URL & Hash & Hashes + NoTokn gaHHbIX 06 yrposax — Mobile
KL7912 . +
& Mobile Threat & KL7964 Threat
Whitelisting
n KL7336 Kaspersky Threat Data Feeds Bundle — Expert
OTOKM AaHHbIX 00 yrposax —
KL7915 Al In One unu unu
KL7337 Kaspersky Threat Data Feeds Bundle — Total

15.6 Kaspersky Digital Footprint

JInueHsna npegoctaBuTt goctyn K Bknagke Digital Footprint Intelligence Ha nopTane Threat Intelligence Portal

(TIP). INnueHsns goctynHa Ha 1, 2 unu 3 roga.

Koa HassaHue ®yHKUMOHaN CxeMa NUUeH3POoBaHus
npoaykra
e YnpaBneHue akTuBamu e Mogaenb NUUeH3poBaHns —
e YBegomneHus ob yrposax gocTtyn K pyHKumsam gns 1
e Tlouck B AapKHETE 1 MOMUCK B KnuenTa Ha nopTane TIP
Kaspersky Digital KTL (50 novckoB B AeHb) (HeorpaHU4eHHOEe KONMYeCcTBO
KL7243 Footprint e [octyn kK WHOIS Hunting aKkayHTOB)
Intelligence e [loctyn k Research Graph e KonniyecTBO aKT1BOB He
e [logkntoyeHue K cepBucy C OrpaHn4eHo
MOMOLLbIO HaLLMX 3KCMEPTOB e 50 nomckoBbIX 3aNpoCoOB 3a AeHb
B Threat Lookup n Dark Web
o e AHanuTunyeckue oTyeThI, e JluueHampyeTca N0 KonnyecTBy
Kaspersky Digital COCTaBIEHHbIE HaLLMMK oTYeTOB
KL7898 Footprint akcnepTamm e MakcumarnbHoe KOIMYecTBO
Intelligence e [peseHTauysi pe3ynbTaToB C oT4yeToB 3a 1 rof - 4 oTyeTa
Analytical Report aKCrepToM

15.7 Kaspersky Threat Lookup

INvueHsmnsa npegoctasnseT gocTtyn K Bknagke Threat Lookup Ha nopTane Threat Intelligence Portal (TIP).
JlnueHsusa goctynHa Ha 1, 2 unn 3 roga.

Kop HazBaHue ®yHKUMOHAN Cxema nuueH3npoBaHus
npoaykra
e MacTtep nouck (Threat e JlvueHaupyeTcs No KONUYecTBYy
lookup Bknagka) 3anpocoB B AeHb
e WHOIS Tacking e WHOIS Hunting: 10 npasun c
KL7966 Kaspersky Threat o WHOIS Lookyp HOpManbHbIM npuoputeTom 1 10
Lookup o WHOIS Hunting npasun C BbICOKUM NPUOPUTETOM
e 3anpochkl BbINOMHAEMble MO | o  3anpockl BbINOMHAEMbIE MO
pacnucaHuto pacnucaHuio: 10 npasun
e Research Graph e Research Graph: 100 rpacos

15.8 Kaspersky Threat Analysis

JlnueHsua npegoctasnseT goctyn k Bknagke Threat Analysis (AHanns yrpos) Ha nopTane Threat Intelligence
Portal (TIP). NluueHsna poctynHa Ha 1, 2 unu 3 roaa.
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Kon Cxema nuueH3npoBaHUA
npoaykTa HasBaHue dDyHKUMOHan
* ?ﬁndbo: but JInueHsnpyeTcst No KONMYeCcTBY 3anNpocoB B
KL7892 Kaspersky Threat * E reat Attribution | o0 KnineHTb! 6yayT MMeTb pasHoe
Analysis Sir;r?illr;\?ity KONMYECTBO 3arpocoB KO BCEM 3 TEXHOSOMMSM.
[ ]
Kaspersky Cloud * ggn_cliqu JInueHsnpyeTcs No KONMYeCcTBY 3anNpocoB B
KL7953 Sangbox y * imilarity roa. KnueHtsl 6yayT nmeTtb paBHoe
KONMYECTBO 3arpoCcoB KO 2 TEXHOMOMUSAM.
Kaspersky Cloud ¢ 'IE'rr1]re;ra]1(taAttr|but|on JInueHaupyeTcs Nno KONMMYeCTBY 3anpocoB B
KL7891 Threat Attribution . Sirr?ilarity rog. KnueHTtbl 6yayT uMeTb paBHOE

Engine

KOJin4eCcTBO 3anpocoB KO 2 TEXHOSOormsam.

O6paTVITe BHMMaHWe, 4TO AN IOKarbHOWM YCTAHOBKW OOCTYNHbI criegytowine npoayKrbl:

npcl)(z),?”a HasBanue ®yHKuMOHaN Cxema NULIeH3UPOBaHMA
NnueHanpyeTcs No KONUYECTBY 3anpocoB B
roa.
[na 6e3nMMMTHOM NO KONMYECTBY 3anpocoB
KL7954 Kaspersky Sandbox nvueHsmn KRS, B criyyae HEBO3MOXHOCTU
Research Sandbox 06paboTKu 0gHUM MHCTaHcoM KRS
Tpebyemoro KonuyecTsa 3anpocos,
JOnonHuTEnNbHbIE MHcTaHebl KRS
NULLEH3VPYIOTCH OTAENBHO.
KL4988 Kaspersky Threat Threat Attribution | fyeHaupyeTcst no konuuecTBy 3anpocos B
Attribution Engine Engine AeHb.

15.9 Kaspersky Ask the Analyst

JInueHsua goctynHa Ha 1, 2 unu 3 roga.

Ko Cxema
A Ha3BaHue PyHKUMOHanN nULEeH3upoBaHU
npoaykra .
e Bonpocbkl 06 onybnunkoBaHHbIX OT4ETax
APT/Crimeware
e Py4yHon aHanus BpegoHocHoro N0 NuuexanpyeTcs
KL7798 Kaspersky Ask the ¢ [JlononHutensHas nHdopmaumsa o MHaMKaTopax Mo KONMUYecTBY

15.10 Kaspersky Takedown

Analyst

KOMMpomMmeTauumu, yrposax, ya3BuMOCTAX
Pa3soBbI nonck B fapkHeTe
Bonpocbl k ICS CERT

JInueHsuna goctynHa Ha 1, 2 unn 3 roga.

3anpocos B roa,.

Kon Cxema
HasBaHue ®dyHKUMOHan
npoAaykra NULEeH3UPOBaHNA
e YpaneHue BpeAOHOCHOro AoMeHa (He
URL!)
e YpaneHue cduwimHroBoro aomeHa (He URL!)
KL7937 Kaspersky e YnaneHve nopaensHOro MoBunbLHOro nuensnpyetca no

Takedown Service

npunoxexunsi B Google Play nnun App Store
YpaneHue ganbLlIMBOro akkayHTa B
coumanbHbIx ceTsax Facebook, Twitter,
Snapchat unu Instagram

Konun4yecTBy
3anpocoB B MecsLy
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15.11 Kaspersky Threat Infrastructure Tracking

JInueHsusa paet gOCTyN K OTCNEXunBaHuio HpacTpykTypbl yrpo3 Ha noptane Threat Intelligence Portal (TIP).

JInueHsua goctynHa Ha 1, 2 unu 3 roga.

Kog Cxema
HasBaHune PyHKUMOHanN
npoaykra JNIMLEH3UPOBaHUsA
KL7890 Kaspersky Threat * S:H”;&K Iz;iﬂﬂpfaﬁiméq;me:fs'e Joctyn k
Infrastructure cac t pacTpyktyp COOTBETCTBYIOLLEN
Tracking BKrazke.

o McTtopusa nameHeHmmn

15.12 Kaspersky Threat Intelligence Bundles

CywectByeT 5 naketoB Kaspersky Intelligence Reporting Bundle. Kaxabii nakeT npegoctaBnser JOCTyn K
onpegeneHHbiM pyHkumam Kaspersky Threat Intelligence. JluueHauna goctynHa Ha 1 rog.

KO,D, HasBaHue naketa CocTaB nakeTta
npoaykra
KL7341 Kaspersky Threat Intelligence Bundle - Basic MSSP Moxanyncra, 03HaKOMbTECH C
. . Tabnuuen Hwxe ons
KL7342 Kaspersky Threat Intelligence Bundle - Essential MSSP NOAPOBHOrO OMMCaHNS:
KL7343 Kaspersky Threat Intelligence Bundle - Advanced MSSP (PyHKLMOHANBLHOCTY 1
. CpaBHEHNA 3TUX NaKETOB
KL7344 Kaspersky Threat Intelligence Bundle - Expert MSSP
KL7345 Kaspersky Threat Intelligence Bundle - Maximum MSSP
MpoaykTbl B [eTtanu Kaxagoro npoaykta Basic Essential Advanced Expert Maximum
cocTaBe
nakera
APT — lNonHble oT4yeThl BuaHbl Bce BuaHbl Bce BuaHbl Bce BuaHbl Bce BuaHbl Bce
Reporting — Mpodwmnn oT4eTbl N oT4eTbl N OTYEThI U OoT4eTbl N OTYEThI U
—1oC, Yara u Suricata npocdwunm (10 npocwunm (15 npocpunm (20 npocunm (50 npodunm
oT4yeToB oT4yeToB oT4yeTOB oT4yeToB (6e3anumuTHOE
MOXHO MOXHO MOXHO MOXHO cKaunBaHue
cKayvaTtb) cKayvaTtb) cKayvaTtb) cKayvaTtb)
Crimeware — lNonHble oT4yeThl BuaHbl Bce BuaHbl Bce BuaHbl Bce BuaHbl Bce BuaHbl Bce
Reporting — Mpodwmnn oT4eTbl N oT4eTbl N OTYEThI U OoT4eTbl N OTYEThI U
—1oC, Yara u Suricata npocdunu (10 npodunm (15 npocpunu (20 npodunm (50 npodunm
oT4yeToB oT4yeToB oT4yeToOB oT4yeToB (6e3anumuTHOE
MOXHO MOXHO MOXHO MOXHO cKauuBaHue)
cKayaThb) cKa4yaThb) cKa4aTtb) cKayaThb)
ICS — lNonHble oT4yeThl - BuaHbl Bce BuaHbl Bce BuaHbl Bce BuaHbl Bce
Reporting * — Mpodowmnn oT4yeTbl N OTYeThI U oT4yeTbl N OTYEThI U
—10C, Yara u Suricata npocunu (15 npocpunu (20 npodunm (50 npodunu
oT4yeTOB oT4yeToB oT4yeToB (6e3anumuTHOE
MOXHO MOXHO MOXHO cKauuBaHue)
cKavaThb) cKa4aTthb) cKavaThb)
Kaspersky - NocTtyn k 6a3e loC-oB 1000 2000 3000 3anpocoB 10000 50000
Threat - Research Graph 3anpocoB B 1 3anpocoB B 1 B 1rog 3anpocoB B 1 3anpocos B 1
Lookup - Npasuna WHOIS Hunting roa roa roa ron
-10 3anpocoB BbINOMHAEMbIX
N0 pacnvcaHuio
Threat - - Ha ypoBHe MonHbIn MonHbIM goctyn
Infrastructur CTpaHbl poctyn (Bce (BCe cTpaHbl)
e Tracking 3aKas4mka CTpaHbl)
Threat — Cloud Sandbox 100 3anpocoB 150 3anpocos | 200 3anpocoB B 1000 3000 3anpocos
Analysis — Cloud Threat Attribution B 1 roag ans B 1 roag ans 1 rog ans 3anpocoB B 1 B 1 roag ans
Engine Kaxgon Kaxgomn Kakaom rog Aans Kaxzon
— Similarity TexHonorum TexHonorum TexHonoruum Kaxxgomn TexHonorum
TeXHomorum
Digital — YnpaeneHvne aktuBamu - 5 3akasumkoB 5 3aka3unkoB 5 3aka3unkoB 5 3akasumkoB +
Footprint — YBepnomneHus 06 yrposax
Intelligence — [Nownck B gapkHeTe 1 NoucK

B KTL (50 nouckoB B AeHb)
— foctyn Kk WHOIS Hunting
— foctyn k Research Graph
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15.13 MoHuTOpUHr knbep-puckos ana MSSP

MSSP MOoryT KynuTb HECKOSLKO YCIyr, CBA3aHHbLIX C MOHUTOPWHIOM Knbep-puckoB. HekoTopble 13 aTux ycnyr
npogatoTcs no nognucke Ha 1 rog nunu Ha 1 mMecsL, HeKoTopble AOCTYMHbI MO NOANUCKE TONbKO Ha 1 roA.

Kopg HasBaHue naketa Mopgenb MuHumanbHas NopgoBas MecsayvHas
npoaykra JINLEeH3UPOBaHUA HavanbHas noanucka noanucka
nuueHsuns
KL7909 Kaspersky Digital Footprint Mo konuyecTsy 5 + -
Monitoring MSSP KINMEHTOB
KL7340 Kaspersky Threat Lookup & | [Mo konuyecTBy 500 + +
Dark Web Search MSSP 3anpocoB B AeHb
KL7937 Kaspersky Takedown Mo konunyecTBy 10 + +
Service 3anpocoB B MecsL,

15.14 Kaspersky Threat Data Feeds Bundles — MSSP

OTn nakeTbl MOTOKOB AaHHbIX Obinn co3aanbl cneumnansHo ansg MSSP. OHn copepxat Hanbonee nonynspHble
KONneKuMm MHAMKaTopoB KOMIpOMeTaLmm, KOTopble MOryT ucnone3oBatbcss MSSP npu npegoctasnenunn yenyr SOC
ONsi CBOUX KIMEHTOB.

OTW NakeTbl NMULEH3NPYIOTCA B 3aBUCUMOCTU OT KonnyectBa knueHtoB SOC, koTtopble ecTb Y MSSP

KL7338 KL7339
Data feeds BHyTpM nakeTa Kaspersky Threat Data Feeds - Kaspersky Threat Data

MSSP Feeds — Advanced MSSP

MoToKM AaHHbIX 06 yrpo3ax — Botnet C&C URL + +

MoToku AaHHbIX 06 yrpo3ax — Ransomware URL + +

MoToku AaHHbIX 06 yrposax — Phishing URL + +

MoToku AaHHbIX 06 yrpo3ax — Malicious URL + +

MoToku AaHHbIX 06 yrpo3ax — IP reputation + +

MoToku AaHHbIX 06 yrposax — Malicious Hashes + +

MoToku AaHHbIX 06 yrpo3ax — APT I0C +

MoTokun AaHHbIX 06 yrpo3ax — Crimeware 10C +

15.15 A4OCTYN K UHCTPYMEHTAM KASPERSKY THREAT INTELLIGENCE

Mpun nokynke peweHun Bcex Bepcun npogyktoB KATA \ KEDR \ KUMA wu pewenun Symphony EDR \
Symphony XDR \ Symphony XDR Core 3akasuuky Takke npegoctaBnsgetcsa goctyn k Kaspersky Threat
Intelligence Portal n Kaspersky Threat Analysis. [locTyn npegoctaBnsieTcst Yepes 3anpoc OT akkayHT-MeHekepa.

e [loctyn k Kaspersky Threat Intelligence Portal:

Konnyectso 3anpocoB — 100. Konn4yecTBo COTPYAHMKOB 3aKkasyuka, KOTOpbIM NpefocTaBnaeTcs AOCTyn K nopTtany
— He orpaHvnyeHo (HO JOJMKHO ObITb pasyMHbIM).

e [loctyn k Kaspersky Threat Analysis:

B poctyn Bxogat cnegytowme texHonornn: Cloud Sandbox, Cloud Threat Attribution Engine, Similarity. Konnuectso
3anpocos - 10, Ha kaxayto U3 TexHornorunin. dan MoXHO ckaHMpoBaTb OAHOBPEMEHHO C UCMOMb30BaHMEM BCEX TPEX
TEXHOMNOINNA.

BAXHO! [aHHbIn gocTyn npeaoctaBnseTcs O4HOKPATHO:
e B cniyyae nuueH3npoBaHus No MOAEeNu NoanncKM CPOKOM Ha 1 MecsL, JOCTyN NPeLoCTaBnseTcs Ha O4MH Mecsu,.
e B cny4yae nuueHsnpoBaHus cpokom Ha 1, 2 1 3 roga, 4OCTYN NpefoCTaBnNAeTCcs Ha KyrnieHHOe KONMYeCcTBO NeT.
Ina npoaneHus poctyna k cepBucam Threat Lookup m Threat Analysis notpebyetca npuobpeteHne
KOMMEPYECKOM NMULLEH3UN Ha CEPBUCHI.

BAXHO! lMpu nprnobpeTeHnn pelueHun, Kyaa BXOAUT HECKOSNbKO NpoaykToB — Hanpumep Symphony XDR
Kyga BxoauT nuueHsns Ha KATA\KEDR\KUMA cyMmmMmupoBaHue [OCTYNOB OT 3TUX NMPOAYKTOB He NPOUCXOAMT,
OOCTYN BblAaeTcs Ansi OOHOro peLleHunst.
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16 IpwioxxeHue N210 Kk pyKOBOACTBY NapTHepa o padéoTe C nmpamc-
JaucToM: J/InneH3upoBaHue M ycia0Bus noctaBKku Kaspersky Smart

[laHHbI OOKYMEHT codepXuT oblue npaBuna nuueHsupoBaHusi npoayktoB Kaspersky Smart. [JOKymMeHT
npegHasHaveH ans naptHepoB AO «JlaBopatopusi Kacnepckoro» (ganee JIK), paGoTatowmx Ha Tepputopuu
Poccuiickoin Penepaunm n cTpaH 3akaBkasbsi U UMEIOLUM NPaBo NPOOAXKN peLLIeHMs].

Kaspersky Smart — nuHerika pelueHnin ons 3awmTbl CpeaHero pamepa opraHusaumii ot 6onee CnoXHbIX yrpos,
KOTOpble He ONOKMpYyeTCsl NPEBEHTUBHBIMU CPEACTBAMW 3ALLUUTbI C MUHUMAIbHLIMU TPeOOBaHUSAMN K annapaTHbIM
MOLLIHOCTSIM ¥ BO3MOXXHOCTbLIO YCTAaHOBKM Ha BUPTYaribHble MallMVHbI.

Kaspersky Smart |

SIEM: Cuctema MOHUTOpMHra cobbiTun MHGOpPMaUMOHHOM ©e3onacHocTM ¢ ©6a30BbIMU BO3MOXHOCTAMU
pearmpoBaHus ons cpegHero 6usHeca.

Kaspersky Smart Il

SIEM + EDR: Cucrtema MOHUTOpUHra cobbiTuin WHMOpMaLUMOHHON 6e30MacHOCTM C  pacLUMPEHHbIMU
BO3MOXHOCTAMU OBHapY>XeHNs1 U pearnpoBaH1s Ha YPOBHE KOHEYHbIX TOYEK AN cpefHero buaHeca.

16.1 CraHpapTHble CXeMbl JIMLLEH3UPOBaHNA U NpaBuna noctaBku Kaspersky Smart

Kaspersky Smart nuueHampyetca no konmyectsy Nodes. B pamkax nuueHaun Kaspersky Smart gna KUMA
Knto4ym npegocTtaensaoTes, ncxoas us nepecyeta 1 Node = 2 EPS u okpyrnsietcs go 100 EPS B 605bLUytO CTOPOHY.
Nodes - obLiee KonMyecTBo paboymx CTaHLUA U CEPBEPOB, BKITOYas BUPTyasbHbIE.

Mpumep 1. MNpu npnobpeteHnn 499 nuueHsunm Kaspersky Smart | unn Smart Il knneHTy OyaeTt npegocTaBneHo
1000 EPS gns KUMA.

Mpumep 2. MNpu npnobpeteHnn 960 nuueH3un Kaspersky Smart | unn Smart Il knneHTy OyaeTt npegocTaBneHo
2000 EPS ans KUMA.

SKU HaunmeHoBaHue MpoaykToBbLIN cOCTaB Tun 1 cpok YpoBeHb KonuyectBO
nUueH3nmn noaaepxKku
KL4067 Kaspersky Smart | Aﬁ:fz?gsg);t?or:ﬂed Monitoring and
y Base, Ot 250 pno
- Kaspersky Unified Monitoring and Rinrivgal CranpapTHsiit CT§2§CTB
KL4068 Kaspersky Smart I| Analysis Platform y
- Kaspersky EDR Expert (6e3 Sandbox)

BAXHO! lMoctaBka ogHOMY 3aka3uuky Heckonbkux nuueHsun KL4067 Kaspersky Smart | unu KL4068
Kaspersky Smart Il, obLiee konuyecTBo KOTOpbIX NpeBbillaeT 999 y3nos, HegonycTuma.

BAXHO! OgHoBpemeHHasa noctaBka npoayktoB KL4067 Kaspersky Smart | n KL4068 Kaspersky Smart |l
O[HOMY 3aKa34uKy HegonycTuma.

BAXHO! KnueHtam, wucnonesytowimm KL4067 Kaspersky Smart | wunu KL4068 Kaspersky Smart I,
HegonycTUMa NocTaBka oTAeNbHbIX NuueH3ni Ha KL4504 Kaspersky Symphony XDR Core, nnmn KL4503 Kaspersky
Symphony XDR, nnu KUMA (SKU: KL4032, KL4034, KL4036, KL4038, KL4047, KL4048, KL4049, KL4051).
AHanornyHo, knueHtam, ucnonb3yowmnm KL4068 Kaspersky Smart |l, HegonycTuma nocTaBka OTAENbHOM
nuueHsnn KL4708 Kaspersky EDR gns 6usHeca OntumansHbei, KL4501 Kaspersky Symphony EDR unu KL4712
Kaspersky Endpoint Detection and Response Expert,

BAXHO! B cnyyae Heob6xoanmoCcTy NCMOSb30BaHMS HECKOIbKUX KOMMNMEKTOB nuueH3nn Kaspersky Smart | nnm
Kaspersky Smart Il, obwee KonnyecTBO KOTOPbIX He npeBbiwaeT 999 y3noB, B O4HOW OpraHm3aumm (B OOHOM
nogpasgeneHun), TpebyeTcsl KOHCONMMAaAuWsl KIYen npu pasMeLleHuM 3akasa. YKe BbIMyLUEHHblE ITMLEH3UN
nepesakasblBaTb HEe HYXHO, KOHCONMWAaUMs [03aKyrnaeMblX KOMMMEKTOB MULIEH3UN OOMKHA BblpaBHUBATLCSA MO
paHee pa3MeLleHHOMY/bIM 3aKa3aM (4eNCTBYIOLUM MULIEH3USAM, KyNNeHHbIX B paMKax 3TOro/aTux 3akasos).

Bo3moxHbI nepexoabl NpU NPOASIEHUN NPU YBENIMYMEHUU KONUYeCTBa 3awmiiaembix y3nos ot 1000 wT (ons
Symphony XDR n XDR Core) u ot 2000 EPS (ana KUMA):

- ¢ KL4067 Kaspersky Smart | Ha KL4504 Kaspersky Symphony XDR Core, KUMA (SKU: KL4032, KL4034, KL4036,
KL4038, KL4047, KL4048, KL4049, KL4051);

64



- ¢ KL4068 Kaspersky Smart Il Ha KL4504 Kaspersky Symphony XDR Core nnu KL4503 Kaspersky Symphony XDR.

Bo3MoxHbI nepexoabl B neprmos AeNcTBUA NULEH3UN (C 3a4€eTOM CTOMMOCTHN HEUCTONb30BaHHOIO CPOKa):

- ¢ KL4067 Kaspersky Smart | Ha KL4068 Kaspersky Smart II;

- ¢ KL4067 Kaspersky Smart | Ha KUMA (SKU: KL4034, KL4036, KL4038, KL4047, KL4048, KL4049, KL4051),
KL4504 Kaspersky Symphony XDR Core, KL4503 Kaspersky Symphony XDR;

- ¢ KL4068 Kaspersky Smart [l Ha KUMA (SKU: KL4047, KL4048, KL4049, KL4051), KL4504 Kaspersky Symphony
XDR Core, KL4503 Kaspersky Symphony XDR.

HeBo3MOXHbI Nnepexoabl NPY NPOANEHUMN:

- ¢ KL4503 Kaspersky Symphony XDR, KL4504 Kaspersky Symphony XDR Core Ha KL4067 Kaspersky Smart I,
KL4068 Kaspersky Smart II;

- mexagy KL4068 Kaspersky Smart Il n KL4501 Kaspersky Symphony EDR wnn KL4712 Kaspersky Endpoint
Detection and Response Expert.

- ¢ KUMA (SKU: KL4034, KL4036, KL4038, KL4047, KL4048, KL4049, KL4051) Ha KL4067 Kaspersky Smart | n
KL4068 Kaspersky Smart Il

HeBo3MoOXHbI nepexonbl B nepuoa AeNCTBUA NULIEH3UI (C 3a4eTOM CTOMMOCTMU HEUCNONb30BaHHOIO CPOKa):
- ¢ KL4067 Kaspersky Smart | Ha KL4032 Kaspersky Unified Monitoring and Analysis Platform;
- ¢ KL4068 Kaspersky Smart Il Ha KUMA (SKU: KL4032, KL4034, KL4036, KL4038).

anI HeobxoaumMocTun nepexoda Ha 3T NPOAYKThbI HeobxoaMmMo npeasiaratb 3akasdumky nuueHsuio Tuna Base
Nnocrie OKOH4YaHUA CpoKa [EencTBMS OCHOBHOW NNLEH3UMN.

BAXHO! JlnueHsmpoBaHme Kaspersky Smart peanusyet MexaHU3M TEXHUYECKOrO OrpaHMyYeHnsa ansi notoka
cobbitun B peweHnn KUMA no ypoBHwo EPS. TlMpu npeBbilleHUN NULEH3MOHHBLIX OrpaHuyeHuin, obpaboTka
noctynawLwmx cobblTnii ByoeT BpeMeHHO orpaHuMyeHa [0 BOCCTaHOBMNEHMs ypoBHA EPS, cooTBeTcTByHOLLErO
NWLEH3NOHHOMY  OrpaHudeHuto. Bce Heobxogumble yBegomneHuss OyayT CBOEBPEMEHHO  OTMpPaBiEHbI
aAMUHNCTpaTopy.

BAXHO! dyHkumnonan otnpasku cobbitun OC B KUMA vepes areHT KES ans nuueHsmn Smart | n Smart |l Ha
HE poctyneH.

16.2 ®yHKUMOHaNbHbIE BO3MOXHOCTHU

®dyHKUMOHaNbLHOEe CpaBHeHMe ypoBHen Kaspersky Smart Smart | Smart Il

YpoBeHb 3alWuTbl TexHonorusa SIEM TexHonorusa SIEM n EDR

KoMnneKcHbI MOHUTOPUHT U Koppenauusa cobbituin UB B pamkax
BCel UH(PPACTPYKTYpbI

Ba3oBble gencTBuA No pearupoBaHuto (NP YCTaHOBNEHHOM Y
3aKka3sumka KES gns 6usHeca, KS Ans nouToBbIX cepBepoB
(KWTS), KS ans nHtepHeTt-wno3oB (KSMG)

Kopo6Go4yHasa uHTerpaumsa ¢ caMbiMU pacnpocTpaHeHHbIMU
UCTOYHMKaAMU gaHHbIX, UT- u UB- cuctemamm

Momolyb B COOTBETCTBUM TPEGOBAHUAM PeErynsaTopos, B T.u.
BO3MOXHOCTb NpeAoCTaBlIeHUs faHHbIX O CIYy4YUBLUNXCS
MHUMAeHTax

®doKyc Ha camyro NONynsipHY0 TOYKY (XOCTbl) Bxoaa
3MOYMbILWIEHHNKOB: KOHTPOSb M BU3yanusauusi Npoucxopsilero

nepe,qoaoe oGHapyx(eHMe U paccrieqoBaHue CrNoOXHbIX Yyrpo3 Ha
YPOBHE KOHEYHbIX TOYeK

PaclumpeHHble AelCTBUS MO pearMpoBaHUIO Ha XOCTax Nno
AeTeKTaM C YPOBHsSI KOHEYHbIX TO4YeK, TaK U Bceil UHPPaCTPYKTYpbI
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